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BRI AN BT AR

* BAREREZHN:

#=iE:

RERARE:

} STEP 2: #SEINERIFIR3E

‘ MyOSSReadOnlyAccess ‘
KER-128TFF, AFEXFS, ¥FE, @

‘ B E ¥ ¥ samplebucketfI0OSS H BHaIER, FREIRIPIRSE] ‘

4~ "Action": [

5 "oss:Get*",

6 "oss:Llist*"

7 | 1,

8 "Effect”: "Allow",

9 "Resource”: "acs:oss:*:*:saomplebucket/bob/*"
10 ~ "Condition": {

11 - "IpAddress": {

12 "acs:Sourcelp”: "121.0.27.1"
13 1

w3

15 |}

16

=& RERITERE k]

HANER T BENAIRBERIBETR , FTARIBAE. LERIEAEPIGR-ERD R I#Ea94EAL

ERBIRFIRE.

RSB0 AT

{

"Version": "1",
"Statement": [
{

"Action": [
"0ss:Get*",
"oss:List*"
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L
"Effect": "Allow",

"Resource": "acs:o0ss:*:*:samplebucket/bob/*",
"Condition": {

"IpAddress": {

"acs:Sourcelp": "127.0.27.1"

}
}
}
]
}
BT SRR | SoRHTEE B RE SURBURIR.

[SEER(E

WNSIZIXN B E RIS REERRH IN45 FEF bob , B4 bob Xdoss://samplebucket/bob/ I S E R
R , BIREISEEVNTINGIATING (BigA 121.0.27.1) #1751,

B{KE(FIES%E RAM X,

123 B8 e SRR

LAPISPRAEZER , EEANFTIEEEETIR |, SFEEEEIRIRE. SRR AT RESBEILAT

[AJRR :

- HE—RITAEE |, BHURBERIRIAEEHEEER.
- {EXGERE | IERIERERIBIESGE T |, BEREIR.

ERCRIRE S IRAEE HUH , BTRREERPEERIER

- B LIA—MEIRIRIREB SR A
- INSRBHERS | BFEEEEMFAFTEIIRE.
- F—MFESRARIREERE , RE—MRAZERE |, BIBOARE.

BELR

EFE RAM HHIA,
B RREE > BESUREERE.

BT RAERIBER ( IEAXEFENR ) HEIFESERIERE | BEESIRERIAREF T
B,

HEEMSH=BE RAEE,
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L4 ecs-tag-policy (57E %)
RANERE I s
I LETRE A~
= =3
HERE WBES: v2 SRR 2018-01-18 23:11:09
SIFiE®
I AR A
BEs GlENE WiE
v2 2016-01-18 23:11:09 BERE
= vi 2016-01-18 23:03:24 BR | RN | BER

o0 EERTR , 1 IRANEE mE , BRI

- 155 B FrEh EiRARIREEAE.
- BAEBOARZASRER 12795500 A ( BPBEUARRE ) .
- 1665 MR AFEOARRASSRES.

PR E e SURARIE

EALIIRS N EEMIRAERE , ST RISEAILMERZ MRAE, SEFAEREREIRIRIRE | BAIZE
RARERMIBR.

HIE

TEMIBREMEIERISAY | MARILE |

SRIRNRAFESRAE |, RE—TEUAMRE. EZRNRBEEES MRE | S RsBREREOA
WRARZSMURTR RS

HRNRBCRIEARKS A ( BIMINGRER. BRERAER ) . EIXEICRIBERSIA , EaLL

- FEIZIEBUEREEH) SIFNER o RRBRIZAL.
- ERTLUSERAEMRRNI 2T REIRRRRRECRCR.

BIESR
BRE| RAM 318,
ft SRIRETE > B SISGER.

BT RAERIEEMR ( IERXEFER ) HREIFEMIRARAERE | BEEXINR(EFI T bR,
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HARRIRA RN | AR it IREIRRRREARR (IZRIEEHS | BICRIGEFIMIRS IBXR ) .

Elt , SEAIIMbRr—REE SRR,

£ RAM o, IRUER— S MERERIEMINZIAA. BRAESABTE. HF
(ERPEAFARI , AT SRS T RAM AFIER.

BRBEN , BT SIS T RAM BRI, BT Bftt=KS ThY RAM AP IR
SR FN, FTENE | SN SEEDERBLUREA NS D SR,

P E P BRI

EXHRIRKS TR RAM BFRIRET , SAE L BRRAEN  halLim AR ERFARN. XET
BRAFERNSNRZIBFRETHERF  EFNERAEFEREUNAR, (QIEHFRNEIR—ERIH ) #iT
TR,
EPREL
BELRE -

EH% RAM HHIA,

Bl BREE.

BEY BRE/8ra HEIFTERNAR (AIEREER ) [ SEERINIREFI T 8 %4,

£ I8N ARZBERMG Tum |,

- WEEM) AEZBURIBERR PHEIFER T IRAFRIR (AIERXEFER ) | Ehix
Rig , FARTARGL , THZREHIZAN EEREURIBER T.
- AN BERACRIBETR T | EEEERE , AREAEEL , TTREZR,

N INEIZAUERIGSS | B #A | TeRiRL.
Eit , BETAERFEN.

BRAPARN

BFPRAE -
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EFZ RAM HHIA,
BT BHEEHE.
BT AR HEIFERNOBFA (IERENER ) | REEXMRFFI TR F %,

1£ fRISRFERZEURMG Tum |

- WM AHERBERIBER PHEIFER T HmErERIR (AIERXEFENR ) | Ehix
R, FFEAEAREEL  ATRZRIBRINEIGN SERECRIEER T,
- EAN EERAURIBEMR T RESRE  FREAREES | FTREIZRE.

I INTERIERIBS | B BN |, SThEAL.

Elt , BETHERPAEREN.

LREREN

FEAG N, TLISETERPAS (BREUSIEKS. EttZKSAREZRIS ) RSHE |, AREE
BNRRERKSEERSS ( BARITFEEREZNAERILAENEZER) .

-3 HRIEKSHFAE F, WAFIEKS T RAM BR e ERBHIHEHREINI = EIR.
- 3 Rt zikS AP AR #1X , WEENEBZKS TH RAM BRENER S LRI RIR

- ;(9‘ IRSBAE #Z, WRENARSIDERBH AR EER.
BIELER
ERE| RAM FHIA,
BT AGERE.
B RS HEIFERNIAE (IERENER ) | AEENRFSI TR B %,

£ fRiB R EREURIE T |,

- WM SHERACRIBERR P EIFER T ImAeRR (AIERXEFENR ) | Ehix
Rig , FABRTARGL  TRZREHIZAN EEREURIEER T.
- EAN EEEBURIBER T ERESRE  FREEREES | TREZRE.

N INEIZAUERIGSS | BB #A | TeRiRL.
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Eit , BEAERERIN.

25 , RAM BFaEILAEE S a8 APLIGREXER , eI lBEEREFIaERS S , 8RR
AssumeRole SRERFESHE (STS ) LUDEIEXAE , LIBBSHEBRIFEXER.

RAM BFREREHIGERMFRIR

RAM FIFERFE[AMIZAER URL (FJLIE RAM ZHl6 BF ) |, EXRER EMEHIE. BFRS
B EREHEE | ERFTETLUSMERRIIRR. MRAFPRE TIRERNAERE  —RaRE /6
BFIR" AYTEIR.

S15R RAM BF#IFAIIEAE |,

£ RAM BFEREHIGZE | FLAEY IS4 BIEESmERSHIIRIIARSH , FERAE
SHRPRFRERIR |

B REEREHS BIENGRENREZEMERSN , LERRERBNEBIESR.

KT ERABNESATIESE At.

RIFERFER=ARSS APl {FRIR

RGN R FRERARIRSS APl , BFEEANARERFLIE— RAM AFRIKSHIETESEANGR | 44
RAM FIF 6l AccessKey , NFfERFEERIZ AccessKey SEERZARSS SDK & API,

B E iR TR ERER

RERRSRETZRNEFRLE | XETEHHER RAM BF AccessKey SKIEFREIR.

TmELA OSS RS | BRiZ RAM FBFP#E THEA Bucket BUHIEIEN , BBATLAHER OSS ZFiHTHE
ossbrowser EifaligERIBucket,

BT -

¥IFF ossbrowser , TEMKEFNZERBESBIEHIN RAM FHFAY AccessKeyld 1 AccessKeySecret, 40l
TER
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iiEHEE] FAFisEe

B

S:  NradHrfFld)nk4 1w

LN

LA R L L AL )

M oireE [ | ARBREIN)

W |oss-cn-hangzhou.aliyuncs.com

i -E—Hi X ﬂﬁ |

EREHN ossbrowser FRE , 1%E#FE i Bucket 175 |, M @00 BDELRIN—ME Bucket, 30F

Elffs -
() OSSBrowser v1.6 000
THEE

& i

® L J s | H rr
‘ [ KR £ ETag BEBHAE
e
Bucketgin: ] ]
Cancel
| FrBucker | fmaucket | (833 [Sryes v 5 o 68 raxnn @mm
Hups. [ mit |85 (% [F [ #65 |
Er Kk [ W [

RISEHET LR ERIRIN Bucket FIRZA.

BRECRIRES
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RAM Fh{FEFEEICREE ( Policy ) SRIEIAMENERAS , BIATESUTEARRER : 37 (Effect) . BR
( Resource ) . XEEFMEFHHRIERPR ( Action ) LAKRBRHIZ ( Condition ) .

2 ( Effect)

REGEHEEFM : 7oUF (Allow ) F0fE%48 ( Deny ) .

R ( Resource )

BRI RIS,
Eean , i5IEREE " FIFSKk=X3RIR SampleBucket #1417 GetBucket #F" FRIZRIRE “"SampleBucket”

BREBPR ( Action )

BERERIEN B EIRARIE.
Eean , EIA5REE "SIk =XIER SampleBucket #1117 GetBucket 12" FAUEIER "GetBucket” .

PR#IZ%{4 ( Condition )

PRI R RINERBIRBIS .

Eban , ihiasehg "k =20115F12831H ZBIX &R SampleBucket #1717 GetBucket #E" FRIPRHISE
HE2 "E2011F12831HZH" .

ARG

TEE—MURSIELE] , EEANEN : /3T 0SS B samplebucket #HTRIEIRME , K4ERIEREN IP
¥R/9 42.160.1.0,

{

"Version": "1",

"Statement":

[

"Effect": "Allow",

"Action": ["oss:List*", "oss:Get*"],
"Resource": ["acs:0ss:*:*:samplebucket”, "acs:oss:*:*:samplebucket/*"],
"Condition":

{

"IpAddress":

{

"acs:Sourcelp”: "42.160.1.0"

}

1
}
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B RAM chigiUERES ( Policy ) BB EESHIFIMNY , FEENQIERRIRMEAER. BENAS , SaERY
FEEFLLTARZ : Policy 4543 , Policy i&i% , Policy Jt&fERA , LUK Policy #45.

Policy &5t4

ZHUREE ( Policy ) 584 Policy IRANSRIZIUES ( Statement ) IR, BMNERIEOXBELUTITE !
Effect (#288L ) . Action (IR/E&FRFIZ ) . Resource (REXRFIZFE ) LK Condition ( &R )
, Hrh Condition 2AJ%IA,

Policy £5taiEnARalT :

Version(hiZ4~S) o
i Effect(ftiF|3ELE)
Statement(iZ4LiE 1) || Action(H1E#FR)
<statement-1> \ Resource(BIERS)
<statement-2> \‘\\ FTITTTToTI T ey
|
<statement-3> ™~

BV E (JSON )

RAM {375 JSON t8zCHIfEIA, ZHeUEEHT Policy BY , RAM LB E JSON HBTVRILERE.

- XF JSON BB EintEBES% RFC 7159,
- AP LAER—LE7ELAYT JSON 18I REFN4RIEREARIE JSON SLAARE.

Policy iEi%

T4 Policy ShFIERSRERATNY , LU Policy IS,

FRER N

Policy FATEEHY JSON =G  {}[1", :; BAEEFERIESHERE = <>(0) .
SAHEFHIBATT
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- B—ATTEAFSER | FRESFEIREREFIL , i : [ <action_string>, <action_string>,
). EFFESOSZENEEY | ERREBEENN. mMERMHRLAGH

[<action_string>] #0 "Action": <action_string>

- wa SRR XE— A%t | Bl <condition_block? >
- ZEZEREBE (|) B FREERBEEBUXLEFIE—. bl : ("Allow" | "Deny")
- EANEIS5ETHITER | RAEEXASE, il : <version_block> = "Version" : ("1")

\ : N,

BiERAR R A

Policy iB/&EIAT :
policy = {
<version_block>,

<statement_block>

}

<version_block> = "Version" : ("1")

<statement_block> = "Statement" : [ <statement>, <statement>, ... ]

<statement> = {
<effect_block>,
<action_block>,
<resource_block>,
<condition_block?>

}
<effect_block> = "Effect” : ("Allow" | "Deny")

<action_block> = ("Action” | "NotAction") :
("*" | [<action_string>, <action_string>, ...])

<resource_block> = ("Resource” | "NotResource") :
("*" | [<resource_string>, <resource_string>, ...])

<condition_block> = "Condition" : <condition_map>
<condition_map> = {

<condition_type_string> : {
<condition_key_string> : <condition_value_list>,
<condition_key_string> : <condition_value_list>,
b

<condition_type_string> : {
<condition_key_string> : <condition_value_list>,
<condition_key_string> : <condition_value_list>,
b

}

<condition_value_list> = [<condition_value>, <condition_value>, ...]

<condition_value> = ("String" | "Number" | "Boolean")

EEBRIT

29

HHY : "Action™:



il

FAFisEe

- R4S : HEISIFRY Policy MRAA 1.
- BUES) | — Policy AILABEZ&IEINGES.
- BEIBINEGEALR Deny , EAR Allow, —£BREGH , Action E— N TFEMEE
#95IZ , Resource BR—PNHFEZMNIRAIFIE.
- BRENEOESIFEZAIRSIZRM ( Condition ) . —NRIRBTLISTHFSFSEIHEIESR
B, DURIIXSMEEHEIEES.
- Deny {855 : —MNEFPAILAEIRF 21 Policy , HiXLE Policy FEZEKIRINNEARESE Allow X
B&%8 Deny BT , iE1& Deny {5t ( RIA Deny AIA Allow ) R,

TCERAE !
- HEUESEEFE (Number ) 8i#57R{E ( Boolean ) it , 5T , FEERANGIS 5.

LTREUENZRTERE (String ) BF, 328 (*) #0 ( 7 ) #EKADCED.

- (1) R 0 NS MERRIRYFH.
- () R 1 MEBRIRYFH.

Eban , ecs:Describe* aILAZRT ecs BIFFBLA Describe FFLAY API #2{E&FR.

Policy JoE&fEF
THE Policy iE5iEPRITRAYERN.,

Effect ( 528 )

Effect BUYE 79 Allow &} Deny, tban , "Effect”: "Allow"

Action ( IB{ERFRFIZR )

ActionxZiF%&(E , BUEAZIRS FTEXAIAPHRERIR , HRETUENXINT :

<service-name>:<action-name>

8RR -

- service-name: FIE==REFR , W ecs, rds, slb, oss, ots &,
- action-name: service 18XH api B/EREOER,

AR -

"Action": ["oss:ListBuckets", "ecs:Describe*", "rds:Describe*"]
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Resource ( #{EXIEFIFE )

Resource IBHEISRIEXISR , Hoan ECS EHWLSER , OSS FEXR. BIWERN SRS BMERRSHIE
pGEE=

acs:<service-name>:<region>:<account-id>:<relative-id>

1&=ikan

- acs: Aliyun Cloud Service NEFB%E | ®FWENABEFA.

- service-name: IR =AY Open Service IR , 4l ecs, oss, ots &,

- region: X{ER., WRASHFFZIN , ATLAERERR " SRCE.

- account-id: 2 ID , tkaN 1234567890123456 , tHaJLAF “*" K&,

- relative-id: 5 service HHXRIRIRHIAERD , HIEMHENK service 8. XEBDAMETUIASIFER
ILTF—NSHBRIZHIRNRGERT, LA oss A9/l , relative-id = “mybucket/dirl/objectl jpg” Fxr—
A 0SS 3352,

AR -

"Resource": ["acs:ecs:*:*:instance/inst-001", "acs:ecs:*:*:instance/inst-002", "acs:0ss:*:*:mybucket",
"acs:0ss:**:mybucket/*"]

Condition ( £&{4R4 )

FMBR ( Condition Block ) B— MRS M FRMUFOEM. — M FRUFORRMHEERE. KEXEFNFRMHE
Bpk. FHBREREMFMRRTE NP E A,

FARFHmEE

BERESFHRIAIRTRNZI B

| Condition 1:
+== | keyl: valuela OR valuelb OR valuelc |
| | AND
key2: value2a OR value2b

| Condition 2:
key3: value3

BRI
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- —ANEHXREFALMEE— N EHESME | ERHEERN , REHEFIESIEEETIFE—ME
£, RIATHIERMHRE.

E—FR RPN R G F I TSN R XRFRBENERT . 788
FHRTHRBEFRMFORMNBEENERT , FaEAIERZSR

FiHR(EsE

EFRNTRHRIERE | FRAEREY (String ) |

A FEHE.

FIEIZ K

HBHE.

=B (Numeric ) |

AU ( Boolean ) 1 IP H#biit2EAY (IP address ) ,
B E R ERB D BISTIFN TG L ¢

String
StringEquals

StringNotEqual
s

StringEqualsign
oreCase

StringNotEqual
slgnoreCase

StringLike

StringNotLike

Numeric

NumericEquals
NumericEquals

NumericLessTh
an

NumericLessTh
anEquals

NumericGreate
rThan

NumericGreate
rThanEquals

ZFi4><ig=F ( Condition-key )
FIERREBRISMREFHREIN

acs:<condition-key>

FIEZREE TN NEARMGXET

ACS (RESFMHXEF

acs:CurrentTime

acs:SecureTransport

acs:Sourcelp

acs:MFAPresent

sem

Date and time

DateEquals

DateNotEquals

DatelLessThan
DatelLessThanE

quals

DateGreaterTha
n

DateGreaterTha
nEquals

Date and time

Boolean

IP address

Boolean

PR N T ERERIEMET | &0

32

HHERERY ( Data and time ) . 7R
Boolean IP address
Bool IpAddress
B NotIpAddress
izLl:

Web Server ZIEIIEKAIATIE]
, LLISO 8601 #&=%E2~ , W1
2012-11-11T23:59-597

RIXBKEBERTZLEE
, 9 HTTPS

RIXTERASAIZ P [P sthilk

BFRERNERFERTZERIA
Uk ( ZHAUE)



il FAFiEm

<service-name>:<condition-key>

FEFREXNFEGRET | BENSEmIBF3E.

Policy &4

W FAREY Policy #6Id , BEMEIEINIES ( Statement ) :

- 58 1 ZKENEDR IR region R 1 () BB ecs BIREEENPR(ecs:Describe*) ;
- 58 2 EZIBRUERRAIFXT oss B mybucket ZiEETAIXI S EBILHAMNPR (oss:ListObjects,
oss:GetObject) , FBRFIERERY IP SKEM/HE42.120.88.105%42.120.66.0/24,

{

"Version": "1",

"Statement": [

{

"Effect": "Allow",

"Action": "ecs:Describe*",

"Resource": "acs:ecs:cn-hangzhou:*:*"
1

{

"Effect": "Allow",

"Action": [

"oss:ListObjects”,

"0ss:GetObject”

L
"Resource": [
"acs:0ss:**:mybucket”,
"acs:o0ss:**:mybucket/*"
I
"Condition":{

"IpAddress": {

"acs:Sourcelp": ["42.120.88.10", "42.120.66.0/24"]

}
}
}
]
}

RXNETE RAM hEAARRSDIHAERIT ARG IR AN |, #SENETRRIRARER.

B RR
£ RAM rif[AIFRD BAEKREED. LA RAM BREMHHNE RAM ABSH=FER | $HXISfER
BB R TR

Pl =S TR ( FIRTRE )
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FKESEEIR Owner,
T BIOh - DEE (40 SLS ) BT REESI
WS SR ACL 1517 . T ACL 10 . Mfaresia

- RAM FFFrEREMKSXIEFEEIHIEIR
PR,
RAM AR BDIBRIER - FMEXS RAM FIFRBEERAY Allow 5%
IERRE.

- RAM BRI EMKSXIRIRFIHIEN

BR.
- EMS3S RAM BB R Allow 1%
RAM RESHIHIRIEIR s,

- EEXS RAM AEEZ2ihiashE
( STS-Token ) BRAGZAL,

RAM AR SRR REZ IS

RAM FFGEIRIRRT , BIASEEHANIR | BRIFEHTEIAMEN (48 RAM FFPSBERIGREE ) . RAUCRRE
IBA3ZHF Allow ( 7eiF ) #0 Deny ( ZE1E ) FFHRAERE | HEMENIEGN— N RIFHZ(ES BIHIT Allow 1
Deny #ZiXAY , B1& Deny {it5% [FEN.

RANRISEIZEIN B
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#EHFE= Deny
(Default-Deny)

L 3

A LIE )
SRTE RP B IR

258 B&¥%E= Deny
R Deny HEE? Yes (Explicit-Deny)

AIEE;&E? Yes 4<EE§¥UE = AIIO»D

No

!

=EHE = Deny
(Default-Deny)

v

RAM HRFIFIEIEIRET , IRIEEIZEIUT -

IR RAM AP BMFERERIRIRIRES BN |

- WNRE Deny , NFE4EfHIA],
- BUHFNT—ERE.,

1E RAM BEMENEKSEEHEHAUR :

- WNRERIE Owner , M AEFAEL,

- BNEFZRFREABE IFEWS ACLIFH :
- BUFTFAEE,
- BNFELEIEE,

RAM A& SHAHURERIRREZIE
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RAMAE ( ERABIHIESHE ) IHRRIFEE , SIRGEZIENT

NERLEHHAShEEIEERAURE (18 AssumeRole FRIFTENRISIERIRSEL ) |, MILRR LiARE
RERBRIG BB B THIM -

- YNERE Deny , NiELEIAHE],
- BUHENT—ZEE.

IRLREIHACHIRBISERIER | WEEANT—SHE.,

8 RAM BESDFMEREERIRESHIREN

- ANERZ Deny , MiE4EIS|E],
- BUHNT—2HE

&&= RAM BEMBHNEKSEEFIHINIR

- tNREZE Owner , MFiFAE,

- BNEEZRREEBEXIFEWS ACLiFH :
- BUsiEFAE.,
- BRELESE,

1711

AXNBTEKZRT |, £/ RAM GBI FIKSHITONERRRTT ZAREL R,

SRR

ik A FREATE (Project-X ) £z, MSLTSHREIR (40 ECS SEfl/ RDS S/ SLB sEf5l/ OSS #2fig=s
E/...) . MEEES MR THFERMEXLEZER , WINBRIRENE , BRIREEYE | MERIREZE ENA.
BTFEMRINIIFREA—H | FEIIREA—H.

- HTFREHEEER A RFERZISERERERART  MHEAR T eIEBNAIEFK

"5
- AP IKS REgrEENAYRHE MM ERIR | AREXNAPIKSHEHTRIZAVTELTZR | e HEEE A
Ik E.

- 32, A BERSRTLABERP WS 5 LROSER | BRI LARERIBRECIZRIRFKS.
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PITLLESR |

-HHESRTHZEKS | PILEERSEL AK HESEXEATE,
BARRTIHEIRINAFIKS (BiR(ERIKS ) FIRZOEAUR | MRS

- B BF K SHIFTERFI T AR EiLT,

- AEEDHIRESMREARRINA | FIREBRRG T ATRSIKE.,

BERTIEE

{5 RAM BRI S SZNEEINRE , A FERT:

MEZMS
project-x@aliyun.com

L RUEZREARSS: ProjectX A )
’-\
. . \
- @ User’é‘&

RAME*S!‘”‘E

EMERET -
LEWSHE MFA IRE. LEWRSIRESHTANE , BREEKSEGHESTXL,
FFiE RAM,

BIZAFKS. ARRERT (HNARS ) I RAM AFIKS | FHRERESRENHEE

AccessKey,
BUEERFE. WMRBZNRTRVERSRER  ENEERE | FSAFMINZIRFE.

B, LEESAFMI—RESFRRRARR. WRFEEMREEN , JLIEE BREXUR
RS | RIRLERHESRFEN,

AXNETEIRGRT , (57 RAM SESHITE app EF s TG BB = SIS,
,
SRR

B A FET—5 %60 app , HWET OSS RSS. #nh app FE L(EEHER!I OSS (8 OSS T &R

37



il

FAFisEe

) ; #5h app IETERFECHZIRIRE L, XEREHAZ A RUEH.

- A RFRERTE app EEIY appServer EHTEUETEE , MAHZLLL app BEEI&E OSS L&/ THEUE.
- HFREEE | A FREEHRERRFERD) app F.
- A BREB L2 XGEEIRIERN , tal , 80850 app HiE OSS B&EBRE ARV BRAYT RS hE

, TRIBEREERE (Ean 30 2% ) .

PITLAESR |

- 155 app BEEEEHUEER OSS , FEELRIIEIE proxy,

- ABefE AK 5785 app , BABhERHABETEHNAFRES (FHAE) | RIESERFERTE
HRRTiEAYSIR) SR,

- BB app BUBIABRESATLABRS! |, S23F2! OSS XISATMIE,

fBRTTE
ERILLERSK , 6675 RAM Rt OSS I,

=S A 7£ RAM HElliE— M EE |, LABETFEEIRIR . FiF appServer (LL RAM RS
=17 ) ERzAEE. BERED CEAe. ARREI

2 app FEHIE 0SS L&/ NHEURERS , appServer JLURERAE (BH STS AssumeRole ) |, 3%
Al —NMaite <M (STS-Token ) FHMEIXLS app | app BALAERIGRZESEEREAR
OSS APL, BEfMEN KX, (EiEAmESHE A,

appServer JLAEERA B H—SIRHIGE 22 SHIEFRRESIR | LIEREREHE app 9
PR, #FITIEN BRI STS-Token R,

tIdmta. FAFRENR
BRI =S A B9 AccountID 9 : 11223344, Jg appServer i, AP , HERBESIRAGRERENT -

=S A CIERFHAE (RIRAERBN oss-readonly ) , HikE HBAIZWS EAZERIKS | B
RS A THI RAM BFREIDEZAR. BINREESE AR,

fEtlEAIE  ERBFETILUEEIIZABIEREE

AENEBER Am T

acsiram::11223344:role/oss-readonly
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FAFisEe

RBIEERE ( AT =IKS A TH RAM SERNERS ) IIT :

{

"Statement": [

{

"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal”: {

"RAM": [
"acs:ram::11223344:root"

[ R —

Version": "1"

}

=S A BN, MAFHEE (oss-readonly ) BINRESE OSS HIRR
( AliyunOSSReadOnlyAccess ) .

=S A 5 appServer 8l# RAM BFRB4 ({RiZFBF|]7 appserver ) , F781% RAM BB

- Bl AccessKey , BIiFA] RAM F3F ((appserver ) 78 AP,
- bR STS AssumeRole #EZORIER ( AliyunSTSAssumeRoleAccess ) , BJFE] RAM

FBF (appserver ) KInEfAE.
appClient SXEFHERMAE SR 0SS APl FSREREEWT :
A@aliyun.com
I' ECSH 61 P 1. g fAssumeRole, RAM/STS
FHArsE — M RIRE/EPolicy
ST
appClient I e

Y, (SRAE SR
(11223344)
I_ g@*?b@a: 235 [ fteoss-rolefy iR EIE

EMERET -

appServer 53 RAM AR (appserver ) B9 AccessKey iEF3 STS AssumeRole, {#F3 aliyuncli
KiER AssumeRole BJERSRAIUNT
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iR - WIRBCE appServer B AccessKey , TIARIFEEWS A A9 AccessKey,

$ aliyuncli sts AssumeRole --RoleArn acs:ram::11223344:role/oss-readonly --RoleSessionName client-
001

{

"AssumedRoleUser": {

"AssumedRoleld": "391578752573972854:client-001",

"Arn": "acs:iram::11223344:role/oss-readonly/client-001"

}

"Credentials": {

"AccessKeySecret": "93¢ci2umK1QKNEja6WGqilBa7Q2FvIPwxZqtVF2VynUvz",

"SecurityToken":

"CAES6AIIARKAAUIWSHpkD3GXRMQkIstDr3YSVbyGaangkS+fPIEEK]Z +dIgFnGdCI2PV93jksole8ijH8dHJr
HRA5JA1YCGsfX5hrzeNM37Vr4eVdWFVQhoCwODXBpHv//ZcITp +ELRr4MHsnyGiErnDsXLkI7q/sbuWg6P
ACZ/jzQfEWQb/f7Y1Gh1TVFMuRjEzR2pzalhUamszOGRCWTZZeEpOWEFaayISMzkxNTc4NzUyNTczOTcy
ODUOKgpjbGlIbnQtMDAXMKT +IIHBKjoGUNNhTUQ1QkoKATEaRQoFQWxsb3cSGwoMQWNOaW9uRXF1Y
WxzEgZBY3Rpb24aAwoBKhIfCg5SZXNvdXJjZUVxdWFscxIIlUmVzb3VyY2UaAwoBKkoFNDMyNzRSBTI20D
QyWg9Bc3N1bWVkUm9sZVVzZX)gAGoSMzkxNTc4NzUyNTczOTcyODUOcgllY3MtYWRtaW544Mbewo/2
6AE=",

"Expiration": "2016-01-13T15:02:37Z",

"AccessKeyld": "STS.F13GjskXTjk38dBY6YxJtXAZk"

)

"Requestld": "E1779AAB-E7AF-47D6-A9A4-53128708B6CE"

}

R4l STS-Token R

- bR AssumeRole JEFERHREISE Policy 2% , Ek&i% STS-Token #845 oss-
readonly BIFFEIR.

ANERFEXT STS-Token FISPRFH—LEERS , LLANR 7¥FIE] sample-
bucket/2015/01/01/*jpg , BBARILAEIY Policy 2537 STS-Token AIRBRH—EFR
. bean,

$ aliyuncli sts AssumeRole --RoleArn acs:ram::11223344:role/oss-readonly --RoleSessionName client-
002 --Policy "{\"Version\":\"1\", \"Statement\": [{\"Effect\":\"Allow\", \"Action\":\"oss:GetObject\",
\"Resource\"\"acs:oss:*:*:sample-bucket/2015/01/01/* jpg\"}1}"

{

"AssumedRoleUser": {

"AssumedRoleld": "391578752573972854:client-002",

"Arn": "acs:iram::11223344:role/oss-readonly/client-002"

)

"Credentials": {

"AccessKeySecret": "28Co5Vyx2XhtTqj3RJgdud4ntyzrSNdUvNygAj7xEMow",

"SecurityToken™:
"CAESNQMIARKAASIgnzMzIXVyJn4KI+FsysalpTGm8ns8Y74HVEj0pOevO8ZWXrnnkz4a4rBEPBAdFkh3197
GUsprujsiU78FkszxhnQPKkQKcyvPihoXgKvuukrQ/Uoudk31KAJEz502EjINUREcxWjRDRSISMzkxNTc4NzUy
NTczOTcyODUOKgpjbGllbnQtMDAXMKmZxIHBKjoGUNNhTUQ1Qn8KATEaegoFQWxsb3cSJwoMQWNOa
W9uRXF1YWxzEgZBY3Rpb24aDwoNb3NzOkdIdE9iamVjdBJICg5SZXNvdXJjZUVxdWFscxIIUmVzb3VyY2U
aLAogYWNzOm9zczoqOiobc2FtcGxILWI1Y2tldC8yMDE1LzAxLzAxLyouanBnSgUOMzI3NFIFMjY4NDJaDOF

40



il

FAFisEe

2c3VIZWRSb2xIVXNIcmAAahIzOTEINzg3NTIINZM5NZI4ANTRyCWVjcy 1hZG1pbnjgxt7Cj/boAQ==",
"Expiration”: "2016-01-13T15:03:39Z",
"AccessKeyld": "STS.FJ6EMcS1JLZgAcBISTDG1Z4CE"

)
"Requestld": "98835D9B-86E5-4BB5-A6DF-9D3156ABA567"

}

It

- IR STS-Token RYEAIALEBRSE)/9 3600 #b , FAFARILAEE DurationSeconds £k
PR STS-Token HIITHBRTIE ( HRIKAEEIT 3600 7 )

appServer 3XENF###HT Credentials,

- appServer )\ AssumeRole iR[E]AY Credentials #¥KEX AccessKeyld, AccessKeySecret
#0 SecurityToken,

- 8% STS-Token SHAREBGE , SNRMAWSFE—MRISHISHERRE , F
appServer EFMTA I STS-Token ( ELiN4EFE 1800 #afA&—ik STS-Token ) ,

appServer 5 STS-Token &£Ei#45 appClient,

appClient {5F8 STS-Token E#550=R5SHI API ( tbgn OSS ) . FEE aliyuncli {8 STS-
Token if3/a) OSS MWHRAURIER<S (IUALE client-002 Ay STS-Token )

EC&ESTS-TokeniEi% : aliyuncli oss Config --host <OssEndPoint> --accessid <AccessKeyld> --accesskey
<AccessKeySecret> --sts_token <SecurityToken>

$ aliyuncli oss Config --host oss.aliyuncs.com --accessid STS.FJ6EMcS1JLZgAcBJSTDG1ZACE --accesskey
28Co5Vyx2XhtTqj3RJgdud4ntyzrSNdUvNygAj7xEMow --sts_token
CAESNnQMIARKAASJgnzMzIXVyJn4KI+FsysalpTGm8ns8Y74HVEj0OpOevO8ZWXrnnkz4a4rBEPBAdFkh3197
GUsprujsiU78FkszxhnQPKkQKcyvPihoXgKvuukrQ/Uoudk31KAJEz502EjINUREcXWjRDRSISMzkxNTc4NzUy
NTczOTcyODUOKgpjbGlIbnQtMDAXxMKmMZXIHBKjoGUNNhTUQ1Qn8KATEaegoFQWxsb3cSJwoMQWNOa
WO9uURXF1YWxzEgZBY3Rpb24aDwoNb3NzOkdIdE9iamVjdBJICg5SZXNvdXJjZUVxdWFscxIIlUmVzb3VyY2U
aLAoqYWNzOm9zczoqOiobc2FtcGxILWJI1Y2tldC8yMDE1LzAxLzAxLyouanBnSgUOMzI3NFIFMjY4ANDJaDOF
zc3VtZWRSb2xIVXNIcmAAahIzOTEINzg3NTIINzM5NzI4ANTRyCWVjcy1lhZG1pbnjgxt7Cj/boAQ==

O SES

$ aliyuncli oss Get oss://sample-bucket/2015/01/01/grass.jpg grass.jpg

2

KT RHNAEERSR  ASELUTIXE

- 30 fMRIEIEE R N FHE GRS

- BN FEIRS5 882 STS Policy

- 30 $RIEIEE R s A _EERIERSS
- HEERRSTS
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il

FAFisEe

AXNBETEMKZRT | £/ RAM BEHITEIKSEINNRRT =M LR,

SRR

ZIKS A FIZKS B DRIREARNEIL. A BT SRAEIR (40 ECS sLl/ RDS £f5l/ SLB sEfl/ OSS 7
fig=SiE)/ ... ) KRS,

-l A FEETTTUSRSE , METR R REERSHESZET (B3R ) ekl B,

- el B BAJLUH—28 A (IRIFHIERDELS B NE— M EZ 1R T, B AJLUGHEHIE R TS
A FTEHIRIE AR IR,

- YN5R A 0 B ROIXFMUIZHESRIZLE |, A BERIETLABIEERT B RO,

R

DITLLESR |

- WK Al B PSS ZERIEN ; IS A 2&IR Owner , FEFNKS B KIR(E,

- S B FEH—PLHETFAR (KRRTEHMA ) FIX ; = B WRTIINEEERRT , A THEET
PRATEE,

- NSRS ALSSLEIE | A BERSETLABIEHRT B AUIRZAL.

BRI %

FRIA LT R , 5 RAM SIS BRI,

- ZKS A 7£ RAM gl —1Mat |, LRBRTEENNR | ARITFZKS B ERxAE. BIERE
T ESEA.

-MRZWS B THIENRT (RAM AR ) FEERZABE | BBAZKS B JLIE R TRAUZH.
RE4ER(FRY | IS B THI RAM AP RERIIRTHABSDREZFEIKS A IRIR. BERED
BIKS &R,

- MRS A SIS B FISIFELE | A IFEREKS B XMizAerER. —BKS B NABIER
PR#ARH | B4 B THIETE RAM AP iZMA BRI RISHBEEEHE. BIF5ER fiHEKS
B

SIS RN

{£/ RAM REHTEWSIENAEREREENT. HF , iR A (AccountID=11223344 , 5li&
company-a ) BEFAEN B ( AccountlD=12345678 , B company-b ) FIRTXHE ECS HTIRE.
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il FAFiEm

A@aliyun.
ZRIFBERERE, {1;'2:;:2]"1
B@aliyun.com «-----—__JTEREERTEENR
(12345678) . TTmmeenl | - ~ —
S S R Ap—
(" GBgUselERERE I “‘;\b : ®
B : i
/3\ 1.3
;.ﬂ" : \\ d;éjgﬁ%ﬂ ﬂ
\ S |
L 3 Role®2 @
Userig®®
~— RAMIBIERE -
RAMBIETE
BELBRNT :

=S A CIERFAE (RIZABEN ecs-admin) |, FikE BERKS (=KS
B : 12345678 ) EAZERWKS , AIARIFRS B THY RAM AFRIpDRIZAG., EEFESE
e,

fRetlEnIE  ERBFRTIUEEIIZABIEARER

AENEBER Am T :

acs:ram::11223344:role/ecs-admin

REREEREE ( RAiFell B knE/Re ) Ik

{

"Statement": [

{

"Action": "sts:AssumeRole",

"Effect": "Allow",
"Principal": {
"RAM": [

"acs:ram::12345678:root"

[ R —

}

Version": "1"

=IKS A RGN, BBEFPAE ecs-admin IINEE=RSSES ECS RIBSR
( AliyunECSFullAccess ) .

=S B AERT €lE RAM AR (BIRFF& 4 zhangsan ) , #481%Z RAM AR
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il

FAFisEe

RETREE (RIREREEH 123456 ) , BIFA RAM A zhangsan ExIEHIA.

BANER STS AssumeRole EOAIRGR ( AliyunSTSAssumeRoleAccess ) , BIiFA] RAM
FiF zhangsan Eipi&E/RfAE.

B HEIRGIE

=K B B9 RAM AP zhangsan @id1=H &40 =S A B9 ECS BiR. BIESBNT -

=MKS B B9 RAM FIF ( zhangsan ) ERizH&.

FRPERIITERBA £IBIE (company-b) . FRFER (zhangsan ) fl FRAFER
(123456)

=IKS B B9 RAM BBF ( zhangsan ) {1817,

BRGEEERHAALABRE L  ERFPERERFETET REE , HASHIRRE
; BINIERERY 22MVBI4R ( company-a ) 1 a4 (ecs-admin) |, H{TEE 1k,

=MKS B B9 RAM FF (zhangsan ) ##E=KS A T ECS BIE,

RIHEIK SR

ZWE A B8 =2 B WAt ecs-admin BUER , BIESENT :

=S A ER RAM i=flE | £ ABEE WEHKE A8 ecs-admin , BEEAGBRTREHEIE(F
TH S8, #A ABFE TE.

BEh A REEAEE  TAGH FKRAS &, Mk acsiram::12345678:root 17 ( BRE=IKS
B MEBHZE=WSHEE ) .

IR EULUERERIKS A £ AERETE TUE ik A& ecs-admin ; BERIIRAERT , AETREE
BHERIRER,

RAMZ{EIER

RAM B&5 12/E&Hit ( ActionTrail ) BRE#H1T TR . ERJLUE ActionTrail f&EEREHEF ( FWS/RAM
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il FAFiEm

BF ) WSS RRELFIFmt Tz S SRS Ee S,
ActionTrail iIc®HY RAM (EE81E :

FIKS/RAM FFPER, ¥IEiES% ConsoleSignin 2/EEHSZURA).

RAM f=HIG1(F. FIB52% RAM B{ERMHEIVEAIRY "RAM BFEZEHIGER(F RAM” |

RAM/STS RIRFEEE. &, MikRsE APLEA. FI555% RAM BFSEMEZEFIR "RAM AR
®8Id SDK #{F RAM"

KT ERFCRAFARER |, 155% ActionTrail #FRTRIEH.,

Google Authenticator Z3&MN{EEIES
BTN R —MSHFTOTP(RFC 6238)INAIaISOSER, , SREBER ZNATZERSMIAIES

IEEE IR R GTE

- ERIOSES:
- RRRSE

=S

EAMFAZ PR EMRIEREE S SRERER | iSRRG LAHESSUER.

£

4R
N

AILAA R N7 (App Store)iEZR” Google Authenticator” @758 , tBRILAITH FEAI "4
T,

7
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iiEHEE] FAFisEe

ERAMEZRILE, TREANERECIH
Google MK, #RT Z4 A B CHIZ BRI N
AR RYSETERS -

AR E

e R | ARSBHFSAEE | IEMFASER CAEMRI 4D

V4 F it NI UERS

AT | ERLUERMNTRE  BEEIKS2FMFARR
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iiEHEE] FAFisEe

= SHRIEs

Aliyun

320 364

demo@aliyun.com ¢

EMFATURINESRIEMFA Code , RiEmTE "TNSR KEH4E

TR\ SR AMEA R 2 Py R T B 4 2 20 2 1

R

320364

RN

689232

hERA

R

IR ORISR "SHIIES" W%, EH%ERGoogle Authenticator BRIt
WA , VST BB HRERRE "SOamE" .
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AT LA N ERI DR R LA L3R,

BB

FIFFGoogle Authenticatorfg , A LAIIKE , EFE "KEWF" K
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il FRFisr

e Google B 1% IE2s

pra=1a

TRIRE

%8
e

BERTWIERE, TiEANERER
Google Tk, TN

R PRREEIAT | ARSEHESARED |, ISEMMFASRER EERRI 4D

FrhA KA

(8] []

=y AEFHAL

EE NI EER

HERIE | BILEZINTRE , SEEHIKSEIIMFARR
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FF1Era

e Google 7 INIEES

—IEE T,
URREREEENIIEER, Ee]7ELbik
?o%ﬁﬁﬁﬁﬁxmﬁ,ﬁkﬁﬁﬁﬁ
o

B ARSI EN EERERIKF, 5
FEEMANKIEEE, Eo]7ELtbiRE.

Aliyun

8595194

EMFATUSNIELIRAEMFA Code , RERTE "THABE" FamgiE
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