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HANER T BENAIRBERIBETR , FTARIBAE. LERIEAEPIGR-ERD R I#Ea94EAL

ERBIRFIRE.

RSB0 AT

{

"Version": "1",
"Statement": [
{

"Action": [
"0ss:Get*",
"oss:List*"

20
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L
"Effect": "Allow",

"Resource": "acs:o0ss:*:*:samplebucket/bob/*",
"Condition": {

"IpAddress": {

"acs:Sourcelp": "127.0.27.1"

}
}
}
]
}
BT SRR | SoRHTEE B RE SURBURIR.

[SEER(E

WNSIZIXN B E RIS REERRH IN45 FEF bob , B4 bob Xdoss://samplebucket/bob/ I S E R
R , BIREISEEVNTINGIATING (BigA 121.0.27.1) #1751,

B{KE(FIES%E RAM X,

123 B8 e SRR

LAPISPRAEZER , EEANFTIEEEETIR |, SFEEEEIRIRE. SRR AT RESBEILAT

[AJRR :

- HE—RITAEE |, BHURBERIRIAEEHEEER.
- {EXGERE | IERIERERIBIESGE T |, BEREIR.

ERCRIRE S IRAEE HUH , BTRREERPEERIER

- B LIA—MEIRIRIREB SR A
- INSRBHERS | BFEEEEMFAFTEIIRE.
- F—MFESRARIREERE , RE—MRAZERE |, BIBOARE.

BELR

EFE RAM HHIA,
B RREE > BESUREERE.

BT RAERIBER ( IEAXEFENR ) HEIFESERIERE | BEESIRERIAREF T
B,

HEEMSH=BE RAEE,

21



il

FAFisEe

L4 ecs-tag-policy (57E %)
RANERE I s
I LETRE A~
= =3
HERE WBES: v2 SRR 2018-01-18 23:11:09
SIFiE®
I AR A
BEs GlENE WiE
v2 2016-01-18 23:11:09 BERE
= vi 2016-01-18 23:03:24 BR | RN | BER

o0 EERTR , 1 IRANEE mE , BRI

- 155 B FrEh EiRARIREEAE.
- BAEBOARZASRER 12795500 A ( BPBEUARRE ) .
- 1665 MR AFEOARRASSRES.

PR E e SURARIE

EALIIRS N EEMIRAERE , ST RISEAILMERZ MRAE, SEFAEREREIRIRIRE | BAIZE
RARERMIBR.

HIE

TEMIBREMEIERISAY | MARILE |

SRIRNRAFESRAE |, RE—TEUAMRE. EZRNRBEEES MRE | S RsBREREOA
WRARZSMURTR RS

HRNRBCRIEARKS A ( BIMINGRER. BRERAER ) . EIXEICRIBERSIA , EaLL

- FEIZIEBUEREEH) SIFNER o RRBRIZAL.
- ERTLUSERAEMRRNI 2T REIRRRRRECRCR.

BIESR
BRE| RAM 318,
ft SRIRETE > B SISGER.

BT RAERIEEMR ( IERXEFER ) HREIFEMIRARAERE | BEEXINR(EFI T bR,

22
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HARRIRA RN | AR it IREIRRRREARR (IZRIEEHS | BICRIGEFIMIRS IBXR ) .

Elt , SEAIIMbRr—REE SRR,

£ RAM o, IRUER— S MERERIEMINZIAA. BRAESABTE. HF
(ERPEAFARI , AT SRS T RAM AFIER.

BRBEN , BT SIS T RAM BRI, BT Bftt=KS ThY RAM AP IR
SR FN, FTENE | SN SEEDERBLUREA NS D SR,

P E P BRI

EXHRIRKS TR RAM BFRIRET , SAE L BRRAEN  halLim AR ERFARN. XET
BRAFERNSNRZIBFRETHERF  EFNERAEFEREUNAR, (QIEHFRNEIR—ERIH ) #iT
TR,
EPREL
BELRE -

EH% RAM HHIA,

Bl BREE.

BEY BRE/8ra HEIFTERNAR (AIEREER ) [ SEERINIREFI T 8 %4,

£ I8N ARZBERMG Tum |,

- WEEM) AEZBURIBERR PHEIFER T IRAFRIR (AIERXEFER ) | Ehix
Rig , FARTARGL , THZREHIZAN EEREURIBER T.
- AN BERACRIBETR T | EEEERE , AREAEEL , TTREZR,

N INEIZAUERIGSS | B #A | TeRiRL.
Eit , BETAERFEN.

BRAPARN

BFPRAE -

23
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EFZ RAM HHIA,
BT BHEEHE.
BT AR HEIFERNOBFA (IERENER ) | REEXMRFFI TR F %,

1£ fRISRFERZEURMG Tum |

- WM AHERBERIBER PHEIFER T HmErERIR (AIERXEFENR ) | Ehix
R, FFEAEAREEL  ATRZRIBRINEIGN SERECRIEER T,
- EAN EERAURIBEMR T RESRE  FREAREES | FTREIZRE.

I INTERIERIBS | B BN |, SThEAL.

Elt , BETHERPAEREN.

LREREN

FEAG N, TLISETERPAS (BREUSIEKS. EttZKSAREZRIS ) RSHE |, AREE
BNRRERKSEERSS ( BARITFEEREZNAERILAENEZER) .

-3 HRIEKSHFAE F, WAFIEKS T RAM BR e ERBHIHEHREINI = EIR.
- 3 Rt zikS AP AR #1X , WEENEBZKS TH RAM BRENER S LRI RIR

- ;(9‘ IRSBAE #Z, WRENARSIDERBH AR EER.
BIELER
ERE| RAM FHIA,
BT AGERE.
B RS HEIFERNIAE (IERENER ) | AEENRFSI TR B %,

£ fRiB R EREURIE T |,

- WM SHERACRIBERR P EIFER T ImAeRR (AIERXEFENR ) | Ehix
Rig , FABRTARGL  TRZREHIZAN EEREURIEER T.
- EAN EEEBURIBER T ERESRE  FREEREES | TREZRE.

N INEIZAUERIGSS | BB #A | TeRiRL.

24



il

FAFisEe

Eit , BEAERERIN.

25 , RAM BFaEILAEE S a8 APLIGREXER , eI lBEEREFIaERS S , 8RR
AssumeRole SRERFESHE (STS ) LUDEIEXAE , LIBBSHEBRIFEXER.

RAM BFREREHIGERMFRIR

RAM FIFERFE[AMIZAER URL (FJLIE RAM ZHl6 BF ) |, EXRER EMEHIE. BFRS
B EREHEE | ERFTETLUSMERRIIRR. MRAFPRE TIRERNAERE  —RaRE /6
BFIR" AYTEIR.

S15R RAM BF#IFAIIEAE |,

£ RAM BFEREHIGZE | FLAEY IS4 BIEESmERSHIIRIIARSH , FERAE
SHRPRFRERIR |

B REEREHS BIENGRENREZEMERSN , LERRERBNEBIESR.

KT ERABNESATIESE At.

RIFERFER=ARSS APl {FRIR

RGN R FRERARIRSS APl , BFEEANARERFLIE— RAM AFRIKSHIETESEANGR | 44
RAM FIF 6l AccessKey , NFfERFEERIZ AccessKey SEERZARSS SDK & API,

B E iR TR ERER

RERRSRETZRNEFRLE | XETEHHER RAM BF AccessKey SKIEFREIR.

TmELA OSS RS | BRiZ RAM FBFP#E THEA Bucket BUHIEIEN , BBATLAHER OSS ZFiHTHE
ossbrowser EifaligERIBucket,

BT -

¥IFF ossbrowser , TEMKEFNZERBESBIEHIN RAM FHFAY AccessKeyld 1 AccessKeySecret, 40l
TER
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B

S:  NradHrfFld)nk4 1w

LN

LA R L L AL )

M oireE [ | ARBREIN)

W |oss-cn-hangzhou.aliyuncs.com

i =R B B i

EREHN ossbrowser FRE , 1%E#FE i Bucket 175 |, M @00 BDELRIN—ME Bucket, 30F

Elffs -
() OSSBrowser v1.6 000
fEE

#n i =

® [ J o| HmE: | I ]
‘ [ KR £ ETag BEBHAE
e
ucerzme| ]
Cancel
| FrBucker | fmaucket | (833 [Sryes v 5 o 68 raxnn @mm
i Bt [ B85 B8 (52 w8
EEER Hih R "E

RISEHET LR ERIRIN Bucket FIRZA.

AR
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KXNETEMEZRET | £ RAM S B FIRSHITONERRBRT EIREL R,

SRR

il A BIEANIE ( Project-X ) Ex , WSET SRR (40 ECS S/ RDS S/ SLB S/ OSS f2fig=s
E/...) . MEEES T RIFERMEXLERER , WINENGREME , BRRREE  MERRERE ENA
HTFEMRTHNITIEREA—H | FEAIRE A,

- HTFREEEERNER , A FMFERZKSEREREESRT , MHERLRTEEBEMNAIAEFK

"5
- AR IKS REsERINAIRHE MR ERIR | AREYRFPKSHEHTRMANTEL 2R | e iHEEE A
Ak E.

- S8, A BERRTLABERP WS 5 EROSER | AT LARERIFREL SRR S.
BRI

DITLLESR |

-MBERTITHZERS | PHIEEWSEETR AK HESHXE AT,
BARRTIHEIRINAFIKS (BiRERIKS ) FIRZOEAUR | MRS

- FFE R SHIRTERET AR EIL.

- AEEDHIRESMRMEARRINS | FIREBRRR—ITATWSTKEA.

BRI %

£ RAM AP S SENEEINEE , I TFERT:

MEZRE
project-x@aliyun.com

- U EEEEAREH: ProjectX A )
x’n\\_
u\\
- User’é‘& .
RAVEERE -

=SS (I O

ILFMSYHIE MFA IRE. BEWSIRESHERAE , BREERSEGHESTXL,

FHiE RAM,
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SIEAFPKS. AFERT (SMNARS ) tlFE RAM BRIKS | FHEHREEREBEHOIE
AccessKey,

BUEERFE. WMRBZNRTRVERSAER  ENCERE | FSAFMINZIRFA.

B SRASAPAI—RRSRRRRTRE. MRFEEMRERN , JLIEE BEXER
RS | RIRLERFESRFEN,

AXNBTEMRFET |, £ RAM BESHEXITEE) app B imH TG ENAMR S ZSEBIELSE.
N,
IZEEA
I A FET—F#s app , HWLTY OSS iR, a0 app BE HEEWER OSS ( 3M OSS Tz

) ; #%5 app IETERAFECHZIRIRE L , XEIREHAZ A R,

- A REEFFE app #RET appServer SEH{TERETE | A EIL app BEELE OSS L&/ TR,
- BFLEEE , A FEEBBRZRREFERE app #.
- A FEBLZENXEIEFZEIR/N , il , B7N85) app BiE OSS B &ERERER/IMURATSIES

, MBHANMEERRE (tan 30 9% ) .

RO

PITLLESR |

- #5 app TEBEEHIEEI OSS | NEELIIHUE proxy.,

- TNBERS AK 3286185 app , BARshiRFIIBRTERAFRES (HARE) | REXHREERTEY
HARIAIRTIIIE) <SR,

- %5 app BUHEMRBRERRTLAPRS] | 2RI OSS XRATKIE.,

| IRES
ERILLERSK , 6278 RAM %t OSS IS,

ZIKS A £ RAM FEIE—IMARE , GRBKRTEIERINIR , FeEF appServer (LA RAM BFB4
=17 ) ERZAE. BMEREL elEZAt. BRREN.

X app EEEE 0SS HE/ FEEUER , appServer TLUNERE (J8F STS AssumeRole ) |, 3%
AN —MaidZ Sk ( STS-Token ) FEIXLE app , app FALUERIGR R <SHE R
OSS APL, #BEREL KB, (EEABSERIANE.,
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appServer AILAEERABH—SIRFIGINRESHIETRIBENIR , LIESAtEHE app A
PR, #BIETTIEN PR STS-Token R,

tidfAE. AP RN

RIE=MS A B9 AccountID 75 : 11223344, Jy appServer B2, AP, AREMIRIURIFMZNT :

=S A SIZRFHE (RIZRAERAS oss-readonly ) |, HiEE HBEIZWS FAZERKS | B
RS A TH RAM AFPkmEIZAR. BINEMEESE A,

fetlEnsllE  ERBFRTIUEEIIZABINESRER |

AENEBEEMR Am iWT :
acs:ram::11223344:role/oss-readonly
RAENEEREE ( R =S A THY RAM SERnEHRE ) IT :

{

"Statement”: [

{

"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal”: {

"RAM": [
"acs:ram::11223344:root"

P R

"Version": "1"

}

=S A LRI, MAFAE (oss-readonly ) ISR OSS AISER
( AliyunOSSReadOnlyAccess ) .

Z=IKS A 79 appServer i RAM BFE ({RIRAF#E7 appserver ) , F7791% RAM FF

- Bl AccessKey , BIiFa] RAM FF (appserver ) V8RS AP,
- BHANYERR STS AssumeRole #EORIRUR ( AliyunSTSAssumeRoleAccess ) , BIiFE] RAM
FAF (appserver ) KiniEfat.

AN, (ERAESM A

appClient SXEXFH A SHEER OSS API FEEREENT :
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A@aliyun.com
(11223344)

I ECSZxf P 1. A MAssumeRole,

FHarigE— T RIRE/\#Policy

RAM/STS

- S e 235 B f & oss-role ) K SEE
3 oppserver *
> (RAMEF) .
GDDCIientlf" s oss-role

A GRS ST FIOSS B % AP -

EERIZA0T ¢

appServer 58 RAM AR (appserver ) Y AccessKey EF3 STS AssumeRole, {#F3 aliyuncli
JEA AssumeRole RIERSRBIUNT :

iR - WIRBCE appServer B AccessKey , TIARIFEEWS A A9 AccessKey,

$ aliyuncli sts AssumeRole --RoleArn acs:ram::11223344:role/oss-readonly --RoleSessionName client-
001

{

"AssumedRoleUser": {

"AssumedRoleld": "391578752573972854:client-001",

"Arn": "acs:iram::11223344:role/oss-readonly/client-001"

}

"Credentials": {

"AccessKeySecret": "93ci2umK1QKNEja6WGqilBa7Q2FvIPwxZqtVF2VynUvz",

"SecurityToken":

"CAES6AIIARKAAUIWSHpkD3GXRMQk9stDr3YSVbyGaangkS+fPIEEK]Z +dIgFnGdCI2PV93jksole8ijH8dHIr
HRAS5JALYCGsfX5hrzeNM37Vr4eVdWFVQhoCwODXBpHv//ZcITp +ELRr4MHsnyGiErnDsXLkI7q/sbuWg6P
ACZ/jzQfEWQb/f7Y1Gh1TVFMuRjEzR2pzalhUamszOGRCWTZZeEpOWEFaayISMzkxNTc4NzUyNTczOTcy
ODUOKgpjbGlIbnQtMDAXMKT +IIHBKjoGUNNhTUQ1QkoKATEaRQoFQWxsb3cSGwoMQWNOaW9uRXF1Y
WxzEgZBY3Rpb24aAwoBKhIfCg5SZXNvdXJjZUVxdWFscxIIlUmVzb3VyY2UaAwoBKkoFNDMyNzRSBTI20D
QyWg9Bc3N1bWVkUm9sZVVzZX)gAGoSMzkxNTc4NzUyNTczOTcyODUOcgllY3MtYWRtaW544Mbewo/2
6AE=",

"Expiration": "2016-01-13T15:02:37Z",

"AccessKeyld": "STS.F13GjskXTjk38dBY6YxJtXAZk"

)

"Requestld": "E1779AAB-E7AF-47D6-A9A4-53128708B6CE"

}

R4l STS-Token R

- _FiA AssumeRole ERRTZBEIERE Policy 2381 , EkE&E1% STS-Token A oss-
readonly BIFFEIR.

SNERFERT STS-Token FIRPRH—EIRS , LR Fe¥FIE sample-
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bucket/2015/01/01/* jpg , BRAEILAEIT Policy £#4%7 STS-Token AU BRH—EFRE!
. bean,

$ aliyuncli sts AssumeRole --RoleArn acs:ram::11223344:role/oss-readonly --RoleSessionName client-
002 --Policy "{\"Version\":\"1\", \"Statement\": [{\"Effect\":\"Allow\", \"Action\":\"oss:GetObject\",
\"Resource\"\"acs:0ss:*:*:sample-bucket/2015/01/01/* jpg\"}}"

{

"AssumedRoleUser": {
"AssumedRoleld": "391578752573972854:client-002",
"Arn": "acs:iram::11223344:role/oss-readonly/client-002"

b

"Credentials": {

"AccessKeySecret": "28Co5Vyx2XhtTqj3RJgdud4ntyzrSNdUvNygAj7xEMow",

"SecurityToken":
"CAESNQMIARKAAS)gnzMzIXVyJn4KI+FsysalpTGm8ns8Y74HVEjOpOevO8ZWXrnnkz4a4rBEPBAdFkh3197
GUsprujsiU78FkszxhnQPKkQKcyvPihoXgKvuukrQ/Uoudk31KAJEz502EjINUREcxWjRDRSISMzkxNTc4NzUy
NTczOTcyODUOKgpjbGllbnQtMDAXMKmZXIHBKjoGUNNhTUQ1Qn8KATEaegoFQWxsb3cSJwoMQWNOa
WOuURXF1YWxzEgZBY3Rpb24aDwoNb3NzOkdIdE9iamVjdBJICg5SZXNvdXJjZUVxdWFscxIlUmVzb3VyY2U
aLAoqYWNzOm9zczoqOiobc2FtcGxILWI1Y2tldC8yMDE1LzAxLzAxLyouanBnSgUOMzI3NFIFMjYANDJaDOF
zc3VtZWRSb2xIVXNIcmAAahIzOTE1INzg3NTIINzM5NzI4ANTRyCWVjcy1lhZG1pbnjgxt7Cj/boAQ==",
"Expiration": "2016-01-13T15:03:39Z",

"AccessKeyld": "STS.FJ6EMcS1JLZgAcBJSTDG1ZACE"

L
"Requestld": "98835D9B-86E5-4BB5-A6DF-9D3156ABA567"

}

I/
- iR STS-Token ROERIAISHBRS A9 3600 #b , FAFIERTLAEIY DurationSeconds S#K
BRI STS-Token AUTHARTIA) ( RASAHEIL 3600 7 ) .
appServer 3XENFFE#T Credentials,

- appServer )\ AssumeRole jR[EIAY Credentials F3KEX AccessKeyld, AccessKeySecret
#0 SecurityToken,

- &8 STS-Token THARIIEEAE , AIRM A SFE—MRIKANSHARGE |, F
appServer EFTA A STS-Token ( LbanEFg 1800 #bafik—x STS-Token )

appServer 3 STS-Token Z21&i%45 appClient,

appClient &3 STS-Token E#HRI=ARSSHY AP ( tban OSS ) . TFEE aliyuncli {#H STS-
Token if3ia) OSS MRAVER(Fan< (1AL client-002 B9 STS-Token ) :

EeESTS-TokeniEi% : aliyuncli oss Config --host <OssEndPoint> --accessid <AccessKeyld> --accesskey
<AccessKeySecret> --sts_token <SecurityToken>

$ aliyuncli oss Config --host oss.aliyuncs.com --accessid STS.FJ6EMcS1JLZgAcBJSTDG1Z4CE --accesskey

28Co5Vyx2XhtTqj3RJgdud4ntyzrSNdUvNygAj7xEMow --sts_token
CAESnQMIARKAASIgnzMzIXVyJn4KI+FsysalpTGm8ns8Y74HVEj0OpOevO8ZWXrnnkz4a4rBEPBAdFkh3197
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GUsprujsiU78FkszxhnQPKkQKcyvPihoXgKvuukrQ/Uoudk31KAJEz502EjINURECXWJRDRSISMzkxNTc4NzUy
NTczOTcyODUOKgpjbGlIbnQtMDAXMKmZXIHBKjoGUNNhTUQ1Qn8KATEaegoFQWxsb3cS/woMQWNOa
WOURXF1YWxzEgZBY3Rpb24aDwoNb3NzOkdIdE9iamVjdBIICg5SZXNvAXJjZUVxdWFscxIlUmVzb3VyY2U
aLAoqYWNzOm9zczoqOiobc2FtcGxILWI1Y2tldC8yMDE1LzAxLzAxLyouanBnSgUOMZI3NFIFMjY4NDJaDOF
2c3VIZWRSb2xIVXNIcmAAahIzOTEINzg3NTIINZM5NZIANTRyCWVjcy 1hZG1pbnjgxt7Cj/boAQ==

EONYGE S

$ aliyuncli oss Get oss://sample-bucket/2015/01/01/grass.jpg grass.jpg

CE2 S

KTBHINAEETR  JSEL T

- 30D i RERIEE BN I E GRS

- RN FEARS5 882 STS Policy

- 30 HPRIREE BN A L EREIRSS
- HERESTS

ANNEBTEKIZET |, (F/H RAM AEHTEKSISNAERR S ZF IR ELE,
N,
A
=S A FI=KS B 23IXEABRIEW, A WL T SMH=EIR (40 ECS £/ RDS sLfil/ SLB 3L/ OSS =

fE=SiE)/ ... ) EF RS,

-l A FEEETT WS RR , MEnRREHREERHESET (SR ) 2kl B,

- {l B IRRTLASH—246 A RORIRSIAIBRS ECLS B AU — 1 EE1NR T, B AILURAEHIER T
A FTEHIRY B IRAVERFIER,

- SI5R A 0 B ROXFMUIZHESRIZLE |, A BERIETLABIEERS B RO,

PITLALESR |

SR A B EAEIKSZENRN ; 1S A SR Owner , FEIBUKS B RIB/E,

WS B BEH—SRETRS (RERTHUA ) BN 2 B AT , A TR
IR,

- EASSELL | A BERIATLUEGETS B AN,

RS =

HRIALTRK | 6 RAM R BHEIKSHER BRI,
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- ZKS A 7£ RAM el — 1At , SRBRTEENNIR | ARITFZKS B ERxAR. BIEME
W EWSRA.

-IRZKS B TRIEANRT (RAM BF ) FEERZAE |, BAZKS B AILABEHTRIIEH.
RIZ4ER(ERT , IKS B THI RAM BFRER#IRTHABSHFEFIKS A NER. BIERED
B SHEIFAIE.

- IRIKS A 5kS B FEIFELE , A RFZERHEKS B 3zAerER. —BIkS B XRerIfER
PR#ARIH | A4 B THIATE RAM AP iZA BRI E ARG B, BIF5ER fiHEKS
L.

S

£ RAM e TEIKSENIRERERNT. Hb , FRigEI A (AccountiD=11223344 , 5%
company-a ) FEFMIV B ( AccountlD=12345678 , 545 company-b ) BIRTIIE ECS #HTRIE.

A@aliyun.com
2RFBERERE, (11223344)
B@aliyun.com ‘.-L______?f;*‘ﬁﬁélﬁi"ﬁﬁﬂm
(12345678) . Tmme—a ——
' -y ™
. S ~—] :
(" GHgEUsSERERE [T 4
.-"F‘l \\\ | & |
III_.l ; \.\\ : :
<\ 4;?1_35? =Y
— Role = a
Userig®= A
~ RAMIZR B -
RAMEBNEE
BIELEBOT :

=S A CIERFAE (RIZAEBEN ecs-admin) |, HikE BEERKS (=S
B : 12345678 ) {EANREZIKS , BIRIFRIKS B THI RAM BFkinEZAE. BINRIFESE
e,

et  EABFRTIUEEIIZABIEARER

HENE2BEEFR Am T :

acs:ram::11223344:role/ecs-admin

RBRIEEREE ( RARiFel B KniEHReE ) i

{

"Statement": [

{
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"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal”: {

"RAM": [
"acs:ram::12345678:root"

P

"Version": "1"

}

=S A ARERFIN, MAFAE ecs-admin IINEERIRSEE ECS AIRER
( AliyunECSFullAccess ) .

=S B AEHAT 6l RAM AR (RiIRFAF#E7 zhangsan ) , F79i% RAM FF
RESREN (RFERERG 123456 ) , BIFA RAM FIF zhangsan ER=HI&,

FEnyERE STS AssumeRole #EOAIAR ( AliyunSTSAssumeRoleAccess ) , BliFE] RAM
FAF zhangsan Eini&E/{igfEE,

S &R
R B B9 RAM FF zhangsan SETH$IEE ZAKS A B ECS 25, SRAESTRATT -

=S B B9 RAM AR ( zhangsan ) EFiEHIE.

FHFZRNFERBAN BI5EI%& (company-b ) . FRFP®HR (zhangsan ) 1 FRAFPER
(123456) .,

=KE B 89 RAM F3F ( zhangsan ) #5145,

BRIFEETERHAGLASRE L  ERFEREEFETRSE REY  HASHOIIRTE
; BINIERREY IkBI4E ( company-a ) #1 faf84% (ecs-admin ) , #H{THE Tk,

=MKS B B9 RAM FBF ( zhangsan ) #{E=KS A THY ECS &R,
ISR
=S A 155 =KE B XA ecs-admin BIfER | 1BE5E0T :

ZIKS AER RAM =HlE |, £ AEEE WEHKE AR ecs-admin , AEHABEIREEERF
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TH B8, #A RS TE.

BEh A REEAERE  EAGH FRAS &, Mk acsiram::12345678:root 17 ( BRE=IKE
B MEBHZE=WS T ) .

IR ELUERIERIKS A £ AEEE TUE ik A& ecs-admin ; BERIRAERT , AEAREE
BHERARER,

RAMEZ{EER

RAM B&5 1##/E&H1t ( ActionTrail ) BRZHIT T EERL . EHJLAE ActionTrail FEERERARF ( FWKE/RAM
BF ) SRR RELFIFmt Tz ESSREe R,
ActionTrail i25a9 RAM (SE81E :

FKS/RAM FFPES, 1¥IE1ES% ConsoleSignin RESHEETVEES.

RAM ZHIGIERME. FEESE RAM BIESMHEIEAIRY "RAM BREZEHSERE RAM”

RAM/STS RIRFEEIE. 3E, MikRsE APLEA. FI5i55% RAM BFSEHEZESIRY "RAM A
&8id SDK #F RAM"

KT ERFCRANFAER | 155% ActionTrail B{FRERIEH.

M1 IBREES

RAM sh{FFESEHCREE ( Policy ) SRIEIAMENMERAS , BINATESUTERRER : 7 (Effect) . BR
( Resource ) . XEEFMIEFHHRIESPR ( Action ) AKRBRHIZ4E ( Condition ) .

1 ( Effect)

RRGIHBIERF © 71F (Allow ) F13E42 ( Deny ) .

#HR ( Resource )
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RREEHRRINNEAR S,
Eean , JARISRREE Sk =XERIR SampleBucket #1147 GetBucket # (" FHISIERE “SampleBucket” |

2ERPR (Action)
BESERIE BN RTRAVRE,
Eban | i5IERES Ik =33%RIR SampleBucket #1147 GetBucket #{E" FHIERIER "GetBucket”

FR&IZA4 ( Condition )

PRI R RINERBIRBIS .

tban | plaskEg “eiFik=7E2011F 128313 ZAIRIR SampleBucket 4T GetBucket #F" SPRIPRHISF
2 "E2011F1283182Z81" .

BRG]

TEHE—MUPRRIESLE , SRS : f8IFXT 0SS B9 samplebucket #TRIEEHEE , FURIBREMIP
SkiE7 42.160.1.0,

{

"Version": "1",

"Statement":

[

"Effect": "Allow",

"Action": ["oss:List*", "oss:Get*"],

"Resource": ["acs:0ss:*:*:samplebucket”, "acs:oss:*:*:samplebucket/*"],
"Condition":

{

"IpAddress":

{
"acs:Sourcelp": "42.160.1.0"

}

1
}

AXANE RAM FhiFHEREE ( Policy ) REREMIFONIN |, FENSIEFRIRMEMGER,. BHENES , HaEAX
FPEEFLLTAZ : Policy 4543 , Policy i&i% , Policy Jt&fERA , LA Policy #45.

Policy &5t4

RANEREE ( Policy ) £5t984E Policy MRASRIZIIESR ( Statement ) 5k, BMEIEGINBELATITE ¢
Effect (#¥1358Y ) | Action (#B{ERFRFIFE ) . Resource (BEXISRFIZE ) LK Condition ( &A4BRHE! )
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, Hrh Condition £28%17,

Policy £5tAfEIAINT :

Version(fi4S) o
Effect( S iF| 1)
Statement(iE4%iE ) || Action(RFEH)
<statement-1> . Resource(#EX{5)
etz | [
<statement-3> -

BUEE (JSON )

RAM 37§55 JSON EzUAY#EIR, ZHelZaEHT Policy B , RAM B JCiGE JSON ETUAIIERE.

- X7 JSON giEAnERS% RFC 7159,
- FAFP R ET AR —LE1E2RRY JSON 18IS IERRFImiE R RIEE JSON XARBIIE,

Policy i&%

TH# Policy RAZIRIFRIEAN , LAK Policy iEEIAR,

SRR

Policy B 2RT JSON /585 : {} [1 ", ;) HIREEERIFRFRE = <> 0 .
FRHFE AR ¢

- B—NTEATFSERT |, FRIESHIERSIEIXL |, il : [ <action_string>, <action_string>,
. EFIEXISSENE LT , FRRELEENN. MERMRESXNESENA : "Action”:
[<action_string>] %0 "Action": <action_string>

- HEESHTERNXE— M HETE | Bl ¢ <condition_block?>

- ZEZERES (|) BT TrBUERBGEEUXLEFRIE—. tbal : ("Allow" | "Deny")

- FRANE IS5 RETHITER . TREEXAR, Ll @ <version_block> = "Version" : ("1")
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BRI R A

Policy i&/&HIAT :

policy = {
<version_block>,
<statement_block>

}
<version_block> = "Version" : ("1")
<statement_block> = "Statement" : [ <statement>, <statement>, ... ]

<statement> = {
<effect_block>,
<action_block>,
<resource_block>,
<condition_block?>

}

<effect_block> = "Effect” : ("Allow" | "Deny")

<action_block> = ("Action” | "NotAction") :
("*" | [<action_string>, <action_string>, ...])

<resource_block> = ("Resource" | "NotResource") :
("*" | [<resource_string>, <resource_string>, ...])

<condition_block> = "Condition" : <condition_map>
<condition_map> = {

<condition_type_string> : {

<condition_key_string> : <condition_value_list>,
<condition_key_string> : <condition_value_list>,

2
<condition_type_string> : {

<condition_key_string> : <condition_value_list>,
<condition_key_string> : <condition_value_list>,

b
}

<condition_value_list> = [<condition_value>, <condition_value>, ...]
<condition_value> = ("String" | "Number" | "Boolean")

IEAIBRANT

- iRA : FIs2IEY Policy kA 1,
- BUES : — Policy AILABZ&IEINGES.
BERIENETEAR Deny , EAR Allow, —RIERGEGIF , Action — MRS NEME
E’\JEEE Resource B —NSFEMNNISRAITIE.
- BERENEDESGPIRZAPREISM ( Condition ) . —MNRIFIRETLISHFEMSRMHEIESR
B, DARIHXSMEEFREEES.
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- Deny fliss : —MNEFPHLBIEFZ Policy , 2iXE Policy FAESEZENETHREEE Allow X
B27% Deny bt , & Deny 5% ( Rik Deny FNIA Allow ) [RERI,

TCERAUE !
- HEUESEEFE (Number ) 8i#57R{E ( Boolean ) it , 5S=fFEEN , FEERANGIS5#E.

LTREUENFRTERE (String ) BF, 28 (*) #0 ( 7 ) #EKADCED.

- (1) R 0 NS MERRIR YT,
- () R 1 MEBRIRYFH.

Eban , ecs:Describe* aJLAZRT ecs BIFFBLA Describe FFLAY API #Z2{E&FR.

Policy JoE&fEF
THE Policy iEiEZPRITRAIERN.

Effect ( 528 )

Effect BUYE 79 Allow &} Deny, tban , "Effect”: "Allow"

Action ( IB{ERFRFIZR )

ActionxZi5%5(E , BUEAZIRS FTEXAIAPHRERIR , HRETVENXINT :

<service-name>:<action-name>

&R -

- service-name: FIIE==REFR , W ecs, rds, slb, oss, ots &,
- action-name: service 18XH api B/EREOER,

AR -

"Action": ["oss:ListBuckets", "ecs:Describe*", "rds:Describe*"]

Resource ( BEXISRFIZER )

Resource EHEISIRIEIS: , tban ECS EHIWNSLA , OSS FiEXS. BAIERN TR kaBHERRSHE
pEGEE=N

acs:<service-name>:<region>:<account-id>:<relative-id >
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8RR

- acs: Aliyun Cloud Service HEFBHEE , FRMEPNAERES.

- service-name: fAIEE=IZHAY Open Service 9B =F , U ecs, oss, ots £,

- region: #IX(EE. MRASHFZIN , FJLAERBER " SKKE.

- account-id: IS ID , tkan 1234567890123456 , tBATLAAE “*" K&,

- relative-id: 5 service HHXHIRIFEIAERSD , EIENXHER service 18E, XEBDAMSTUBIASTIFE
ATF— NS ERIZAIRPIREERD, LA oss J9ffl , relative-id = “mybucket/dirl/objectl jpg” Fr=—
/™ OSS X5,

AR -

"Resource": ["acs:ecs:*:*:instance/inst-001", "acs:ecs:*:*:instance/inst-002", "acs:0ss:*:*:mybucket”,
"acs:oss:*:*:mybucket/*"]

Condition ( &4FR& )

FMBR ( Condition Block ) B— 1M EE M REFEEM. — M FRUFORFMHEERE. FKHXEFNFME
Bpk. FHRERBEMFMRRTE NP E IR,

FlHFIEmEE

REHERAIFRTRMIN B

| Condition 1:
+== | keyl: valuela OR valuelb OR valuelc |
| | AND
key2: value2a OR value2b

| Condition 2:
key3: value3

BT

- —FRERBEFILIEE— MRS ME , ERMHEERN |, IRFMRBEFIESEEETIE—ME
%, AIATHERMGHE.

- E—FFHRMEENFR GO TSN FRERREFRREENER T | TEHEZREFOHRE.

- FHRTHFERMFORMHERBR T | A8HIEZFHREE.

FlHRE3E
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STIFUN TGRSR - =RFER3EEY (String ) .«
L7 (Boolean ) 1 IP #hk£%Y (IP address ) ,

BRFRHR R D RIS I RTTIE ¢

String
StringEquals

StringNotEqual
s

StringEqualsign

Numeric

NumericEquals
NumericEquals

NumericLessTh

Date and time

DateEquals

DateNotEquals

DatelLessThan
oreCase an
StringNotEqual NumericLessTh DatelLessThanE
sIgnoreCase anEquals quals
L NumericGreate DateGreaterTha

StringLike

rThan n
StringNotLike NumericGreate DateGreaterTha

rThanEquals nEquals

&i4% = ( Condition-key )
B RERNFMREF BB

acs:<condition-key>

FIELREE TN NEARMGKET
ACS (REBFXET pSid]

acs:CurrentTime Date and time

acs:SecureTransport Boolean
acs:Sourcelp IP address
acs:MFAPresent Boolean

okk

PO REN T P mkalfRMRET , BT

<service-name>:<condition-key>

AEFREXNFGXRET  BENE M

41
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=28 ( Numeric) .

HHEALAY ( Data and time ) . %7K

Boolean IP address

Bool IpAddress

- NotIpAddress
L]

Web Server #ZIiEKA9ATE]
, LAISO 8601 &%~ , W
2012-11-11T23:59:597
REBRERFERATLZLEE

, %0 HTTPS

RIXTERASAIZ P [P sthilk

BFRERNERFERTZERIA
UE ( ZHIAIE)
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Policy #4l

A FR7RAY Policy #4leh , B2MEIEIIES ( Statement )

- 8 1 KIERUEQRENITXS region %R 1 (M ) FiE ecs BREEENR(ecs:Describe*) ;
- 58 2 KIBRUEGR MRS oss B9 mybucket ZEETRIATS EBGILiHEIR (oss:ListObjects,
oss:GetObject) , FHIRFNIERERY IP KR /HE42.120.88.10542.120.66.0/24,

{

"Version": "1",

"Statement”: [

{

"Effect": "Allow",

"Action": "ecs:Describe*",

"Resource": "acs:ecs:cn-hangzhou:*:*"
B

{
"Effect": "Allow",

"Action": [
"oss:ListObjects”,
"o0ss:GetObject”

]

"Resource": [
"acs:oss:*:*:mybucket”,
"acs:oss:*:*:mybucket/*"
I
"Condition":{

"IpAddress": {

"acs:Sourcelp": ["42.120.88.10", "42.120.66.0/24"]

}
}
}
]
}

KXNETE RAM RERARRSDIGARIRIT I PREERE AN | A NSRRI SRR,

B R

£ RAM FFiFEEES AUEKRSESMD. L RAM BFRS%HT0inE RAM S H=fEH ; SIXIEfhER
. RAAERF R S A R
Vil Bl AVFRRISEY (ERERE )
FKSEXIR Owner,

Bloh - DERFER (30 SLS ) BRESHNBERKS

FRSSHIIAIEIR ACL 1517 | tEs@st ACL 1Sf0ee , NAripi

RAM BBFERiEAEIR - RAM BHFFrERIEKR SR REI5aIR
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PR,
- EMS¥F RAM FHFBEEREY Allow #%
RS,

- RAM ST BRIEK ST RIRG MR

PR,
- EKSX RAM AEEZR0Y Allow 2
RAM BEEHIHEEIR IERRE.

- EKEXS RAM AaEZ2iha$he
( STS-Token ) BRXAGZAL,

RAM AP SRR T2

RAM BFiEAEIRR , BUASEHAISER |, BRIFEHITEAVEN (48 RAM BF4IEENCREE ) . BICRIE
B33 Allow ( 581F ) #1 Deny ( Z1E ) RFHESEEE | B2 MENEIN—MNERIRRIED BIHIL Allow F1
Deny #ZiXAT , IE1& Deny {5t [N,

BRI EIZ B TR
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#EHFE= Deny
(Default-Deny)

L 3

A LIE )
SRTE RP B IR

258 B&¥%E= Deny
R Deny HEE? Yes (Explicit-Deny)

AIEE;&E? Yes 4<EE§¥UE = AIIO»D

No

!

=EHE = Deny
(Default-Deny)

v

RAM HRFIFIEIEIRET , IRIEEIZEIUT -

IR RAM AP BMFERERIRIRIRES BN |

- WNRE Deny , NFE4EfHIA],
- BUHFNT—ERE.,

1E RAM BEMENEKSEEHEHAUR :

- WNRERIE Owner , M AEFAEL,

- BNEFZRFREABE IFEWS ACLIFH :
- BUFTFAEE,
- BNFELEIEE,

RAM A& SHAHURERIRREZIE

44



il

FAFisEe

RAMAE ( ERABIHIESHE ) IHRRIFEE , SIRGEZIENT

NRBEHHRSHAEIEERIURE (A AssumeRole RIFMENRIIBRURIESEL ) |, NIRAR IR
RERBRIG BB B THIM -

- YNERE Deny , NiELEIAHE],
- BUHENT—ZEE.

IRLREIHACHIRBISERIER | WEEANT—SHE.,

8 RAM BESDFMEREERIRESHIREN

- WZRZE Deny , NUFELEI(A).
- BUHNT—EHRE.

&&= RAM BEMBHNEKSEEFIHINIR

- SNEREFEIE Owner , NFHFII.

- BNEFBZRREAE IFEWKS ACL 1T :
- BUAIFE.
- BNELEIE.

Bi#R2: Google AuthenticatorZiE N FHES

BRBDINERZ—MSIHFTOTP(RFC 6238)YAIRISOSER , SREBEW ZNATZERSMINES
=

IEEE IR R GTE

- ERIOSES:
- RRERSE

TEI

EAMFAZ FinR EMRIEREE S SRERER | iSRRG LRSS,

£
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eI LU R R A (App Store) " Google Authenticator” #17&%E , BT LR FEA 4Dt

FJHGoogle Authenticatorfg , e FHM" FHAIRE" #%H
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ERAMEZRILE, TREANERECIH
Google MK, #RT Z4 A B CHIZ BRI N
AR RYSETERS -

AR E

e R | ARSBHFSAEE | IEMFASER CAEMRI 4D

V4 F it NI UERS

AT | ERLUERMNTRE  BEEIKS2FMFARR
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= SHRIEs

Aliyun

320 364

demo@aliyun.com ¢

EMFATURINESRIEMFA Code , RiEmTE "TNSR KEH4E

TR\ SR AMEA R 2 Py R T B 4 2 20 2 1

R

320364

RN

689232

hERA

R

IR ORISR "SHIIES" W%, EH%ERGoogle Authenticator BRIt
WA , VST BB HRERRE "SOamE" .

48



il FRFisr

AT LA N ERI DR R LA L3R,

BB

FIFFGoogle Authenticatorfg , A LAIIKE , EFE "KEWF" K
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e Google B 1% IE2s

pra=1a

TRIRE

%8
e

BERTWIERE, TiEANERER
Google Tk, TN

R PRREEIAT | ARSEHESARED |, ISEMMFASRER EERRI 4D

FrhA KA

(8] []

=y AEFHAL

EE NI EER

HERIE | BILEZINTRE , SEEHIKSEIIMFARR
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e Google 7 INIEES

—IEE T,
URREREEENIIEER, Ee]7ELbik
?o%ﬁﬁﬁﬁﬁxmﬁ,ﬁkﬁﬁﬁﬁ
o

B ARSI EN EERERIKF, 5
FEEMANKIEEE, Eo]7ELtbiRE.

Aliyun

8595194

EMFATUSNIELIRAEMFA Code , RERTE "THABE" FamgiE
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TEH N AAMEA R FI 2 Py rroR B S G2 P A 221 -

*B—HBN:

855194

* B AT

198992

fhERHA

B!

PRI

FAFEES

HBEY
NIRRT WV IDN: SEz]
BYRFPEreIEEAccessKey
B AFPE4EMFAZL
FE#L MFA i8558
SREHE 3

BEE X RREhRAE

B IN45 FA R RO RS EX
B ANEELE RIS 2]
P&
HEFRE

RECRIE BTRFRTEL
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