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EREEAI]

SRS EHiE

WBFFEEREESSACE ( Natural Language Service ) Zifk | FIE R EF6ES A H Ol IRHHES RS
(ASR) , IEESEA(TTS) , HEEIZE(QA)ERS.

- ASR EEIRBIRS | IREHESEXAIRS.
-TTS  XAREEERSS | R NAR B BIEESINES NI,
- QA BREHEFS , BPRESIREEZEE CAIRHENSRA. BRIALOM , SIFRREREEE.

SRS HBLER :

HNTEZEN , HENERKS, EEERERIKS | BRKLZ.
Z "BreEEXERS H , /T [MZEFFE] .

TERKEERITE |, RE [MZEWE] | WEEERS. LRAHRNE | BRIRE BRI RBERT
BT 108 A,

FEEUIN-Access KeyTUEBIEEFIREVEAIACcess Key ID #1 Secret, EeJLATEF R ERERIXD
Key , MIATENKS RS , @B ESRBE TE— DS BEFKS | (FRFUKSHIACcess
Key FEREESRS.

KEZe

E—E#00-Access KeyTRE _EBIFEAYACcess KeySTREHEWS , BNERMEEREKS FFERNRS. &
FEENAEEZFERX N Key , MAIZERAMERZBIZE TS , [FRATFKSAYACcess KeylHahiEERSS.
BRRELSBUOT :

1. iHIEIRAMF K SE RN E
2. A LR "FERFT B EREAEESES WS AFE |, Bt hIENIETR
3. AikEER "R BnhERAccessKey” Si%iE , Mt "HAERH"
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4. FEF R HARHEE AT RIFAKER" | IBIZFIKSEMACcess Key IDFISecretZRIRFRIAMME,
TR | XEBEEMRTF Access Key SecretfiifE—Hl&
5. FEMETLAMERILL Key JARSEGESRS T

REF IR

"BREEERERS" ARTE

BRELUTNEER
- Stepl: XSRS HIB
- Step2: IRIBEAMNES AR | MEFZAMIOMKSSSSI (ASR, TTS, NLP) , fIINRIEERS!
P | AR FEREE A,
- Step3: FEHARFFA&FATHISDKFIDEMO (Java, C++. Android, iOS. RESTful APIZ ) , #%HR
APIXSEER , fEDEMOTIZRIEEINELL , FHa TIRSS A,

THUSRERN —@1ERE" RBEARM—INIRAIRG] , DENEIEHRIEGER "SEiEERE" /Y
BIPERSS.

1. WEFIRSHIE , #kBAccess Key IDFIAccess Key SecretFiMNSNHAIES L,
2. BEFRBIIRS TR —OiERE" IRSSTGYapp_keydI ™k , iGiE "tL34E" B9

app_keyAnls-service,

—iEIREI app_key iBE e ek

nls-service 16kHZz3#E 16bit AR
nls-service-streaming 16kHz3#E 16bit F13ZER
nls-service-tv 16kHZz3# 16bit KREERR
nls-service-shopping 16kHz3X#¥ 16bit FE R M4 4is,
nls-service-care 16kHZz3# 16bit HrEEIRIRSS i

p= 2

(1) “SDKISHIEREEDT=" i “IF=t" M "Rz R, "Il SRR EREaiE
VOISR EIREESR . R R TR —AkiE R EIREEER.

(2) "—EERE" FFHTREE : MK, HKERF. BEMY. SEEIRS. BFUtIXIRARIERT
RIEFERS R T EIapp_key.
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3. T#UAVA SDKHIDEMO , FHsiEER%l.

3.1 izfTdemoRiRIE =R
3 "—EiEIRE)" FRSSAYJava SDKTUE FEXIMAYTEE , ©#8JAVA SDKFIDEMOIRE,

¥1FFJava DEMOT 2+ AIAsrDemo.javarsik , EE$HJapp_key. Access Key ID, Access Key Secret it
RECHKSER | A/FE#E run->java applicationBlF],

NIsRequest req = new NlIsRequest();
req.setApp_key("app_key"); // ke Iapp_key
req.setAsr_sc("pcm"); // IXE A ERINES IR pcmiBE 4.
req.authorize("Access Key ID", "Access Key Secret"); // B HESNINFEERIBZRIAY" Access Key ID"F] "Access Key
Secret"

ERTERID , BB [ result” @ "RFINR" ] WloglER , £l , BEMINFTH 7 —KIEEIRBIIRSSHY
E)zER

3.2 DEMOTI RIS ENA
3.21 RXEEER

FAsrDemo javafyfgiEstartAsrOBHTAME |, BCREGESEUE  RREIBIEERIEK , HEBRIES St
RIEZERSS U,

PIRERIIF R LIRS TIESINENERT | IRS[pFHRMIERG | XSRS ERAIIRAT AR R
BENRBIERFIREL

3.2.2 BUGEERBIGR

FAsrDemo javafd[EliE/5iEZonMessageReceived )i {TRbE , BT EITARSSESAIRME] , FEIXNdemo |, R
SIRRERTRBIERjsonFEREENT ¢

"status" : "1".// BRSSESIRAS , 005K . FEFSRLTD

"id" ",

"finish" : "1",// O9KREER |, IEFAER |, RAIRBEELER
"results" : {

"asr_out” : {

"result” : "(RIFINE".// BEIRBIES

"status” : 1,

"finish" : 1,

"version" : "4.0"

h

"out" : {}//{REBFER

}

"bstream_attached" : false,
"version" : "4.0"

}

SHPIEEI L ERITEFE asr_out , HEPFEY” result” : “{RIFN=" BIHIEEFRBIGER.
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REST AP

=BT iAW

BITRESTful APLEFREREESIRSS | BLEREMBAccessKey ( REXELIEFEERER
AccessKey ) , AccessKeytBXFEIBAIMERFRNOS , HEGTENNR  BEZERE. BRitE
, FERREIEAIACcessKey |

1. SRUERGEIE

- B EERERANENG N SHEREINSERAELL , B FHEEXE] , TERBERURLFA2ES
™.

- BNEZ EIgHE— MAuthorization FE& , FHREZRIHTTPAHeaderh, IRSZImBILIGIE
Authorization 2B IEFERIAIEKEEFEINAER.

1.1 BRI

Authorization = Dataplus AccessKeyld + ":" + Signature

Signature = Base64( HMAC-SHAL( AccessSecret, UTF-8-Encoding-Of(StringToSign) ) ) //E{RSEIS%#1.2
StringToSign =

//HTTP#Y header

Method + "\n" + // POST|GET|PUT...

Accept + "\n" +

Body-Digest + "\n" + // Base64(Md5(body))

Content-Type + "\n" +

Date ;

[ERERERFRUZENLSIREAS 5EINESR

1.2 ERIHEAE

APLEKFERtRERAuthorizationsLRESZ B CRIIERK , IBREUT:

Authorization: Dataplus AccessKeyld:Signature

EREXEMERFC 2104HMAC-SHALEE , EERRITREIFTRESHN—ES4 , BT MAPIERELRLE
. FTASBRIEREARERE.,

HEENIEFTSSNFRER | FEFAREENERAUTE-8 FHRIFHS ; HEAFEMLL \n" #5F
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SE58EFRUT
=l FKREZ A
. Httpigska8Y | aILAR GET,

method String POST, DELETE, PUT
accept String TEX httpiE IR EESRE
content-type String FEM http RIXAOHERE

. : BEREGE , POSTIERMIZIE
bodyString String Fhttp bodyrh

HTTP 1.1t FMERIGMTES

date String 18, fgn : Wed, 05 Sep. 2012

23:00:00 GMT , iEEXEREZK
L8AYE) , ERESHEHLAA

1.2.1 & bodyfIMD5 K Base644wt5

//VAjava 3t
String bodyMd5 = MD5Base64(body);

POST/PUTiEk

- bodyAstring HEIEEFFE i EbodyfIMD5 , FEMD5{E Base6447t3.

- body A% : EbodyMd5igk" " |, BIS=FFE,

- bodyHREST ASRHEZHFNES : FEEXHESMFIRAMD5Base64#2(F , bodyMd5 =
MD5Base64(MD5Base64(body)).

GET/DELETE&K
- FbodyMd5ig" | BIEFFFER,
1.2.2 BEERKIIEER

String stringToSign = method + "\n" + accept + "\n" + bodyMd5 + "\n" + content_type + "\n" + date;

"

- REST ASR#:[Mcontent_types [" audio/ “+audioFormat+" ;samplerate="
- itEMifiE O content_types [multipart/form-datal .

+sampleRate;] ;

1.2.3 it&HAuthorization

181.2.2 15FIAYstringToSign5Access Secret—EitEHMAC-SHA1[SEBase64fY(E , A5 5Access Id—
Pt AAuthorization, Authorization&F7EHTTPAYHeader,
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// 1i+& HMAC-SHA1

String signature = HMACShal(stringToSign, ak_secret);

// 2.45%| authorization

String authorization = "Dataplus " + ak_id + ":" + signature;

1.3 £NERBH

NTHERFREEE CHSMUERERIER |, HIIEH—MENERBH. FHAIAPOSTEKRAMI , EA—
String28BUFRFER" Alibaba” {Ebody(ES 58N, HINREENINFRENT :

String method = "POST";

String accept = "application/json”;

String content_type = "application/json”;

String Date = "Wed, 31 May 2017 08:51:26 GMT";

1.3.1 i+&&bodyIMD5 F; Base644wtS

ITE" Alibaba” FIMD5Base64fIfE : " AsdYv2nI4ijTIKYmKX4h/Q=="

public static String MD5Base64(String s) throws UnsupportedEncodingException {

if (s == null) {
return null;

}

if (s == ")
return "";

}
String encodeStr = "";

//string J@RE44gutf-8
byte[] utfBytes = s.getBytes("UTF-8");

MessageDigest mdTemp;

try {

mdTemp = MessageDigest.getlnstance("MD5");
mdTemp.update(utfBytes);

byte[] md5Bytes = mdTemp.digest();

BASE64Encoder b64Encoder = new BASE64Encoder();
encodeStr = b64Encoder.encode(md5Bytes);

} catch (Exception e) {

throw new Error("Failed to generate MD5 : " + e.getMessage());

}
return encodeStr;
}
1.3.2 PESERIGIEER

H&EstringToSigniYER

"POST\napplication/json\nAsdYv2nI4ijTfKYmKX4h/Q==\napplication/json\nWed, 31 May 2017

08:51:26 GMT" .
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String stringToSign = method + "\n" + accept + "\n" + bodyMd5 + "\n" + content_type + "\n" + date;

1.3.3 ;& Authorization

I+&stringToSignflAccess secret FIEIUES : signature = “nPuAIFx4pPPsGT550XeigM60paw="",

String signature = HMACShal(stringToSign, ak_secret);

public static String HMACShal(String data, String key) {
String result;
try {

SecretKeySpec signingKey = new SecretKeySpec(key.getBytes(), "HmacSHAL");
Mac mac = Mac.getInstance("HmacSHAL");

mac.init(signingKey);

byte[] rawHmac = mac.doFinal(data.getBytes());

result = (new BASE64Encoder()).encode(rawHmac);

} catch (Exception e) {

throw new Error("Failed to generate HMAC : " + e.getMessage());

}

return result;

}

2. imk5pp
2.1 i8R

NLS RESTERSSETFHNERIHTTPIMY , AlRERIEE 2 HeaderfBody.,

2.1.1 igEHeader

B ax St BEYR

Fﬁﬂz?ﬁgi%‘ KETRMRY
. INIEER | KA . =

Authorization AccessKeyld:Signatu T =
ref9fz=t.
RFC 261640 ENXAY -

Content-Type HTTPIERA AR, ZE =
HTTP L1t F#lE
BIGMTHYIE , 540 e =

Date “Wed, 05 Sep. 2012 = F13e =
23:00:00 GMT
E \LUJEE Y 3 %’é

Accept Egplﬁﬁﬁ'ﬁgﬂtj@@{gx ?ﬂ_ﬁ% %

Content-Length body{<E int & | REST ASRiRS5

W E
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- REST ASR# [ content_types [" audio/ “+audioFormat+" ;samplerate=" +sampleRate;] ;
- #ftEMEREE D content_typey [multipart/form-data]
- REST TTS#:Ocontent_types [" audio/ “+audioFormat+" ;samplerate=" +sampleRate;] ;

2.1.2 {g@EBody

tRiEContent-TypeRIARRE , bodyRISEBEEARRE :
RE A
application/json StringZ&&ljson
text/plain StringZ8BINA | ttsE Bk {ER
audio/* byte[| Z#HHEIESZ IR
multipart/form-data formZ&&

2.2 N fz

- HTTPIRZ 200 RiERAIH
- HTTPIRSAXX R R E Fimfaie , FEbodyhEBHEAERIDTIEIRIEE
( error_code , error_message )
- HTTPIRESSXX TR RS iR . FFEbodyhEEEMREIRSFIEIRIEE
( error_code , error_message )
- AMIRAETCAISONFER, | JSONGEIh =B Arequest_iIdFER , FIsRRDERIEK ( —LLERIAPIEHE
FRidAIERIRR )
HIRERT
{
"id": "be053bf9af0e406dafa8249631372d53",
"request_id": "be053bf9af0e406dafa8249631372d53",
"error_code": 080101,

"error_message": "REQUEST_PARSE_ERROR(Failed to parse json object!)"
}

NTFHEFIBAPL, $#ERIMNF RIS Srequest_idfllid , B8R , BERASBIRIdFER.

2.3 SHEBEINSHESR

SHEERTNZ ST E

PREZ Hk
Header EIEIZSHEEMEHTTPIE R Headerd
Path KIS HRurlBERI—Ep5 | Fign

/customizations/{customization_id}
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RPZSHRurBINEASEL, Hia0

Query /customizations?base_model=ime

Body REFZSEIHTTPiIEKAIbodyER >
SHERBRTZSHAIEIERE

FRZ 72

String SRR

Integer LS

Double AL e i)

Object KR |, AL BEEN B

Type(] B | {0String[] , Object]]

piR FESHmE e

Java

package com.alibaba.vo;

import java.io.BufferedReader;

import java.io IOException;

import java.io.InputStreamReader;

import java.io.PrintWriter;

import java.net.URL;

import java.net.URLConnection;

import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Locale;

import javax.crypto.spec.SecretKeySpec;
import sun.misc.BASE64Encoder;

import javax.crypto.Mac;
@SuppressWarnings("restriction")

public class AESDecode {

/*

* I+EMD5+BASE64

*/

public static String MD5Base64(String s) {
if (s == null)
return null;

String encodeStr =
//4wtE7/9utf-8
byte[] utfBytes = s.getBytes("UTF-8");
MessageDigest mdTemp;

try {

mdTemp = MessageDigest.getlnstance("MD5");

nn,
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mdTemp.update(utfBytes);

byte[] md5Bytes = mdTemp.digest();
BASE64Encoder b64Encoder = new BASE64Encoder();
encodeStr = b64Encoder.encode(md5Bytes);
} catch (Exception e) {

throw new Error("Failed to generate MD5 :
}

return encodeStr;

}

/*

* & HMAC-SHA1

*/

public static String HMACShal(String data, String key) {

String result;

try {

SecretKeySpec signingKey = new SecretKeySpec(key.getBytes(), "HmacSHAL");

Mac mac = Mac.getInstance("HmacSHAL");

mac.init(signingKey);

byte[] rawHmac = mac.doFinal(data.getBytes());

result = (new BASE64Encoder()).encode(rawHmac);

} catch (Exception e) {

throw new Error("Failed to generate HMAC : " + e.getMessage());

}

return result;

}

/*

* &Rl FjavaScriptshfd new Date().toUTCString();

*/

public static String toGMTString(Date date) {

SimpleDateFormat df = new SimpleDateFormat("E, dd MMM yyyy HH:mm:ss z", Locale.UK);
df.setTimeZone(new java.util.SimpleTimeZone(0, "GMT"));

return df.format(date);

}

/*

* RIEPOSTIER

*/

public static String sendPost(String url, String body, String ak_id, String ak_secret) throws Exception {
PrintWriter out = null;

BufferedReader in = null;

String result = "";

int statusCode = 200;

+ e.getMessage());

try {

URL realUrl = new URL(url);
/*

* http header 2%§

*/

String method = "POST";

String accept = "json";

String content_type = "application/json”;
String path = realUrl.getFile();

String date = toGMTString(new Date());
String bodyMd5 = "*;

// L.33bodyfiMD5 +BASE64/NZ;

if(body != null && body != ""){
bodyMd5 = MD5Base64(body);

}

10
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String stringToSign = method + "\n" + accept + "\n" + bodyMd5 + "\n"

// 2318 HMAC-SHA1

String signature = HMACShal(stringToSign, ak_secret);
// 3457 authorization header

String authHeader = "Dataplus " + ak_id + ":"
// FIFFIURLZ BRI ERE

URLConnection conn = realUrl.openConnection();

/1 REBREREIE

conn.setRequestProperty("accept”, accept);
conn.setRequestProperty("content-type", content_type);
conn.setRequestProperty("date”, date);
conn.setRequestProperty("Authorization”, authHeader);

/] RIEPOSTIERMUR B T R1T

conn.setDoOutput(true);

conn.setDolnput(true);

// 3RERURLConnectiont SIS RIATEI T

out = new PrintWriter(conn.getOutputStream());

/] RIEERSE

out.print(body);

// flushiiHiRRYZE H

out.flush();

// TEX BufferedReaderigi \ 7i3isEEX U R LAY Mz

statusCode = ((HttpURLConnection)conn).getResponseCode();
if(statusCode !'= 200) {

+ signature;

+ content_type + "\n

" + date;

in = new BufferedReader(new InputStreamReader(((HttpURLConnection)conn).getErrorStream()));

} else {

in = new BufferedReader(new InputStreamReader(conn.getlnputStream()));

}

String line;

while ((line = in.readLine()) != null) {
result += line;

}

} catch (Exception e) {
e.printStackTrace();

} finally {

try {

if (out != null) {
out.close();

}

if (in = null) {

in.close();

}

} catch (IOException ex) {
ex.printStackTrace();

}

}

if (statusCode != 200) {

throw new IOException("\nHttp StatusCode: "+ statusCode + "\nErrorMessage:

}

return result;
}

/*

* GETigK

*/

+ result);

public static String sendGet(String url, String ak_id, String ak_secret) throws Exception {

String result = "";

11
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BufferedReader in = null;
int statusCode = 200;

try {

URL realUrl = new URL(url);
/*

* http header 2§

*/

String method = "GET";

String accept = "json";

String content_type = "application/json”;

String path = realUrl.getFile();

String date = toGMTString(new Date());

// L.33bodyfMD5 +BASE64/NZE

// String bodyMd5 = MD5Base64(body);

String stringToSign = method + "\n" + accept + "\n" + "" + "\n" + content_type + "\n" + date ;
// 2318 HMAC-SHA1

String signature = HMACShal(stringToSign, ak_secret);

// 3.45%| authorization header

String authHeader = "Dataplus " + ak_id + ":"
// FIFFIURLZ BRI &R
URLConnection connection = realUrl.openConnection();

/1 REBRREREIE

connection.setRequestProperty("accept”, accept);
connection.setRequestProperty("content-type", content_type);
connection.setRequestProperty("date”, date);
connection.setRequestProperty("Authorization”, authHeader);
connection.setRequestProperty("Connection”, "keep-alive");

// FBTSERTAGERE

connection.connect();

// X BufferedReaderigi N\t iszEXUR LASNE ML

statusCode = ((HttpURLConnection)connection).getResponseCode();
if(statusCode !'= 200) {

in = new BufferedReader(new InputStreamReader(((HttpURLConnection)connection).getErrorStream()));
} else {

in = new BufferedReader(new InputStreamReader(connection.getlnputStream()));
}

String line;

while ((line = in.readLine()) '= null) {

result += line;

}

} catch (Exception e) {

e.printStackTrace();

} finally {

try {

if (in = null) {

in.close();

}

} catch (Exception e) {

e.printStackTrace();

}

}

if (statusCode != 200) {

throw new IOException("\nHttp StatusCode: "+ statusCode + "\nErrorMessage: " + result);
}

return result;

}

+ signature;

12
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public static void main(String[] args) throws Exception {

// &3EPOSTiERRAI
String ak_idl = "NMV............ 5jv"; //BFak
String ak_secretl = "Fgs.....c......... 3zu"; // FBFak_secret

String url = "https://shujuapi.aliyun.com/org_code/service_code/api_name";

String body = "{\"param1\": \"xxx\", \"param2\":\"xxx\"}";

System.out.printIn("response body:" + sendPost(url, body, ak_id, ak_secret));

/] RIEGETiEK

String ak_id1l = "NMV........... 5jv"; //FPak

String ak_secretl = "Fgs 3zu"; // FBFak_secret

String urll = "https://shujuapi.aliyun.com/org_code/service_code/api_name?paraml=xxx&param2=xxx";
System.out.printin("response body:" + sendGet(urll, ak_id1, ak_secretl));

}

}

<?php

$akId = "*************";

$aksecret = "******************";

//EFrapilER

$url = "https://shujuapi.aliyun.com/org_code/service_code/api_name?paraml=xxx&param2=xxx";
$options = array(

'http' => array(

'header' => array(

'accept'=> "application/json",

‘content-type'=> "application/json",

'date'=> gmdate("D, d M Y H:i:s \G\M\T"),

'authorization' => "

)i
'method' => "GET", //BJLAZ GET, POST, DELETE, PUT
‘content’ => " //4EHWE , EFjson_encode()i#1T4RIS
)

)

$http = $options['http'];

$header = $http['header'];

$urlObj = parse_url($url);

if(empty($urlObj["query"]))

$path = $urlObj["path"];

else

$path = $urlObj["path"]."?".$urlObj["query"];

$body = $http['content];

if(empty($body))
$bodymd5 = $body;
else

$bodymd5 = base64_encode(md5($body,true));

$stringToSign = $http['method']."\n".$header['accept’]."\n".$bodymd5."\n".$header['content-
type'l."\n".$header['date'];

$signature = base64_encode(

hash_hmac(

"shal”,

$stringToSign,

$akSecret, true));

$authHeader = "Dataplus "."$akld".":"."$signature";

13
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$options['http']['header’]['authorization’] = $authHeader;
$options['http']['header’] = implode(
array_map(

function($key, $val){

return $key.":".$val."\r\n";

b

array_keys($options['http']['header']),
$options['http']['header));

$context = stream_context_create($options);
$file = file_get_contents($url, false, $context );
echo($file);

?>

Python2.7

#!/usr/bin/python

# -*- coding:utf-8 -*-

from urlparse import urlparse
import datetime

import base64

import hmac

import hashlib

import json

import urllib2

def get_current_date():

date = datetime.datetime.strftime(datetime.datetime.utcnow(), "%a, %d %b %Y %H:%M:%S GMT")
return date

def to_md5_base64(strBody):

hash = hashlib.md5()
hash.update(body.encode('utf-8"))

return hash.digest().encode('base64’).strip()

def to_shal_base64(stringToSign, secret):

hmacshal = hmac.new(secret.encode('utf-8'), stringToSign.encode('utf-8'), hashlib.shal)
return base64.b64encode(hmacshal.digest()).decode('utf-8')
ak_id = '<FPAIAK ID>"

ak_secret = '<FHFAJAK_SECRET>'

options = {

"url’: "<iEXKAurl> ",

'method': 'POST',

'body": json.dumps({"name": "hello"}, separators=(',", ")),
'headers": {

'accept’: 'application/json’,

‘content-type": 'application/json’,

'date": get_current_date(),

'authorization": "

}

}

# options = {

# 'url' ' <iEkAurl>',

# 'method": 'GET',

# 'headers": {

# 'accept': 'application/json’,

14
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# 'content-type': 'application/json’,

# 'date’: get_current_date(), # 'Sat, 07 May 2016 08:19:52 GMT', # get_current_date(),
# 'authorization": "

#}

#}

body ="

if 'body’ in options:

body = options['body']

print body

bodymd5 ="

if not body ==":

bodymd5 = to_md5_base64(body)

print bodymd5

# REST ASR £2[1 , TEMFIREN

#bodymd5 = to_md5_base64(bodymd5)
stringToSign = options['method'] + \n' + options['headers']['accept’] + "\n' + bodymd5 + '\n' +
options[‘headers']['content-type'] + "\n' + options['headers']['date’]
signature = to_shal_base64(stringToSign, ak_secret)
print stringToSign

authHeader = 'Dataplus ' + ak_id + "' + signature
options[‘headers']['authorization'] = authHeader
print authHeader

request = None

method = options['method']

url = options['url’]

print method

print url

if '"GET' == method or 'DELETE' == method:
request = urllib2.Request(url)

elif 'POST' == method or 'PUT' == method:
request = urllib2.Request(url, body)
request.get_method = lambda: method

for key, value in options[‘headers'].items():
request.add_header(key, value)

try:

conn = urllib2.urlopen(request)

response = conn.read()

print response

except urllib2.HTTPError, e:

print e.read()

raise SystemExit(e)

Python 3.5

#!/usr/bin/python

# -*- coding:utf-8 -*-
import hashlib
import urllib.request
import hmac

import base64
import datetime
import ssl

class http_proxy:

nnn
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def _init_ (self, ak_id, ak_secret):

self._ak_id = ak_id

self.__ak_secret = ak_secret

def __current_gmt_time(self):

date = datetime.datetime.strftime(datetime.datetime.utcnow(), "%a, %d %b %Y %H:%M:%S GMT")
return date

def __md5_baseb4(self, strbody):

hash = hashlib.md5()

hash.update(strbody.encode('utf-8")

print(hash.digest())

return base64.b64encode(hash.digest()).decode('utf-8")

def __shal_base64(self, str_to_sign, secret):

hmacshal = hmac.new(secret.encode('utf-8'), str_to_sign.encode('utf-8'), hashlib.shal)
return base64.b64encode(hmacshal.digest()).decode('utf-8')

def send_request(self, url, body):

gmtnow = self.__current_gmt_time()

print(gmtnow)

body_md5 = self.__md5_base64(body)

print(body_md5)

str_to_sign = "POST\napplication/json\n" + body_md5 + "\napplication/json\n" + gmtnow
print(str_to_sign)

signature = self.__shal_base64(str_to_sign, self.__ak_secret)
print(signature)

auth_header = "Dataplus " + self.__ak_id + ":" + signature
print(auth_header)

ssl._create_default_https_context = ssl._create_unverified_context
req = urllib.request.Request(url)

req.add_header("Accept", "application/json")
req.add_header("Content-Type", "application/json")
req.add_header("Date", gmtnow)
req.add_header("Authorization", auth_header)

data = body.encode('utf-8')

f = urllib.request.urlopen(req, data)

return f.read().decode('utf-8')

Go

package utils
import (

"fmt"

"net/http"
"io/ioutil"

"time"

"bytes”
"crypto/md5”
"crypto/hmac”
"crypto/shal”
"encoding/base64"
)

type HttpProxy struct {
AkId string
AkSecret string

16
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}

func (proxy *HttpProxy)gmttime() string {

location,_:= time.LoadLocation("GMT")

now := time.Now().In(location)

return now.Format("Mon, 02 Jan 2006 15:04:05 GMT")

}

func (proxy *HttpProxy)md5baseb4(strbody string) string {

m := md5.New()

m.Write([]byte(strbody))

return string(base64.StdEncoding.EncodeToString(m.Sum(nil)))
}

func (proxy *HttpProxy)shalbase64(strToSign string, secret string) string {
key := [Ibyte(secret)

h := hmac.New(shal.New, key)

h.Write([]byte(strToSign))

return string(base64.StdEncoding.EncodeToString(h.Sum(nil)))
}

func (proxy *HttpProxy)SendRequest(url string, reqBody string) string {
gmtnow := proxy.gmttime()

bodyMd5 := proxy.md5base64(reqBody)

strToSign := "POST\napplication/json\n" + bodyMd5 + "\napplication/json\n" + gmtnow;
signature := proxy.shalbase64(strToSign, proxy.AkSecret)
authHeader := "Dataplus " + proxy.Akld + ":" + signature
client := &http.Client{}

reqBodyBuf := bytes.NewBuffer([Jbyte(reqBody))

request, _ := http.NewRequest("POST", url, reqBodyBuf)
request.Header.Set("Accept”, "application/json")
request.Header.Set("Content-type", "application/json")
request.Header.Set("Date", gmtnow)
request.Header.Set("Authorization", authHeader)

response, _:= client.Do(request)
fmt.Printin(response.StatusCode)

respBody,_ := ioutil.ReadAll(response.Body)

return string(respBody)

}

Node.js

var request = require('request’);

var url = require('url’);

var crypto = require('crypto’);

var date = new Date().toUTCString()
/] XEESAKFIERK

var ak_id = 'NNV.......... 5jv';

var ak_secret = 'FGs........ccou....... 3Zu’;
var options = {

url : 'https://shujuapi.aliyun.com/org_code/service_code/api_name?paraml=xxx&param2=xxx,
method: 'GET’,

body: ",

headers: {

'accept’: 'application/json’,
‘content-type': 'application/json’,
'date": date,

'Authorization": "

17
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b
// XEBIEEAKFIERK
md5 = function(buffer) {
var hash;

hash = crypto.createHash('md5");

hash.update(buffer);

return hash.digest('base64’);

b

shal = function(stringToSign, secret) {

var signature;

return signature = crypto.createHmac('shal’, secret).update(stringToSign).digest().toString('base64’);
b

// stepl: BstringToSign [StringToSign = #{method}\\n#{accept\\n#{dataj\\n#{contentType}\\n#{date}]
var body = options.body || ;

var bodymd5;

if(body === void 0 || body === "){
bodymd5 ="

} else {

bodymd5 = md5(new Buffer(body));
}

console.log(bodymd5)

var stringToSign = options.method + "\n" + options.headers.accept + "\n" + bodymd5 + "\n" +
options.headers['content-type'] + "\n" + options.headers.date;

console.log("stepl-Sign string:", stringToSign);

// step2: IN% [Signature = Base64( HMAC-SHAL( AccessSecret, UTF-8-Encoding-Of(StringToSign) ) )]
var signature = shal(stringToSign, ak_secret);

// console.log("step2-signature:", signature);

// step3: Hauthorization header [Authorization = Dataplus AccessKeyld + ":" + Signature]

var authHeader = "Dataplus " + ak_id + ":" + signature;

console.log("step3-authorization Header:", authHeader);

options.headers.Authorization = authHeader;

console.log(‘authHeader', authHeader);

// step4: send request

function callback(error, response, body) {

if (error) {

console.log("error", error)

}

console.log("step4-response body:", response.statusCode, body)

}

request(options, callback);
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