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Project ::ns;dhs:$reg|on:$accountld:prOJects/$prOJectN
Topic acs:dhs:$region:$accountid:projects/$projectN

ame/topics/$topicName

acs:dhs:$region:$accountid:projects/$projectN

Subscription ame/topics/$topicName/subscriptions/$subld

DataHub APIE: X3 MAERAMAEGEISERR

Project
API Action Resource
CreateProject dhs:CreateProject ac;:dhs:freglon:$account|d:p
rojects/
ListProject dhs:ListProject ac:s,:dhs:freg|on:$account|d:p
rojects/
DeleteProject dhs:DeleteProject ac_s:dhs:$reg!on:$account|d:p
rojects/$projectName
GetProject dhs:GetProject ags:dhs:$reg!on:$account|d:p
rojects/$projectName
Topic
API Action Resource
acs:dhs:$region:$accountid:p
CreateTopic dhs:CreateTopic rojects/$projectName/topics
/*
acs:dhs:$region:$accountid:p
ListTopic dhs:ListTopic rojects/$projectName/topics
/*

acs:dhs:$region:$accountid:p
DeleteTopic dhs:DeleteTopic rojects/$projectName/topics
/$topicName

GetTopic dhs:GetTopic acs:dhs:$region:$accountid:p
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Connector
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CreateConnector

DeleteConnector

dhs:UpdateTopic

Action

dhs:CreateSubscription
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Action
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dhs:DeleteConnector
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acs:dhs:$region:$accountid:p
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acs:dhs:$region:$accountid:p
rojects/$projectName/topics
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subld

acs:dhs:$region:$accountid:p
rojects/$projectName/topics
/$topicName/subscriptions/$
subld

acs:dhs:$region:$accountid:p
rojects/$projectName/topics
/$topicName/subscriptions/*

acs:dhs:$region:$accountid:p
rojects/$projectName/topics
/$topicName/subscriptions/$
subld

acs:dhs:$region:$accountid:p
rojects/$projectName/topics
/$topicName/subscriptions/$
subld
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/$topicName/connectors/*
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Shard

API

ListShard

MergeShard

SplitShard

PubSub

API

PutRecords

GetRecords

GetCursor

dhs:GetConnector

dhs:UpdateConnector

dhs:ListConnector

Action

dhs:ListShard

dhs:MergeShard

dhs:SplitShard

Action

dhs:PutRecords

dhs:GetRecords

dhs:GetRecords

DataHub3Z#&9Condition

Condition
acs:Sourcelp
acs:SecureTransport

acs:MFAPresent

16

acs:dhs:$region:$accountid:p
rojects/$projectName/topics
/$topicName/connectors/*
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acs:dhs:$region:$accountid:p
rojects/$projectName/topics
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Resource

acs:dhs:$region:$accountid:p
rojects/$projectName/topics
/$topicName

acs:dhs:$region:$accountid:p
rojects/$projectName/topics
/$topicName

acs:dhs:$region:$accountid:p
rojects/$projectName/topics
/$topicName

Resource

acs:dhs:$region:$accountid:p
rojects/$projectName/topics
/$topicName
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/$topicName
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acs:CurrentTime I5EIHIARTE ISO8601#&=;

DataHubZ SRR

DataHUbBARERFERAMRZHEBRF R , AP LURESKERRNRFREE.
AliyunDataHubFullAccess

B &DataHubtBXRIFIEIIR , —ARFATEEDataHUbH IR,
AliyunDataHubReadOnlyAccess

RiFEifaDataHUbfRSESAIRSRE , aTLAEEDataHUbFFEINEIRIER |, Hlin&EEprojectiFAEE |, 7IH
project?Z , iEHUREES , (BEFEEEH. QIELINRBEER,

AliyunDataHubSubscribeAccess

FDataHubiTREHEAINIR , REATIESUERXIVNEIRIE , B3EGetTopic ListShard,GetRecordsAKiT
FFRAERAETEREO.

AliyunDataHubPublishAccess

mDataHUb R MEHERIAIR , RESFISEIRERNVERIE , B1EGetTopic ListShard LA PutRecords,

DataHub B & SSREREE

DataHub BRIRE LIATIFRFARARES , WRAEHEFK , BFRITLURIBENPRRE., BIRERERE
ERAMERSEH : REKEIE- > BB MIRBEREE- > RINRE. TESH/LMBEEM R

WebConsoledh @7

// BT EWebConsoledgefE B~EMRNproject , FEEStatementIEININ FECE
// BIWebConsoleZEZListProjectf1GetProject , A BEEREEproject

{

"Action”: ["dhs:ListProject”,"dhs:GetProject"] ,

"Resource": "acs:dhs:*:*:projects/*",

"Effect": "Allow"

}

WebConsolerhglliEtopic

// TEWebConsolefprojectTiE+ E7~topicEEListTopickIGetTopictfR
// MELREFHEEWebConsoledfiproject : test FaEFEEIEEtopic , AILMFERAINTEE
{
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"Version": "1",

"Statement": [

{

"Action": ["dhs:ListProject”, "dhs:GetProject"],
"Resource": "acs:dhs:*:*:projects/*",

"Effect": "Allow"

2

{

"Action": ["dhs:ListTopic", "dhs:GetTopic", "dhs:CreateTopic"],
"Resource": "acs:dhs:*:*:projects/test/topics/*",
"Effect”: "Allow"

}

]

}

HfthE e IR RS

/IR A RFIRBUEEProject FtopiclIE R

{

"Version": "1",

"Statement": [

{

"Action": ["dhs:ListTopic", "dhs:GetTopic"],

"Resource": "acs:dhs:cn-hangzhou:12121312:projects/foo/topics/*",
"Effect”: "Allow"

}

]

}

// #FTIRIEER I Policy#511: LRI EBproject foo N topicRIATBIT AR
{

"Version": "1",

"Statement": [

{

"Action": ["dhs:*Subscription"],

"Resource": "acs:dhs:cn-hangzhou:*:projects/foo/topics/*/subscriptions/*",
"Effect": "Allow"

}

]

}

/1 FTIFITHRERANPolicy #E(51)2: L5 PRI E B project foo FEIATFIAINR
{

"Version": "1",

"Statement": [

{

"Action": ["dhs:ListSubscription"],

now

"Resource": "acs:dhs:cn-hangzhou:*:projects/foo/topics/*/subscriptions/*",

"Effect": "Allow"

}

]

}

// FMTRTHREEI PolicyRERI3: AN BB project foo FHYtopic t145EITH' 149856451983 7410 CK AR AZ mfsiA PR
{

"Version": "1",

"Statement": [
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{

"Action": ["dhs:GetSubscription"],

"Resource": "acs:dhs:cn-hangzhou:*:projects/foo/topics/t1/subscriptions/1498564519837410CK",
"Effect": "Allow"

}
]
}
// 3FFEETopici#tfT Split/Merge shard, @#FListShard, SplitShard, MergeShard
{

"Version": "1",

"Statement”: [

{

"Action": ["dhs:*Shard"],

"Resource": "acs:dhs:cn-hangzhou:12121312:projects/foo/topics/bar”,
"Effect”: "Allow"

}

]
}

FLIRERTEICR

20204F6H

ThaE/ A el B =

HFEISEEER SAFEILSEEER W —

Hologres Hologres SiERL BlRIEHologres
aILAERREKafkazs

FreKafka FiniSEiEE N AV Zi={=2] F&kafka
DataHub
fEFcanali&MySqlay

Canalf&ft B CHEYN T e Canalf@f4
DataHub

Py ST DataHub# \= 5t FAFisr SR
FTIE TINYINT,

FrREUERE SMALLINT, FEmmiE T FIRREINA

INTEGER, FLOAT
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