
Alibaba Cloud CDN

Product Usage FAQ



 

 
Product Usage FAQ
 
  
Product Strengths
 
  
Billing
 
  
Content Acceleration
 
  
Cache
 
  
Refersh and preheat
 
  
Performance
 
  
Security
 

Alibaba Cloud CDN Product Usage FAQ

1



  
Sand Box
 
 
When your domain is under attack, the system automatically adds the domain to the sandbox. A
domain that is in the sandbox can still be accelerated by the CDN acceleration service, but service
quality is greatly affected. Take the necessary precautions to reduce the negative impact of using
CDN acceleration in sandbox mode on service quality.
  
Why is a domain added to the sandbox when the domain is under attack?
 
Alibaba Cloud CDN is a public content acceleration service that hosts thousands of accelerated
domains. If your domain is under attack, the CDN acceleration service of other users may also be
affected. In order to ensure the stability of the CDN acceleration service for all users, we need to add
the attacked domain to the sandbox.
  
How will the CDN acceleration service for my domain be affected after my
domain has been added to the sandbox?
 
When your domain has been added to the sandbox, the CDN acceleration service for your domain is
greatly affected. We recommend that you purchase a security service from Alibaba Cloud or from a
third-party vendor if your domain is frequently attacked. 
>Note: Alibaba Cloud CDN reserves the right to disable the acceleration service for domains that
have been frequently attacked and for domains that are attacked because of CDN access rule
violations.
  
How can I reduce the impact of my domain after it has been attacked and added
to the sandbox?
 
Alibaba Cloud CDN does not provide protection against network attacks. If your domain is exposed
to attacks or is under attack, we recommend that you purchase a security service from Alibaba Cloud
or a third-party vendor to ensure the stability of your acceleration service.
 

 
Note: If your domain is under attack because it has failed to comply with CDN access rules,
Alibaba Cloud CDN does not bear any responsibility.
 
  

How do I check whether my domain has been added to the sandbox?
 
After your domain has been added to the sandbox, the system automatically sends an SMS
notification. You can also log on to the console and check whether the domain has been added to
the sandbox by checking the status of the domain.
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Fault Detection
 
  
Other problems
 
  
Service access
 
  
How to verify if CNAME is enabled for the
domain
 
 
Ping the CDN domain you added. If you are directed to the *.*kunlun*.com domain, it indicates that
CDN is working for your website:
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