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Flow cleaning

The flow cleaning service consists of three units: detecting center, cleaning center, and centralized
management center.

The detecting center monitors data traffic flowing into the ECS instance, and identifies abnormal
traffic in a timely manner, such as DDoS attack.When an abnormity is detected, the management
center guides the cleaning center to clean suspicious traffic based on the traffic diversion policy.
Malicious traffic is removed, while legitimate traffic is returned to the original instance.

This ensures only legitimate traffic can be forwarded to the target system.

Cancel flow cleaning

1. Log on to the Alibaba Cloud console,
2. Click Anti-DDoS Basic under Security.
3. Find your server that is in the flow cleaning status, click Cancel Cleaning.
Note One account can manually cancel flow cleaning for three times in one day.

Anti-DDoS Basic service allows you to set the alarm modes (alarm through text message or e-mail)
and the alarm time periods (alarm only between 10:00 - 20:00, or 24/7 alarm).

Note The alarm time period settings only apply to text message alarms. Therefore, if you have set
“Alarm only between 10:00 - 20:00" , e-mail alarms will still be sent outside of this time period, but
text message alarms will not be sent.

1. Log on to Alibaba Cloud Security console.
2. Go to Anti-DDoS Basic, click Alarm settings.

ECS Server Load Balancer EP

Instance IP address/ name Security Information(All) ~ DDoS basic protection Current black hole value (M)

BPS: 300M PPS: 70000 2329

3. In the Alarm settings dialog box, configure the settings based on your needs.

Tip For message receiver settings, see Alibaba Cloud Security message receiver settings.

Log on to Message Center console.
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Click Message Settings and find “Security notice” .

Message Center Product overdue payment, suspension, and imminent release notifications @ Account Contact Modify @
e e Product release notifications @ Account Contact Modify @
All Messages Product renewal or bill settlement notifications @ Account Contact Modify v
Unread Messages Product or system upgrade and product configuration change notifications @ Account Contact Modify @
Read Messages New product function launch and function removal notfications @ Account Contact Modify v

Message Settings Security notice @ Account Contact Modify @

Click Modify and select the message receiver.

You can also click Add Receiver to add a message receiver.
Modify Contact

Reminder:You can go to Manage Contacts to add or modify the contacts.
A message will be sent to verify the email address.

Message Type: Product Message - Security notice
Name Email Occupation Action

v Account Contact ali****@service.aliyun.com

+ Add Receiver

*Note:At least 1 receivers are needed.
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