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1 BEhRXE
BEIMXARSS ( Mobile Gateway Service , MGS ) BT ANFS ( mPaaS ) 1R{HANEREBINE Fin SRS mAVEM
fR. ZEHEN T Belin SRS IHNEIRIFIER Y | 8EiE BEIRATT AR MEZIBTRER.
ThEEHF
Rk RIEREE PIRRIRSIHATR | BaiEFimEdMIESRhaEEaRSEO. BaikXas
- BaEREFmA RPCEBRE , BRASEXDMEERE. M ARFERIEEEER.
- BIRSHREINEIEE s EERL Objective-C X5 , TTEEIMR.
- IRHEUEESE. £, MWERBEEIEERSS.
« FTREWNE | BHITEE. Toast IRMESE.
- 45 RPC ££#28 , SLIIEHLRYIE RS,
- TR IR 2 I IR E R ANERE B IEAH,
- [RiRERE , (RIPEEIRSSES.

hERS

BENMRIRSAMABET
- EPREERER S , ERFEINERIRS.
- Badm#zsin SDK |, SERIEmDE | IRAFTARER.
- XFERSSIEM. RMESER  LIMRBSRESEMN | FEEERARZEXIE,
- REMAHEREENY SERNY | REMNSEREREMMNE.
RIF7S
BENKIRSHIN A RAT

FiE AR5 HE

pEERHEERN, SREHMIIVERE B ESEaTIHESINEAFANEIRRS R ZE. EANBIMX
IRSS  THEEONIME | BIRTTZRAEaARSS8ED.

—ERS | Sk

BINEEEA | RBFESIFEHUNRIMRE | XEERAMEN T ZREaM. BWRFEBIMXHEN
IRSS | (ERESHSSFMERIEN.

SRS , Bt ESR—RIXTIMRS O

g&k&&ﬁ&%ﬂﬁ%ﬁ%néﬁ@E’\J}Eﬁ#‘aﬂﬁ% , ABERE—EANERNEHINX | SR LASINT SR ES—RIBRSS
%0,

2 BEXHEE

H1m
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API 548 ( API group )
APl HEMISE , TLAREMRNR AR, ERFSEMSRAIRR.

API fR%5#RxR ( OperationType )
API fRSSHRRZE AP BRSSHIME—TRIR , BPEIE API B4R OperationType,

HRPC
HRPC 28F HTTP sCHIHY RPC A2,

T{EzsiEwRR (workspaceld )
BHFe T E=RNRR . BTFREAENNE, IEEfaen TEHRE Xt Ra+ES.

MPC
MPC 73 mpaaschannel f9485 , & mPaaS Bf73LIIAY—E RPC /.

#ah App #7R (appld )
BN FTRREEIEE mPaaS R FERTAERATIRR, AIEEHI SN TREE X NHFES.

#EIRIKERSS ( Mobile Gateway Service )
BEIMKERSS ( Mobile Gateway Service , MGS ) Z2#tMX APl [RSSHIBMHETR.

3 RiEFA
3.1 HTTP API

HRIEFFIATE SIS A FH A — MERE s AR HTTP 28909 AP fRSS. BINIRESARE -
1. A8 API $54H
2. 3EAf API BRSS
3. F2E API g%
4.kt API fRSS
5. &R ZE Fim SDK
Viis=f
1. BERBHE | & FRSkRS ikE Bl AFEES mPaaS HEABHHAFEEER.
2. IREFHENITERE)E , BhEEEAN APL REH App &FR.
3. EEMISAIZEE BRIRSER > BahkX , HNBaIMAEETHE.
At APL 54E

REFEMT APl 54E |, EfE4eEIEE5T APl FRTEIHTECERS , A7 BARSE PILECeIZER APL 54
R BB API RS PHIEE.

1. j%&4% AP 4H IBI-RIFN APL 4EFISRT , BB GIEE API 54H #%4H.

R HARHEEIESRBER.

2|
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HINAPIGE X
SifEE: (o) HTTP MPC
* API434H ;
* FRSSHhtE:
) ms
B

- IR : TN HTTP,

- API 9 : E , IRERSHISEANETR  BFEH TRIETL  RXFFE. #F
. TRIZLIREFR.

- BRSSHEE : B |, SRS HTTP/HTTPS URL,

- KBRIATE : EE  RIEEKREVSRARAVERETE , BAZR ; BIAMER 3000 ms,

B TRE LR
WEBH—ETE APl 9H HXEE | iI55% BL& API A,
FERR API BRSS
1. %42 APl B8 iEINRiHN APl 7IRTR |, Bt 6 API %4,
AR HAXHEIEFIES APIER.

. API 28U : BRi\H HTTP,
- BINAR - BRlRSEFEsAUEM HTTP APL,

- operationType : W& , ZRIFMEFINAT API IRSBHE—IRR, 2NN BR =Rl
B F R IR,

B R KRR,

BELE APIL RS

3|
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1. 7£ APL €2 IR |, B AP FIRIB(EFIGRY BCE |, A APl ECEIUH,

£ AP ECEXis , B B3 IR TIRN SRR | 1Z205chk)E | B (/T 1%3E.

< com.mpaasgw.user.login E4

BEHER BEK
APIER: BOWE R fONT S

WEAR:  GET BRI UTF-8 i#iRPath:

BREE L

EERH ETagiiz m WIEE: 3000

RRRE B
WAL %4

BHIRE LGS

ERBY QMPath PHMHTOBAURL Query D, SHEMRIEE—

BUEH B = HiME ik

TRER AEERESRIRD

RS R R °

B :
- RTHEN]D , EaTLAGE BRECE i) S28K80 X7, XTEEREBANEHHEE | B8
x SERRIITA .
- XF APl EEBRVIFMER | 8% APIEE .

FIFELEFR | £ APLIRSAT FHB RS, RBATHEIREN APL RS A 8EHERA.

Mz API BRSS

BXERIBSE APLIU .

&piEFim SDK

BXERIESE UL .

&R

SeRk EIRTUEHRIE , APL IRSBEIEIHEFIRER. BXEFRFRNESER , 2SI T EFiRFAER
- Android
- i0S
- JS

3.2 MPC API

HRIEFFIRTE SIS EMF A — MEREENRTA R MPC 28850 API IRSS. BINIED N6 4 ¢
1. RS A

Al
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2.7 /1 APL 94
3. 7E API ERSS
4. BLE API RS
5. i API BRSS
6. A= Fim SDK

fRSSIRFTA
SINRX =S

FEREKE pomxml EFEINMTAE (MRIESELBEWKE , 528 ) . H mobilegw-unify ZFI{KEH
BERERIRAE , HEIRFTHRAJS 1.0.5.20200930,

<!-- mobilegw unify dependency-->
<dependency>
<groupld>com.alipay.gateway</groupld>
<artifactld >mobilegw-unify-spi-mpc</artifactld >
<version> ${the-lastest-version}</version>
</dependency>

<dependency>
<groupld>com.alipay.gateway </groupld >
<artifactld >mobilegw-unify-spi-adapter</artifactld >
<version> ${the-lastest-version}</version>
</dependency>

<dependency>
<groupld>com.alipay.gateway</groupld>
<artifactld>mobilegw-unify-log </artifactld >
<version> ${the-lastest-version}</version>
</dependency>

<dependency>

<groupld>com.alipay.hybirdpb </groupld>
<artifactld>classparser</artifactld >
<version>1.2.2</version>

</dependency>

<dependency>
<groupld>com.alipay.mpaaschannel</groupld>
<artifactld>common </artifactld >
<version>2.3.2018071001</version>
</dependency>

<dependency>
<groupld>com.alipay.mpaaschannel</groupld>
<artifactld>tenant-client</artifactld>
<version>2.3.2018071001 < /version>
</dependency>

<dependency>
<groupld>org.apache.commons</groupld>
<artifactld>commons-lang3 </artifactld >
<version>3.5</version>

</dependency>

<dependency>
<groupld>com.alibaba</groupld>
<artifactld>fastjson</artifactld >
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<version>1.2.69_noneautotype</version>
</dependency>

<dependency>
<groupld>com.alipay.sofa</groupld >
<artifactld >hessian</artifactld>
<version>3.3.6</version>
</dependency>

BN RS EOFHTIEO
ZIRSEK , BXYIRSSEO : com.alipay.xxx.MockRpc,
15BA -
- TEEXNFHIANSREEN I VO , XHEEIIRINESEL , SeJLAEREE VO Fikin , A%
73 AR AERARE .
- IRSEOEMNAMEXISE , B WHSEOENIE .

RAHZIZEORISEIL com.alipay.xxox.MockRpcImpl,

X OperationType

RS OMTZIE LRI @OperationType j£#% , EXRMIRFHIECOEFR, @OperationType B 3 NMSEHLR
, RETFHR | BES5E
- value : EOW—RR ; ERNXLEHE— , REENXGEM , SN TEESF ISR value BE—H#
, SETCEEMIRSS . EXHN : BR =Rk =5 7= R 24
- name : EOFXER,
- desc : EOHA,

AT

public interface MockRpc {

@OperationType(value="com.alipay.mock", name="MPC mock #&", desc="5Z* mock #&O")
Resp mock(Req s);

@OperationType(value="com.alipay.mock2", name="xxx", desc="xxx")
String mock2(String s);
}

public static class Resp {
private String msg;
private int code;

// ignore getter & setter
}

public static class Req {
private String name;
private int age;
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// ignore getter & setter
}

S5 API fRS3

ZEBRENREENXIFR RPC RS | BT RIKIRMAY SP1 & , FEBAXIIMEMARSSHI APL, FEWT 5 MNa#

- registryUrl : EARORIMIE, HEXSRRRTFEI0EM-P OIS 116.62.81.246,
- appName : \'ESHHINES.

- workspaceld : N ATNMER TE=ERR ( workspaceld ) .

- projectName : N FRFF/EfEFRITIE &R,

- privateKeyPath : RSA FA$AMY ClassPath , 5 mpaaschannel ExnEERT TR &R,
- R IHSIRASBRIAIFEE S S ECER) MAAE BXIN, SRIERERZRSREREFIS
BE MAXE  FEERENSE EENANHE .
- ¥ETF . FATHRNETE /META-INF/config/rsa-mpc-pri-key-{envl.der , 1 {env} ARERIIAE
, W dev, sit, prod £,

e AEBIT Spring 8% Spring Boot 5= RA API fR5S,

Spring FEEAAR

X3/ bundle B9 Spring EEEX 4+ , ABE_LiRRSSH Spring Bean, =GN :

<bean id="mockRpc"class="com.alipay.gateway.spi.mpc.test. MockRpcImpl"/>

FEXIRL bundle B9 Spring Ee&X 4+ , 7BH com.alipay.gateway.spi.mpc.MpcServiceStarter 5B
Spring Bean, MpcServiceStarter 2¥5FiBT™H @OperationType HY bean i@ mpaaschannel ¥
EMEHEERTEM D, REIOT

<bean id="mpcServiceStarter"class="com.alipay.gateway.spi.mpc.MpcServiceStarter" >
<property name="registryUrl"value="${registry_url}"/>

<property name="appName"value="${app_name}"/>

<property name="workspaceld"value="${workspace_id}"/>

<property name="projectName"value="${project_name}"/>

<property name="privateKeyPath"value="${privatekey_path}"/>

</bean>

Spring Boot AT,

LUERERI S TR LIANRSSHY Spring Bean, 7G40 :

@Service
public class MockRpcImpl implements MockRpc{
}

H/TH
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2. LUF#RBYS AR com.alipay.gateway.spi.mpc.MpcServiceStarter 288A9 Spring Bean,
MpcServiceStarter 45T A @OperationType A bean j&id mpaaschannel WMYEMEEEAYE
G, REIOT :

@Configuration

public class MpaaschannelDemo {
@Bean(name="mpcServiceStarter")

public MpcServiceStarter mpcServiceStarter(){
MpcServiceStarter mpcServiceStarter = new MpcServiceStarter();
mpcServiceStarter.setWorkspaceld("${workspace_id}");
mpcServiceStarter.setAppName("${app_name}");
mpcServiceStarter.setRegistryUrl("${registry_url}");
mpcServiceStarter.setProjectName(" ${project_name}");
mpcServiceStarter.setPrivateKeyPath("${privatekey_path}");
return mpcServiceStarter;

}
}
& MPC Bi&

ATETHER> , TEIEERE MPC HBXHE , THELUL logdj ECEH.

<!-- [MPC Logger] tenant link , {2538 , settings {58 -->

<appender name="MPC-TENANT-LINK-APPENDER"class="org.apache.log4j.DailyRollingFileAppender" >
<param name="file"value="${log_root}/mpaaschannel/tenant-link.log"/>

<param name="append"value="true"/>

<param name="encoding"value="${file.encoding}"/>

<layout class="org.apache.log4j.PatternLayout">

<param name="ConversionPattern"value="%d [%X{remoteAddr}][%X{uniqueld}] %-5p %c{2} - %m%n"/>
</layout>

</appender>

<!-- [MPC Logger] iBZR—MAtEXRAYEUE (B —Xttenant stream <-> component stream) -->

<appender name="MPC-STREAM-DATA-APPENDER"class="org.apache.log4j.DailyRollingFileAppender" >
<param name="file"value="${log_root}/mpaaschannel/stream-data.log"/>

<param name="append"value="true"/>

<param name="encoding"value="${file.encoding}"/>

<layout class="org.apache.log4j.PatternLayout" >

<param name="ConversionPattern"value="%d [%X{remoteAddr}][%X{uniqueld}] %-5p %c{2} - %m%n"/>
</layout>

</appender>

<l-- [MPC Logger] tenant H#& -->

<logger name="TENANT-LINK-DIGEST"additivity="false">
<level value="INFO"/>

<appender-ref ref="MPC-TENANT-LINK-APPENDER"/>
<appender-ref ref="ERROR-APPENDER"/>

</logger>

<l-- [MPC Logger] component H& -->
<logger name="STREAM-DATA-DIGEST"additivity="false" >
<level value="INFO"/>
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ANT GROUP
<appender-ref ref="MPC-STREAM-DATA-APPENDER"/>
<appender-ref ref="ERROR-APPENDER"/>
</logger>
EENAERA
HENEHE #O%HE GERE.

- BREHE | & FRSRS iR BT TATE mPaaS #EABSHAFEER.

" PIREERNTFTAERE | RER=EA APLIRSSHI App &FR,

o EAMNSHAEERE RIBER > #O%HE | #AEOZPRERE.

J gh=EEs mE

O mPaEERAEEERS, ETslERTnElsEss,

* RSA204850: | 2222 public key not setfi#z

* the way to generate key pair
* ### Generate a 2048-bit RSA private key

* § openssl genrsa -out private_key.pem 2048

* ### Convert private Key to PKCS#8 format (so Java can read it}

* § openssl pkcs8 -topk8 -inform PEM -outform DER -in private_key.pem -out private_key.der -nocrypt
### Output public key pertion in DER format (so Java can read it)

* § openssl rsa -in private_key.pem -pubout -outform DER -out public_key.der

* ### change to baseb4:

* 3 openssl basedd -in private_key.der -out private_key basebd.der

* § openssl basebd -in public_key.der -out public_key_basetd.der

* ### remember to clear the whitespace chars and line breaks before submit!!!

RERHE BE &  MARBRE ( ZERENTSEEHET ) EiR3.
588 : {FFEAY RSA AR 2048 (I , FELZRIY Base64 4RID,
4Rk RSA ZiHITTIE -
0 LZEYF OpenssL THE.,
s PUTLATER<S | AERFATASIMY private_key_base64.der , Z2$H3LfH public_key_base64.der,

* ### 1. Generate a 2048-bit RSA private key
* $ openssl genrsa -out private_key.pem 2048

*

* ### 2. Convert private Key to PKCS#8 format (so Java can read it)
* § openssl pkcs8 -topk8 -inform PEM -outform DER -in private_key.pem -out private_key.der -nocrypt

9|
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*

* ### 3. Output public key portion in DER format (so Java can read it)

* $ openssl rsa -in private_key.pem -pubout -outform DER -out public_key.der
*

* ### 4. change to base64:

* ## ERRRIRASE | RimA PR E

* $ openssl base64 -in private_key.der -out private_key_base64.der
* ## RO

* $ openssl base64 -in public_key.der -out public_key_base64.der

*

* ### remember to clear the whitespace chars and line breaks before submit!!!

iR APL 534
EEHEENSSER BERSEER > BahX | AN XEERE,

1#5% AP 348 IBI-REN APL SHZIRR , R Sl APl 9@ 4.

R ARHEEPIEERBER.

BlIEEAPISH X

e
i
Ak

i

HTTP  (8) MPC DUBBO TR HRPC

* APISEE:

* Project Name:

HBATATE: ms

i il &

- AR ; HANERE MPC,

- API 48 : iE | 1IRHIRSHIN S RAAITSIEZFR,

- Project Name : 38 , BRABUHRIFTLIAERY Project Name,

- ERIRYIE] | IBE |, RXIBKREWSRFRIAUERETE , B{UZ=R ; EBOUAME : 3000 ms,

Mk HRRE R,
WNFH— ;—a APl S4EHEXECE | 1BI9IE BeEDE .
FERR API BRSS

5% API B8 JEI-RFEN AP FISRIT , i GlEE AP,

551018
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FESRHHAOYIEIEF , APL 3880 %% MPC |, 18R API 534H , TERIENEIRY operationType IR AL
ZRIIRSS . M A %I,

BlEEAPI X
APEERL: HTTP (8 MPC
* AP v
operationType + APIZTR
BB R
BLE API RS

s AP ZURIB(FFIGR) ECE | BEA API ECEITTAL.

£ APl BEEXIY , R B RTINS HIVRE | BXEE | R 7 1K,
Wehg :
- ATHRIEND , BeILSERE BREE P S8R Xif. XTEERBAFAER 155
* BRI .
- XTF APl i ERVIFMER | 155% APIECE

WwEALAFX , RIE APLIRSAT FHE RS,  ( RBLT 7' RSHI APL IRSS A REHIER )

Wiz API fRSS

HEXERIESE APLIUK ,

R P SDK

HEXERIESE B .

2R

SRk EIATUSRME |, APLERSEIEIEFHER. AXEFHAANESERS ST EFRTAERS
- Android
- i0S
. JS

3.3 Dubbo API ({XEBE=RH )

SB11m
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Dubbo fRBVERT EB=. REFHRIESETMIAHE— MEBsiRTERER Dubbo £EH APl fRSS.,
RERED AL

1. RBIRHFA

2. 7R AP 4R

3. ;A7 API IRSS

4. Fig& API RS

5. i API BRSS

6. 4Rk Fim SDK

IRS3ImFT R
BINRX 58

EIMBRIE pomxml SHEFSIANINTZAE (MRETECELEKEH , B2 ) . EHF mobilegw-unify 27K
BIERRIRA , HEIRFHHRA/S 1.0.5.20200930,

<!-- mobilegw unify dependency-->
<dependency>
<groupld>com.alipay.gateway </groupld >
<artifactld >mobilegw-unify-spi-dubbo </artifactld >
<version> ${the-lastest-version}</version>
</dependency>

<dependency>
<groupld>com.alipay.gateway</groupld>
<artifactld>mobilegw-unify-spi-adapter</artifactld >
<version> ${the-lastest-version}</version>
</dependency>

<dependency>
<groupld>com.alipay.gateway </groupld >
<artifactld >mobilegw-unify-log </artifactld>
<version> ${the-lastest-version}</version>
</dependency>

<dependency>
<groupld>com.alipay.hybirdpb </groupld>
<artifactld > classparser</artifactld >
<version>1.2.2</version>

</dependency>

<dependency>
<groupld>org.apache.commons</groupld >
<artifactld>commons-lang3</artifactld >
<version>3.5</version>

</dependency>

<dependency>
<groupld>com.alibaba</groupld>
<artifactld >fastjson </artifactld >
<version>1.2.69_noneautotype</version>
</dependency>

<!-- NREEATpb , BIINIIRE-->

<dependency>

12|
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<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld >
<version>2.6.1</version>

</dependency>

<dependency>
<groupld>io.protostuff</groupld >
<artifactld > protostuff-core </artifactld >
<version>1.3.8.20160722</version>
</dependency>

<dependency>
<groupld>io.protostuff</groupld>
<artifactld > protostuff-runtime </artifactld >
<version>1.3.8.20160722</version>
</dependency>

<dependency>
<groupld>io.protostuff</groupld >
<artifactld > protostuff-api</artifactld >
<version>1.3.8.20160722</version>
</dependency>

<dependency>
<groupld>io.protostuff</groupld >
<artifactld > protostuff-collectionschema </artifactld >
<version>1.3.8.20160722</version>
</dependency>

<l-- dubbo f#F8 apache &#hras-->
<dependency>
<groupld>org.apache.dubbo</groupld>
<artifactld>dubbo</artifactld >
<version>2.7.8</version>
</dependency>
BN RSSO CaEO
RIRWSEEK , EXIRSEED : com.alipay.xxxx.MockRpc,
=
- BBHEEXFRIASEN VO , XEFHARTLIERETE VO FifIiS# , MAKEDE
AIRSEAtER.,

- IRSBEOTEXAEXRAE | 520 WSEOENIE .

RBMZIZ RIS com.alipay.xox.MockRpcImpl,

EX OperationType

RS ORI A _EARIN @OperationType iF#% , X AMIRGZHIEORBFR. @OperationType B=1MSER
, NETHR | BEE=E
- value : FEOE—FRR , ENESBHE—, EXN : BRFRE~RFEREE EXZSEERN
REi#E , EN—B5EMISE AR value (BEE , 25X TR MRS,
- name : EOFFR,
- desc : EOEIA,

SB13m
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0T

public interface MockRpc {

@OperationType(value="com.alipay.mock", name="DUBBO mock %", desc="5%%* mock ")
Resp mock(Req s);

@OperationType(value="com.alipay.mock2",name="xxx", desc="xxx")
String mock2(String s);

}

public static class Resp {

private String msg;

private int code;

// ignore getter & setter
}

public static class Req {
private String name;
private int age;

// ignore getter & setter
}

FEEA APL RS

ZZBRENRIEENXIFR RPC RS |, BITRIXIRMHAY SP1 & , AEAAXIIMEMARSSHI APL, FEWT 2 NS

- registryUrl : JERFRORIMELLE,
- appName : W/ 75HIRIFEE.
&L AEBIT Spring 8% Spring Boot 5= A=A API fR5S,

Spring EEAAR

EXIRL bundle B9 Spring EEEX 4+ , ABE_LiRARSSHY Spring Bean, =GN :

<bean id="mockRpc"class="com.alipay.gateway.spi.dubbo.test. MockRpcImpl"/>

FEXIRL bundle B9 Spring Ee&X 4+ , 7BH com.alipay.gateway.spi.dubbo.DubboServiceStarter Z5EUfY
Spring Bean, DubboServiceStarter 2¥EFiA ™ @OperationType B bean j&id Dubbo i AAZE]
EEEMPC. AN

<bean id="dubboServiceStarter"class="com.alipay.gateway.spi.dubbo.DubboServiceStarter" >
<property name="registryUrl"value="${registry_url}"/>

<property name="appName"value="${app_name}"/>

</bean>

1AM
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Spring Boot FEEAT
LAERRRY 50 RA LiRRRSSHY Spring Bean, 7~BIR0T :

@Service
public class MockRpcImpl implements MockRpc{

}

2. LAY TUABRA com.alipay.gateway.spi.dubbo.DubboServiceStarter 25844 Spring Bean,
DubboServiceStarter £¥GFTET™HA @OperationType Y bean i&Eid Dubbo il FAEIEEREM
0y, RO

@Configuration

public class DubboDemo {

@Bean(name="dubboServiceStarter")

public DubboServiceStarter dubboServiceStarter(){
DubboServiceStarter dubboServiceStarter = new DubboServiceStarter();
dubboServiceStarter.setAppName("${app_name}");
dubboServiceStarter.setRegistryUrl(" ${registry_url}");

return dubboServiceStarter;

}
}

iEff APL 534

HENBEI R EIETTEL.
- BREHE | £ FRSRS Tk BaFFRFE mPaaS EABSIHATFEER.
s IREEHNTIFEEE | BEFRERN APLIRSHY APP &7R,
s FEEMSHEER FRIRSERE > BaX | EABHNXEERE.

125#% API 34H IBIRBEN API 5ESIZRT , BT GUE API 54 %50,

R ARHEEPIEERBER.

- SRR : th4h%EE DUBBO,

- API 34 : iR |, IRIEIRSANI S RFAIZRIZR,

- ERAERG - MR, SERROMLE,

- BRRE R KXEREWSRERIAGERTEE , BAER , BOMEY 3000 ms,
BT HRRE R,
INFH—E5eE APl D RBEXEE | 5% BENE .

FERR API fRSS
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155 API B2 IBIRBE API FISRI , B2 BlEE AP %,

FESRHAIXIEIES , API 3B %4% DUBBO , i%&#% APL 9 , FEAENEIRY operationType FI3RA14)1%
BEIRSS | B #A B,

ELE API RS
1. 7£ APl €18 &Ik , Btk APL 7USRIBIESIHAY BcE |, i\ API ECETAmE.
7£ APl B EXIS, , B B3 IRHHHTHENSHRE ; BXmE  Bi (77 1&5H.
s
- ATHREN] , BRI BREE T SR X, XTEEREAFHEER 1B
S SR .
- XF APl ECERYFEMER , 52 API ECE .

Y
SEA LR  RIE APLRSAET FHE RS, RELTHERESHI APL IRSZRERIERA.

Tz API BRSS

HEXERBEN APLIUE .

4pkE iR SDK

BXERFSL BERM .

&R

Fepk DR LSRR | APL IRSEIAIHEFmER. BXEFRTAKNESER  SUMIERRTAISE
- Android
- i0S
- JS

34 TRAPI ((XEB=AH)

TR 24382k RPC 1B , (NERT €8x, REFHAESEEMHRH—MEBahimERRY TR 28847 API
RS, BINIRED RS

1. RS R

2. AR APL 9348

3. i API BRSS

4. Fig& API RS

5. i API BRSS

6. A= i SDK

SB16R
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IRSSIRFTA
BINRXZAE

FEIBRE pomxml HFSINIT 58 (WRTESLEEK , IS8 ) . mobilegw-unify RFHKIISE
FARFRA , SRIEFTRA 7 1.0.5.20200930,

<!-- mobilegw unify dependency-->
<dependency>
<groupld>com.alipay.gateway </groupld >
<artifactld >mobilegw-unify-spi-sofa</artifactld>
<version> ${the-lastest-version}</version>
<exclusions>

<exclusion>

<groupld>hessian</groupld>
<artifactld>hessian</artifactld>
</exclusion>

</exclusions>

</dependency>

<dependency>
<groupld>com.alipay.gateway </groupld >
<artifactld>mobilegw-unify-spi-adapter</artifactld >
<version> ${the-lastest-version}</version>
</dependency>

<dependency>
<groupld>com.alipay.gateway </groupld >
<artifactld >mobilegw-unify-log </artifactld >
<version> ${the-lastest-version}</version>
</dependency>

<dependency>
<groupld>com.alipay.hybirdpb </groupld>
<artifactld > classparser</artifactld >
<version>1.2.2</version>

</dependency>

<dependency>
<groupld>org.apache.commons</groupld >
<artifactld>commons-lang3 </artifactld >
<version>3.5</version>

</dependency>

<dependency>
<groupld>com.alibaba</groupld>
<artifactld >fastjson </artifactld >
<version>1.2.69_noneautotype</version>
</dependency>

<dependency>
<groupld>com.alipay.sofa</groupld>
<artifactld>hessian</artifactld>
<version>3.3.6</version>

</dependency>

<!-- WNRFEAT pb , BN REGR-->
<dependency>
<groupld>com.google.protobuf</groupld>
<artifactld > protobuf-java</artifactld>
<version>2.6.1</version>

$B17H
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</dependency>

<dependency>
<groupld>io.protostuff</groupld>
<artifactld > protostuff-core </artifactld>
<version>1.3.8.20160722</version>
</dependency>

<dependency>
<groupld>io.protostuff</groupld>
<artifactld > protostuff-runtime </artifactld >
<version>1.3.8.20160722</version>
</dependency>

<dependency>
<groupld>io.protostuff</groupld >
<artifactld > protostuff-api</artifactld >
<version>1.3.8.20160722</version>
</dependency>

<dependency>
<groupld>io.protostuff</groupld>
<artifactld > protostuff-collectionschema</artifactld >
<version>1.3.8.20160722</version>
</dependency>

EXIRSSEOHTIEO
IRV EK , EXARSSEEO @ com.alipay.xxxx.MockRpc,
WaBg
- BWEREENFRIANSEN A VO | XEFFHHTLIEREE VO RS, MANELEE
AIABAETC.
- IRSEOEMAMEXRIGE , B WSEOENIE .

RAHZIZEORISEIL com.alipay.xxox.MockRpcImpl,

X OperationType

RS OMZIE LRI @OperationType j£#% , EXRMIRFHIECOEFR, @OperationType B 3 NMSELR
, DETHR | BESE

- value : FEOM—RR , HENXEBHE—, EXFN : AR =28 7R FrrRm8E. EXIZSHERN
RE¥H , BN—BS5HEMIE AR value BEE , 25T A TMIRS.

- name : EOFXEFR,
- desc : FEOFEIA,

BN

public interface MockRpc {

@OperationType(value="com.alipay.mock", name="MPC mock ##0", desc="52Z%* mock #&O")
Resp mock(Req s);

@OperationType(value="com.alipay.mock2",name="xxx", desc="xxx")

P3O R B
ANT GROUP
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String mock2(String s);
}

public static class Resp {
private String msg;

private int code;

// ignore getter & setter
}

public static class Req {
private String name;

private int age;

// ignore getter & setter
}

S8 API fR53

ZEBENRBEFN RPC RS |, WBISMXIRMEA s & , FIHAXIMEMIRSHI APL, TEHEESE
appName , £#({BAWSHHIRAEE.

e AE@IT Spring BX, Spring Boot J5 == R API fRSS,

Spring FEEAAT

7EXIMZ bundle B9 Spring EeE3{4 , 7B EIABRSSHY Spring Bean, =IO :

<bean id="mockRpc"class="com.alipay.gateway.spi.mpc.test. MockRpcImpl"/>

EXIRZ bundle BY Spring ECE {4 , BB com.alipay.gateway.spi.sofa.SofaServiceStarter Z8EAY
Spring Bean, SofaServiceStarter &345 ﬁﬁﬁ.—pﬁ @OperationType Y bean @iX TR MY BRELEM KT

F. a0 :

<bean id="sofaServiceStarter"class="com.alipay.gateway.spi.sofa.SofaServiceStarter" >
<property name="appName"value="${app_name}"/>
</bean>

Spring Boot FEEAT,

LAERRAS75Z0RBE_ EIARRSSAY Spring Bean, 7=BIANTF :

@Service
public class MockRpcImpl implements MockRpc{
}

LUERRAYS B com.alipay.gateway.spi.sofa.SofaServiceStarter 28844 Spring Bean,
SofaServiceStarter &4 ET A @OperationType HY bean j&1E TR MY EREEMIER., =T :

19
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@Configuration
public class TRDemo {
@Bean(name="sofaServiceStarter")
public SofaServiceStarter sofaServiceStarter(){
SofaServiceStarter sofaServiceStarter = new SofaServiceStarter();
sofaServiceStarter.setAppName("${app_name}");
return sofaServiceStarter;
}
}
YEfR API 548
HNBINKXEIE .
o BREFE | E FRERS PiEE B RFEES mPaaS AR RFEENR,
o HEEIERN TG |, REREREAN AP IRSSHY APP EZFR.

s EEMNSAEER BRIRGERE > BahlxX | HABHIMXEERRE.

125#% APL 34H 1EIN-RIFN APL 4HFISRIT , s D0 API 44 %48,

e B EFES REER,
- SRR : ANESRE TR,
- API 5348 : WiE |, 1IRHARSHI S RFATEE R,
- EEihhE - WeiE , SEEEMES. B IP MROE6K , WOANEEREIAA 12200,
- BIEE  EE , RIEEREVSRENERTE , BAZ=R , BOAMES 3000 ms,

i BRE IR,
WFTH—LTwE APl DRBXEE | BI9iE RESE .

iEff API BRSS
5% API B8 IEI-RHN API ZIRT , /s 00 API #&=5H.

TESEHAORHEES , API 358 356% TR |, 3568% AP 940 , FERIENEIHY operationType FIEHAILEE
HIRRSS . M BEA k6.
BB API BRS
1. Rz API ZISREMESIRY BCE |, A APl BCETTH,

£ APl EEEXIS, , i B3 IRt THERSEHRE ; BX=mE | R (7T 1&5H.
=111z I
< ATHREN] , EALUEE BREE P10 E8RE X, XTEEREMNFMER | 52
E SR .

552008
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- XT APl CERNFMER | 155% APIERCE .

1REALEAFR | (RIE APl RSLT FHlE RS, RELTHEIRESH APL RS A 825BMA.
Wiz API fRSS
HEXERIESE APLI ,
&Rk Fim SDK
BEXERIBESE RBLER .
2R
SRk DIRTUEIRME | APL IRSEIRIMEEFIRER, BXEFRTRNESER SN FEFiRHTRISHE

- Android

. i0S

. JS
4 NEFin
4.1 #\ Android
4.1.1 PEFFE

EE : 52020 & 6 B 28 Hifg , mPaaS {E1E4EP 10.1.32 E&, i5#F 10.1.68 5 10.1.60 R5IELZL, AJL1£% mPaaS 10.1.68
FHR1ERT 8 mPaaS 10.1.60 FHEIERT 1 TELEIRAF R,

MEXBEZEEFinSIRFZIHIORR , ERimETMIREREaRSEO. BdERMX , Sl LASCHLATE
A9 :

- BESSRENAR |, IEEFIENRS I BIET.
- MRRSIHNZFIHEN 7T —8HED | TTHRSIHENERRIBHSHEEFinER.
- X9 RpcException H{TH—HISELMIE | SEXNHFIE, toast [HEIES.

RIS [RE AAR A, mPaaS Inside A 1 B4 ( Portal&Bundle ) AN =GR
ESY

- HXRFREYE AAR ARVIEN |, TELL 18 mPaaS iRINEIIRE .
. &3XF mPaaS Inside AUEN |, E5c5emk mPaaS Inside EENGRE .
- ERFEEMMEEEN | B BEMENTE .

&N SDK

SB21m



V20210430 B3N potasoc i

JR4E AAR 5=
2% AAR BMEIR | BT AHEE (AAR) EIRESTRE BaRX At

mPaaS Inside 5=,

EIEPEY BHEE w5k BalkixX A,
BEZER  B5F AN .

4844k, ( Portal&Bundle ) A=

£ Portal #1 Bundle Tf2shiEid HHERR <3 BaIRX B4,
Eg{nlu 1 1% d’% %’}Eiﬁﬁ:ﬁ@ﬁ °

#%a4E mPaas
NERIEMEA R4 AAR 2 5 mPaas Inside A , EEEYIMAL mPaas,

public class MyApplication extends Application {

@Override

protected void attachBaseContext(Context base) {
super.attachBaseContext(base);

// mPaaS ¥t EEIRE
QuinoxlessFramework.setup(this, new IInitCallback() {
@Override

public void onPostInit() {

// WEAZFR mPaaS BEE#IIRH5TH . mPaaS HEXERAEXNMEEEHT
}

i

}

@Override

public void onCreate() {
super.onCreate();

// mPaaS %514

QuinoxlessFramework.init();
}
}

&R% RPC 55

% App EREIMXIEFIGENEEIRSE . A mPaaS =58 , NSk EEIRSERE > Ba
X > API &8 > £pfCF8 | THEFIRAY RPC 3. FMIRIAS N Bakx > HE%J#‘E = fER3E.

T8I RPC URBLEANT , 838 RPCECE. request 1REYF] response 1&HEY,

5822



V20210430/i5NF% potasoc i

-

¥ model

Accountinfo
£ Userinfo
£ Vipinfo
l"" L1 request J
T—GeﬂdGetFieq
€ PostPostReq
£ Commoninterceptor
£ RpcActivity
(= RpcDemoClient )

&R RPC

EFim&e PRCIEA. RERGI0TF

// 3RBR client SE71

RpcDemoClient client = MPRpc.getRpcProxy(RpcDemoClient.class);
/] REEK

GetldGetReq req = new GetldGetReq();

req.id ="123";

reg.age = 14;

reqg.isMale = true;

// & RPC iF3K

try {

String response = client.getldGet(req);

} catch (RpcException e) {

// b3 RPC iEKFE

Log.i("RpcException”,"code:" + e.getCode() +" msg:" + e.getMsg());
}

RPC HERESS—IBIY RpcException HillH3E , ATHRYE RpcException BY code ERIBMHMHIENALME |, FEIRIDIFE
S0 P RLEERIDEA .

e
- REE=5
- PREEERESIREA
- BIRERTIE
4.1.2 #HiiErs
RIxIFeaIMR RPC $=8=8. RPC i53kLAK RPC Cookie RIIREiHITIRAA.
RPC =&

EWSFAT , MREFRLER FREEFIEFHIINSER (EZERMSEK , FIDOnEREERO , SE5RA

5823
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) . AJLABIE RPC $=#;885CH1.

I R=REE

public class Commonlnterceptor implements RpcInterceptor {

/**

* RIEEEL &% RPC ZRIENE,

* @param proxy RPC RIEN}%:,

* @param clazz rpcface 1&842E | @Y clazz SEETLAFIKTZETERBAIEHA RPC fRE1ZE
* @param method 23g7 RPC JERERNTE.

* @throws RpcException

* @return true FRAREEA AT | false FhlTETIERK , M RpcException , $&iRA3 : 9,
Wi

@Override

public boolean preHandle(Object proxy,

ThreadLocal<Object> retValue,

byte[] retRawValue,

Class<?> clazz,

Method method,

Object[] args,

Annotation annotation,

ThreadlLocal<Map<String, Object>> extParams)

throws RpcException {

//Do something...

return true;

}

/[ EEEE - &S RPC pIhZ fFEENA.

*@return true FRRPLEEE THT , false FRRFEIZETEX , fH RpcException , 5= : 9.
Wi

@Override

public boolean postHandle(Object proxy,
ThreadLocal<Object> retValue,

byte[] retRawValue,

Class<?> clazz,

Method method,

Object[] args,

Annotation annotation) throws RpcException {
//Do something...

return true;

}

/**

* BEEE &R RPC KM Z /SR,

* @param exception F=Z8] RPC HEFE.

* @return true XNEHRIRESLA EHE | false TRAEMHFE | [EFIRE] , [&BEHSEK , YZ2IRE false,
W

@Override

public boolean exceptionHandle(Object proxy,
ThreadLocal<Object> retValue,

byte[] retRawValue,

Class<?> clazz,

Method method,

5824
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Object[] args,
RpcException exception,
Annotation annotation) throws RpcException {

//Do something...
return true;

}

}

FERH=ERR

TEIELRIEEMITEF | ¥ISAHL RpcService BT, =888 2K | gD -

public class MockLauncherApplicationAgent extends LauncherApplicationAgent {

public MockLauncherApplicationAgent(Application context, Object bundleContext) {
super(context, bundleContext);

}

@Override
public void prelnit() {
super.prelnit();

}

@Override

public void postlnit() {

super.postlnit();

RpcService rpcService = getMicroApplicationContext().findServiceByInterface(RpcService.class.getName());
rpcService.addRpcInterceptor(OperationType.class, new Commonlnterceptor());

}

}

®RE RPC iBERL

£ MainActivity 2809 initRpcConfig J5iE&% , iI%E RPC iE3kk, BARSE DA,

private void initRpcConfig(RpcService rpcService) {
[/REERL

Map<String, String> headerMap = new HashMap<>();
headerMap.put("keyl","vall");
headerMap.put("key2","val2");
rpcInvokeContext.setRequestHeaders(headerMap);

}
i%8 RPC cookie
%8 cookie

BITARLLTEOR T RPC cookie €&, EHA , Your domain FIFIMIER X URL FIE— . LINEEE—
N/ ZBINRERA. 5120 , M%< URL A9 http://test-cn-hangzhou-mgs-gw.cloud.alipay.com/mgw.htm , HFA
Your domain N2 .cloud.alipay.com,

P3O R B
ANT GROUP
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GwCookieCacheHelper.setCookies(Your domain, cookiesMap);
8& cookie

B AL TMEOBIRIFBFRIRERY cookie,

GwCookieCacheHelper.removeAllCookie();

4.2 FEN i0S

4.2.1 70 SDK

AN B TREEE N FEEENE] i0S ZF i,

MR ASTISET mPaaS 1B EAN. ETEETERMER mPaas iEHEANURET B TERFEH
CocoaPods A=MIEAS. EAILUSE BABANE | RIECRI S EREESEEASR.
ESY

NINREEIMSE SDK B , FRRE TSR LA TR ¢

1. #ENTFEZE mPaaS :
- EF mPaaS {EZREAN
- EFEBTEBFEA mPaaS fHEHHEA
- EFE8I%EB#HR CocoaPods EA

2. 5INFTF 1EKINEE PITERER R yw_1222jpg :
- OB TE 1 PR, TREYSEMERTERER R | BEIIMEE.

- E/Z : 2% mPaaS Tﬁ# > SR e R ER A EEE?EZ:F@%{%%EEIH

e0e ) Bl Fortal ) [l iPhon Portal: Ready | Today at 9:22 PM {3
B EHRQAAS =0 @ #L By Portal <ar
v [B Portal M General | Capabilities Resource Tags Info Build Settings Build Phases Build Rules
<) README.md e
» [ Portal + O o

& Portal
| Products -

>
» || Frameworks
v MPaaS Portal a| yw_1222.jpg ...in MPaaS/Targets/Portal
& mpaas_sdk.config
¥ [7] Targets
v [ Portal
h) Portal-mPaaS-Headers.h
h Portal-Prefix.pch
» [7] mPaas

v .
TARGETS ‘Copy Bundle Resources (1 of 50 items)

» || Targets Support Files

0 SDK

HRIEERBIENTII | IBIERENASRIITE.

552610
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{85/ mPaaS Xcode Extension &
A XIEATF BEF mPaaS IERIEA = EFSAEITRAMA mPaaS HEHEN B9EASR.
1. &5 Xcode 3ZHaIN Editor > mPaaS > 4Ri8TIE , T RIETIETE.

BURDI R

BLRA: 10.1.68

BEIFRX SDWeblmage

o~ BTH. 1%, RPCERSTIEE Weblmage 5

BrhES TTTAttributedLabel
KRS FEFE - TTTAttributedLabel
/i

M cocoapods-mPaaS &t

AREAT BEFSEIREMA CocoaPods #EAN BHEANS.

B Podfile } No Selection

plugin "cocoapods-mPaaS"
source "https://code.aliyun.com/mpaas-public/podspecs.git”
#source "https://github.com/CocoaPods/Specs.git’

mPaaS_baseline '18.1.68°'
mPaaS_version_code 16 # This line is maintained by MPaaS plugin automatically.
Please don't modify.

platform :ios, '9.8°
target 'mPaaSDemo_pod' do

mPaaS_pod "mPaaS_RPC"

end

2. T SATHHUT pod install BIETSSAIEN.

R R

B27TH
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{3 SDK

4.2.2 5/ SDK

B : 52020 % 6 B 28 Hif2 , mPaaS {=1E4EF 10.1.32 B, 158 10.1.68 8 10.1.60 RFIELL. ALASE mPaaS 10.1.68
FH3ERa B¢ mPaaS 10.1.60 FHIER I TEEMRATT R,

RPC fHX1&EER9 APMobileNetwork.framework, MPMgsAdapter , #EFF{FH MPMgsAdapter FRRY#EE,
A5 |BEEE LA TS B ERBMX SDK :

1. ¥R KRR SS

2. 4 RPC {553

3. KIXiFR

4. iEREENERE

5. BEWY RPC $Z&;s8
6. FuEIN=

HIERRIKARSS
BRLAT AR RERSS -

[MPRpcInterface initRpc];

| BT TR

10.1.32 [RAZEABEERIN DTRpcInterface 259 Category 44 , FBIESSCINEEEM meta.config FRIEEEY
, AR ARBICE TP EEFE BRALE , REGEZMR. TEAFIRANZERAY DTRpcnterface 247
Category M 1%,
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% RPCDemo ; [l iPhone 7 Plus RFCDemo: Ready

B8 RPCDemo . ..; m DTRpcinterface+RPCDemo.m @implementation DTRpcinterface(RPCDemo)

¥ & RPCDemo M
> RPCDemo M
> Products
v MPaas

kil mpaas_sdk.config
v Targets
v RPCDemo
k4l meta.config
= yw 1222.jpg

h RPCDemo-mPaasS-Headers.h

L RPCDemo-Prefix.pch ?

> mPaas

¥ [ MPHttpClient DTRpcinterface (RPCDemo)

h DTRpcinterface+RPCDemo.h
m DTRpcinterface+RPCDemo.m *)ga'tewa\,rUFlL

> Resources

> Frameworks

*)signKeyForRequest:( *Jrequest

4% RPC {73
i—'"i App ERHIMKEHSENEERSE | BIA & kR RPC 8. BSERIESE LS .

EFRUEERR

=
I
1
)
[t

(]

w]

L
-

.f|||I
Al
ot

TERY RPC (UABEEHTANT -
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=

RPC IBRREF ATV . A{#EAFIEIEF MPRpcinterface $2EMIFEAZAMREN | BIESEBANELE

@ e ) /A RPCDemo ) W iPhone 7 Plus

BE QA © o &

v & RPCDemo

v RPCDemo
h| AppDelegate.h
m| AppDelegate.m
h| ViewController.h
m ViewController.m
v RPC
h RPCDemoAuthLoginPostReq.h
m RPCDemoAuthLoginPostReq.m
h RPCDemoCloudpay_accountClient.h
m| RPCDemoCloudpay_accountClient.m
h| RPCDemoDevicelnfo.h
m RPCDemoDevicelnfo.m
h | RPCDemologinRequest.h
m| RPCDemoLoginRequest.m
h RPCDemoLoginResult.h
m RPCDemoLoginResult.m
Main.storyboard
) Assets.xcassets
LaunchScreen.storyboard
Info.plist
[12) RPCDemo.xcdatamodeld
> Supporting Files
> Products
> MPaaS

=Sl

> >» >» >» >» > > > > >

RPCDemo: Ready | Today at F46:08

;‘I/ RPCDemo RPCDemo RPC ) m RPCDemoCloudpay_accountClient.m ) No Selection

#import
#import
#import

RPCDemoCloudpay_accountClient

—(RPCDemoLoginResult *) authLoginPost:(RPCDemoAuthLoginPostReq *)requestParam{
DTRpcMethod *method = [[DTRpcMethod 1 init];
method.operationType = 5
method.checkLogin =
method.signCheck =
method.returnType = B

[[DTRpcClient defaultClient] executeMethod:method params:@[ requestParam ?
requestParam : [ 113

« RPCDemoCloudpay_accountClient 3 RPC EZ&.,

- RPCDemoAuthLoginPostReq 9 request &2,

- RPCDemologinResult 3 response #&#Y,

BTSN

- (void)sendRpc
{

@try
{

block RPCDemoLoginResult *result = nil;
[MPRpcInterface callAsyncBlock: A {

RPCDemologinRequest *req = [[RPCDemolLoginRequest alloc] init];

req.loginld = @"alipayAdmin";

req.loginPassword = @"123456";

RPCDemoAuthLoginPostReq *loginPostReq = [[RPCDemoAuthLoginPostReq alloc] init];

loginPostReq._requestBody = req;

RPCDemoCloudpay_accountClient *service = [[RPCDemoCloudpay_accountClient alloc] init];
result = [service authLoginPost:loginPostReq];

}

@catch (NSException *exception) {

NSLog(@"%@", exception);

NSError *error = [userInfo objectForKey:@"kDTRpcErrorCauseError']; // SAENREIFM=E
NSInteger code = error.code; // SAENREIFMEEEIRG

}

} completion: A {

P3O R B
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NSString *str = @"";
if (result && result.success) {

str = @"ER/IN";
} else {

str = @"EREKM";
}

UlAlertView *alert = [[UIAlertView alloc] initWithTitle:str message:nil delegate:nil
cancelButtonTitle:nil otherButtonTitles:@"ok", nil];

[alert show];

i

}

A EfEA try catch EIRFE | SNXFENML | 1RIE SR =E0RE.
EREENKE

DTRpcMethod 79 RPC iERTEM A | iBR RPCIERINGIES. &8 REXREEER.

WRRIEERAT , AFREIE , AJLUG DTRpcMethod AY signCheck BHEIRE NO,

-(MPDemoUserInfo *) dataPostSetTimeout:(MPDemoPostPostReq *)requestParam
{

DTRpcMethod *method = [[DTRpcMethod alloc] init];

method.operationType = @"com.antcloud.request.post”;

method.checkLogin = NO ;

method.signCheck = NO ;

method.returnType = @"@\"MPDemoUserInfo\"";

return [[DTRpcClient defaultClient] executeMethod:method params:@][ ]I;
}

WNREEIZEBATATE , TLAEZE DTRpcMethod HY timeoutinterval [E14,

-(MPDemoUserInfo *) dataPostSetTimeout:(MPDemoPostPostReq *)requestParam

{
DTRpcMethod *method = [[DTRpcMethod alloc] init];

method.operationType = @"com.antcloud.request.post”;

method.checkLogin = NO ;

method.signCheck = YES ;

method.timeoutInterval = 1; // XN BRI EEE FimEEIMREIRIAE |, IRSikEcEATEN N EEEmRVS R
SRNREIRTE ; BOA 20s , RE/INF 1 BITERBAEGAME

method.returnType = @"@\"MPDemoUserInfo\"";

return [[DTRpcClient defaultClient] executeMethod:method params:@][ ]I;
}

SNERFEIZEONAIN Header , AILAER TE DTRpcClient B FRT5i%.

-(MPDemoUserInfo *) dataPostAddHeader:(MPDemoPostPostReq *)requestParam

SB31m
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{

DTRpcMethod *method = [[DTRpcMethod alloc] init];
method.operationType = @"com.antcloud.request.postAddHeader";
method.checkLogin = NO ;

method.signCheck = YES ;

method.returnType = @"@\"MPDemoUserInfo\"";

// X33OI header

NSDictionary *customHeader = @{@"testKey": @"testValue"};

return [[DTRpcClient defaultClient] executeMethod:method params:@][ ] requestHeaderField:customHeader
responseHeaderFields:nil];

}

- MRFENFBEOFI Header , AILISE T i=&Es RIER |, RAEEERVGISEI. BIAKH
VRN 2l AN
- checkLogin [BME/9EN session RILfERA , FEECSMKXIZHIGTOM , FUAIRE NO BIF,
BEEN RPC 2438

ETWSHEK , AJREFEE RPC RiXAT , 8¢ RPC AMESER/EHITRRIZIEE | RPC RHIZH==sH4t

TR,
SRS

BlEEI=#88 , FFSCHI <DTRpcInterceptor> HMYAYTT% , FISRALIE RPC EKAISAIERIRME.

@interface HXRpcInterceptor : NSObject<DTRpcInterceptor>

@end

@implementation HXRpcInterceptor

- (DTRpcOperation *)beforeRpcOperation:(DTRpcOperation *)operation{
// TODO

return operation;

}

- (DTRpcOperation *)afterRpcOperation:(DTRpcOperation *)operation{
// TODO
return operation;

}
@end

AR
ErEd EAREENT FEO |, AR ERPEMEE A FEERS.
HXRpcInterceptor *mpTestIntercaptor = [[HXRpcInterceptor alloc] init]; // BEX FI=#Es

[MPRpclInterface addRpcInterceptor:mpTestIntercaptor];

HoEnne
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RPC REtEZFEUEINEECEINGE | (FH55% URINEEE .
=S

- ToEARREE R
- POREERIGIRAA

4.3 H5 JS 4RI
Bai , 1R&S#5 App BIIRERSRF Y JavaScript (JS) iIBS#H74RA8. mPaaS iRt T #ahin Web 53
—— H5 &88 , H5 &ETF Android #1i0S Z  , EEHTEFIHIEN,
EEFIREAN HS A28 |, Ainal LR EHFERMX
- BESSRENAR | HEEFIRIRS R BRYER.

- NRRSBIHINZFimEN T —HAED | THIRSIHEINEMLIBHSHAEFinER.
- X7 RpcException H{TH—HISELLIE |, SXHEIE, toast [HEIES.

AE&H

#17 H5 JS JRI2ZRl , FHEER Android/iOS EFIRESZIEN H5 B8, BFWENTIESN A Android #
BAIOS,

&Rk JS K18

ERHMXEHEEN App EEIRSS/E | BIA@EEH &R RPC Y JS SDK = FimiER | FHiRBS
FCRBEERY .
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EFELEEM X
* APl 3#H: mpaas_app

Platform: (®) Android i0S IS

PackageName:

BRSNS APL, IRIBLERVROSE , EREREI MRIRIES

var params = [{
"_requestBody":{"userName":"","userld":0}

1

var operationType = 'alipay.mobile.ic.dispatch’

AlipayJSBridge.call('rpc’, {
operationType: operationType,
requestData: params,
headers:{}

}, function (result) {
console.log(result);

N
Alimm 2 AE RPC iY , SEZER LEAVEN , ENBARINEKRSE.
¥ RPC 0
JS @R RPC B9757590F -

AlipayJSBridge.call('rpc’, {
operationType: ‘alipay.client.xxxx’,
requestData: [],

headers:{}

}, function (result) {
console.log(result);

N
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- S¥ukeE

s s =77 | mum ik

operationType string N RPC RSB

requestData array N RPCIEKISE , FEFFARSIRIEEN RPC EOBTHEIE

headers ;iictionar Y 0 RPC iEKiZER headers,

gateway string Y gléipay X [ZESckl

compress boolean Y true BAIF request gzip [E4E.

disablelimitVie | poolean | v false RPC RIS HRBRTRT R AL L E s — IR,
. ERER

Z=R Sl R

result dictionary RPC IIRIAILER. IFFEEMINFFERESHEMAN— N FHELEN | key 9 resData,

fHI=AS

HihS 3%

10 LB IR,

11 BT,

Hith F mobilegw [IXEENX.

5 BNESS IR

5.1 [RinSRA e HAA

BRI AARSS IR HTTP IRSZERIGIEINEE | REMNNXIIRS WIVEEZ ST,

- FERKREFIEFFERE— APl DANERRIE | BalMXSI 2o BEmATE— APLiEReIEE
BER  ERERNATAATENXKEH S,

- IRBIENERFHERE | WRERIBRETAMERITE | LESKEINSERE 2, LUEH

WS RESGIE

SR

BT EE R IRFE Request B9 Header &, Header Key 3 X-Mgs-Proxy-Signature,
APl SEFECER B5H Key AI SRR D FBRENARRIZHEXILA Key , Header Key J3 X-Mgs-Proxy-

Signature-Secret-Key,
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WET*E

BRINSEIE

String stringToSign =
HTTPMethod +"\n"+
Content-MD5 +"\n"+
Url

« HTTPMethod : ©KER) HTTPMethod , % PUT &} POST £,

Content-MD5 : i3k Body 9 MD5 &, HESEXNT :

o # HTTPMethod 3F PUT & POST Zz— , M MD5 AZ=ZF/HE " ; BUHITE L,
o HiAKE Body H Body 5 Form RE , ] MD5 AZ=ZFFFE " ; BUHRITE=E.
o FRLLTARITE MD5, HA, 24i53K7 Body Y, bodyStream AFFFE "null",

String content-MD5 = Base64.encodeBase64(MD5(bodyStream.getbytes( “UTF-8" )));

iR : BIf&E content-MD5 AZTFERFER ", IIE5E59H content-MD5 [SEAVIRITRF "\n" HABEEHE
, BN SR hSF/ELERED “\n” .

Url : B Path, Query LK Body #fY Form 2#B%Emak, RIRBERIE
http://ip:port/test/testSign?c=3&a=1 H Form FIRISEHN b=2&d=4 , BEELEUT :

o $KBY Path : Path 2 ip:port ZJ5. ? ZBIHIERS . WHIHRRRS /test/testSign,
o HigK Query #1 Form 28i598= , W url B3 Path ; BRUHITT—E.

o HHESEL. 18 Query H Form FRRISHURIE Key 1RIRFHFHIR | AEHHE
Keyl=Valuel&Key2=Value2&...8&KeyN=ValueN, W{FIFEI/I a=1&b=2&c=38&d=4,

5488 : Query 8 Form ££4#9 Value AJgEEZ1 , REE— Value BI7],
o 3% Url, Url J3 Path?Keyl=Valuel&Key2=Value2&...&KeyN=ValueN, IHf5IFEI/
/test/testSign?a=1&b=28&c=3&d=4,

Ll 2531

XA MD5 &ixle%

String sign ="xxx00xx";//FBENRRAES RIS Z
String salt ="xxx"; //MD5 Salt

MessageDigest digest = MessageDigest.getInstance("MD5");
String toSignedContent = stringToSign + salt;

byte[] content = digest.digest(toSignedContent.getBytes("UTF-8"));
String computedSign = new String(Hex.encodeHexString(content));

P3O R B
ANT GROUP
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boolean isSignLegal = sign.equals(computedSign) ? true : false;

KA RSA EiE0%
String sign ="xxxxxxx"; //FEERRAET RATE S
String publicKey ="xxx"; //FsIR&H] RSA 2258
PublicKey pubKey = KeyReader.getPublicKeyFromX509("RSA", new ByteArraylnputStream(publicKey.getBytes()));
java.security.Signature signature = java.security.Signature.getInstance("SHA1IWithRSA");
signature.initVerify(pubKey);

signature.update(stringToSign.getBytes("UTF-8"));

boolean isSignLegal = signature.verify(Base64.decodeBase64(sign.getBytes(""UTF-8"")));

5.2 [RSBENSTE

IS RETXIEERL 7 X SPI RS , W0XI7MEEE mpaaschannel 5 dubbo 258! APl [RBENISZ RS, XIF

{5 HTTP API O S RATFERILMY,
---------
: 1. SEMARS

3. RIS :
7. PR 8. MABARER |
2P R > % RS R R R R S 7oy T

! A 5 !

‘. L e '

5. HERRETIRR ¥ >, jEFEapPNAMOHIENARSS
i EREFIBRID
6 AMBOWAI e SISO (ORI D

FINRXZHE
FEIREKE pomxml XEFSINMTZHE ( ERIZECEZEKH , B2 ) .
HIYKEPEES B |, BIRIELIREELERLAY API 228 | 1%5E MPC. Dubbo. HRPC &% TR {Kif,

WBER : SINMKERET , BEIAGSER T Maven ELE. #1580 & Maven ,
ERHRB

<dependency>
<groupld>com.alipay.gateway</groupld>
<artifactld>mobilegw-unify-spi-adapter</artifactld >
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<version>1.0.5.20200930</version>
</dependency>

<dependency>
<groupld>com.alipay.gateway</groupld>
<artifactld>mobilegw-unify-log </artifactld >
<version>1.0.5.20200930</version>
</dependency>

<dependency>
<groupld>com.alipay.hybirdpb </groupld>
<artifactld > classparser</artifactld >
<version>1.2.2</version>

</dependency>

<dependency>
<groupld>org.apache.commons</groupld >
<artifactld>commons-lang3 </artifactld >
<version>3.5</version>

</dependency>

<dependency>
<groupld>com.alibaba</groupld>
<artifactld > fastjson </artifactld >
<version>1.2.69_noneautotype</version>
</dependency>

MPC {%ki

<dependency>
<groupld>com.alipay.gateway </groupld >
<artifactld >mobilegw-unify-spi-mpc</artifactld >
<version>1.0.5.20200930</version>
</dependency>

<dependency>
<groupld>com.alipay.mpaaschannel</groupld>
<artifactld>common</artifactld >
<version>2.3.2018071001</version>
</dependency>

<dependency>
<groupld>com.alipay.mpaaschannel</groupld>
<artifactld >tenant-client</artifactld>
<version>2.3.2018071001 </version>
</dependency>

Dubbo &

<dependency>

<groupld>com.alipay.gateway </groupld >
<artifactld >mobilegw-unify-spi-dubbo </artifactld >
<version>1.0.5.20200930</version>
</dependency>

<dependency>
<groupld>org.apache.dubbo</groupld>
<artifactld>dubbo </artifactld >
<version>2.7.8</version>

</dependency>
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WiBH : dubbo BEFERRERE , 7E(FF dubbox ( AF#E ) .
HRPC i

<dependency>
<groupld>com.alipay.gateway </groupld >
<artifactld >mobilegw-unify-spi-hrpc</artifactld >
<version>1.0.5.20200930</version>
</dependency>

<dependency>
<groupld>com.alipay.gateway </groupld >
<artifactld >mobilegw-unify-registry </artifactld >
<version>1.0.5.20200930</version>
</dependency>

<dependency>

<groupld>hessian</groupld>
<artifactld>hessian</artifactld>
<version>3.3.6</version>

</dependency>

TR k38

<dependency>
<groupld>com.alipay.gateway </groupld >
<artifactld >mobilegw-unify-spi-sofa</artifactld >
<version>1.0.5.20200930</version>
</dependency>

EM RS EOFLH

RV SES TR |, BN IRSSEO : com.alipay.xxx.MockRpe ; FRHZIZEIAISCIN com.alipay.xox.MockRpcImpl,

BA
- TEENFHIANSREEN I VO , [FHIRIISEL , SALAE VO NS4y , mASEE 5 &A=
&=
- RSEOENAERE , B2 WSEOENAE .
TEX operationType

FEARSS EEORYTTIE LARIN @OperationType jEf# , BN ARMIRSZHIEOIZFR. @OperationType B=PSEIAR

- value : RPC JRSSHIME—IRIR , XN BR F=mals. =5 Fr=m 24E,
- name : EOPNEZFR,
- desc : EZOHHAR,
iBA
- value EMXALBE— , REENFH , SUTseFEMSSHRY value BE—H , SEFTIEA T
ARSS.
- NETHP |, BEVIESTE @OperationType FI=1NFER,
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)

public interface MockRpc {

@OperationType("com.alipay.mock")
Resp mock(Req s);

@OperationType("com.alipay.mock2")
String mock2(String s);

}

public static class Resp {

private String msg;

private int code;

// ignore getter & setter
}

public static class Req {
private String name;

private int age;

// ignore getter & setter
}

iEfR API BRSS

B RIXIRALAY SPI & , e XIFRY AP RSSIEMBHEEAIEM L,
$EHf MPC API S5

i MPC API IRSSFHRZIN TS

- registryUrl : IZEJNEMPORIMENE | HEXSRRGEM OIS 116.62.81.246,
- appName : iZ{EAWSSTHRINARE , 5 APL SHZEE,

- workspaceld : i FRTREIRERY workspaceld,

- projectName : N ARTEFEFH projectName , 5 API 54HERY Project Name #8[E,

- privateKeyPath : 7Z/ RSA FA$HHY ClassPath , 5 mpaaschannel B ZiEER ATRESIEM,
- ¥ETE: IETE /META-INF/config/rsa-mpc-pri-key-{env}.der §1 , {env} AARREIRIEAE |, 40 dev.
sit, prod .

EENH

AEIREAMGRES S NMEMISii=RE ABEE > EOFH > BE | ECEFARXIMNAY RSA 2R,
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o BORERE

@ mPaasiEERSABHFLE, ATEORANMNEOEERN.

RSA204BHE: Witk public key not set!!t i

* the way to generate key pair
* #ifff Generate a 2048-Dit RSA private key

* $ openss| genrsa -out private_key.pem 2048

* i Convert private Key to PKGS#8 format (so Java can read it)

* $ openss! pkee8 -topks -inform PEM -outform DER -in private_key.pem -out private_key.der -nocrypt
* ###i Output public key portion in DER format (so Java can read it)

*$ openss| rsa -in private_key.pem -pubout -outform DER -aut public_key.der

* i change to baseB4:

*$ openss| base6d -in private_key.der -out private_key_basedd.der

= $ openss| bases4 -in public_key.der -out public_key_base64.der

* #i##f remember 1o clear the whitespace ehars and line breaks before submit!tt

RSA RFASRRYTSIEINT , HpRiPEEHIE LERE | FAANMERIRN AR ${privateKeyPath) FRECE :

* the way to generate key pair :
* ### Generate a 2048-bit RSA private key

*

* $ openssl genrsa -out private_key.pem 2048
*

* ### Convert private Key to PKCS#8 format (so Java can read it)

*

* $ openssl pkcs8 -topk8 -inform PEM -outform DER -in private_key.pem -out private_key.der -nocrypt

*

* ### Output public key portion in DER format (so Java can read it)

*

* § openssl rsa -in private_key.pem -pubout -outform DER -out public_key.der

* ### change to base64:

*

* ## ERRROTATE | RiRN AR ECE

* § openssl base64 -in private_key.der -out private_key_base64.der
*

*## ERIAE | EESE EOER PERE
* $ openssl base64 -in public_key.der -out public_key_base64.der

*

* ### remember to clear the whitespace chars and line breaks before submit!!!

spring A,

7EXIMZ bundle B9 spring EEEX{4 , FEAE NIFAIARSSHY spring bean,

<bean id="mockRpc"class="com.alipay.gateway.spi.mpc.test. MockRpcImpl"/>

fEXIRL bundle B9 spring EEEX 4 , FEAREIRSSH starter bean,

MpcServiceStarter : 1Z3EOSEFTAT™A OperationType Y bean 1&id mpaaschannel tHSGEMEHRE
TERGEMAFC,

BA1m
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<bean id="mpcServiceStarter"class="com.alipay.gateway.spi.mpc.MpcServiceStarter" >
<property name="registryUrl"value="${registy_url}"/>

<property name="appName"value="${app_name}"/>

<property name="workspaceld"value="${workspace_id}"/>

<property name="projectName"value="${project_name}"/>

<property name="privateKeyPath"value="${privatekey_path}"/>

</bean>

spring-boot 5=

spring-boot [ spring AFR E—#F , REIFMIIASO0ERNAR | ARBCE xml X4,

BLERERISTN , e XRIBRSSEAMAL bean :

@Service
public class MockRpcImpl implements MockRpc{
}

LUERRRYSTN | EXREEIRSSHY starter :

@Configuration

public class MpaaschannelDemo {
@Bean(name="mpcServiceStarter")

public MpcServiceStarter mpcServiceStarter(){
MpcServiceStarter mpcServiceStarter = new MpcServiceStarter();
mpcServiceStarter.setWorkspaceld("${workspace_id}");
mpcServiceStarter.setAppName("${app_name}");
mpcServiceStarter.setRegistryUrl("${registy_url}");
mpcServiceStarter.setProjectName(" ${project_name}");
mpcServiceStarter.setPrivateKeyPath("${privatekey_path}");
return mpcServiceStarter;

}
}
EE MPC B

ATETHER> , TRIEERE MPCHBXHBE , THELAL log4j ECEAF

<l-- [MPC Logger] tenant link , icR#EE£ , settings (58 -->

<appender name="MPC-TENANT-LINK-APPENDER"class="org.apache.log4j.DailyRollingFileAppender">
<param name="file"value="${log_root}/mpaaschannel/tenant-link.log"/>

<param name="append"value="true"/>

<param name="encoding"value="${file.encoding}"/>

<layout class="org.apache.log4j.PatternLayout" >

<param name="ConversionPattern"value="%d [%X{remoteAddr}][%X{uniqueld}] %-5p %c{2} - %m%n"/>
</layout>

</appender>

<l-- [MPC Logger] iIER—MNAtEXAIEE (BF—Jtenant stream <-> component stream) -->
<appender name="MPC-STREAM-DATA-APPENDER"class="org.apache.log4j.DailyRollingFileAppender" >

58420



V20210430 B3N potasoc i

<param name="file"value="${log_root}/mpaaschannel/stream-data.log"/>

<param name="append"value="true"/>

<param name="encoding"value="${file.encoding}"/>

<layout class="org.apache.log4j.PatternLayout" >

<param name="ConversionPattern"value="%d [%X{remoteAddr}][%X{uniqueld}] %-5p %c{2} - %m%n"/>
</layout>

</appender>

<l-- [MPC Logger] tenant H&& -->

<logger name="TENANT-LINK-DIGEST"additivity="false" >
<level value="INFO"/>

<appender-ref ref="MPC-TENANT-LINK-APPENDER"/>
<appender-ref ref="ERROR-APPENDER"/>

</logger>

<l-- [MPC Logger] component H& -->

<logger name="STREAM-DATA-DIGEST"additivity="false">
<level value="INFO"/>

<appender-ref ref="MPC-STREAM-DATA-APPENDER"/>

<appender-ref ref="ERROR-APPENDER"/>
</logger>

7EAR Dubbo API fRS

7Eff Dubbo API IREZFZUN TS :

- registryUrl : IZ{EJEMAORIMBIE,
- appName : ZEAWSHHNNEE , 5 APl 5EEER.

spring 754

EXIRZ bundle BY spring BCEf4+ , FEREE X IFAIIRSSHY spring bean :

<bean id="mockRpc"class="com.alipay.gateway.spi.mpc.test. MockRpcImpl"/>

IR bundle B9 spring BRE X4+ , FEAREIRSHI starter bean —DubboServiceStarter , 1%3%
A& FrE™A OperationType A bean 1&@iZ Dubbo WMYEMEHEERYEM L.

<bean id="dubboServiceStarter"class="com.alipay.gateway.spi.dubbo.DubboServiceStarter">
<property name="registryUrl"value="${registy_url}"/>

<property name="appName"value="${app_name}"/>

</bean>

spring-boot /5

spring-boot 1 spring AR E—#f , REIFMAARSFHENS , ABEE xml 4.

ELERITIE | BENBIRSSEMAL bean :
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@Service
public class MockRpcImpl implements MockRpc{

}
LU, | EXRERSSHY starter:

@Configuration

public class DubboDemo {

@Bean(name="dubboServiceStarter")

public DubboServiceStarter dubboServiceStarter(){
DubboServiceStarter dubboServiceStarter = new DubboServiceStarter();
dubboServiceStarter.setAppName("${app_name}");
dubboServiceStarter.setRegistryUrl("${registy_url}");

return dubboServiceStarter;

}
}

i+ HRPC API fRS5
7EA HRPC API RS HEITILNNESEL
- registryUrl : IZ(EEMAORIMENE | WHE,

- appName : ZEAWSHHNAR , HIE,
« serverPort : 1Z{E 9 HRPC RS SImmO |, 158 , BIA 7079,

spring 7A=%

FEXINL bundle B9 spring ECES4H , FRAE M IFAIARSSHY spring bean :

<bean id="mockRpc"class="com.alipay.gateway.spi.mpc.test. MockRpcImpl"/>

fEXIRL bundle B9 spring EEEX {4 , FEAREIRSSH starter bean,

HRpcServiceStarter : 1ZIEOSEE ™A @OperationType A bean j@id HRPC il EMERSERYE

i Sl

<bean id="hrpcServiceStarter"class="com.alipay.gateway.spi.hrpc.HRpcServiceStarter">
<property name="registryUrl"value="${registy_url}"/>

<property name="appName"value="${app_name}"/>

<property name="serverPort"value="${serverPorta]if}"/>

</bean>

spring-boot /5=;

spring-boot 1 spring AR E—#f , REIFMAARS0FHENS | FAHEE xml 4.

BLERITIE  BENAIRSS I EMAL bean :

P3O R B
ANT GROUP
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@Service
public class MockRpcImpl implements MockRpc{
}

LUERRRYSTN | EXREEIRSSHY starter :

@Configuration

public class HRpcDemo {
@Bean(name="hrpcServiceStarter")

public HRpcServiceStarter hrpcServiceStarter(){
HRpcServiceStarter hRpcServiceStarter = new HRpcServiceStarter();
hRpcServiceStarter.setAppName("${app_name}");
hRpcServiceStarter.setRegistryUrl(" ${registy_url}");
hRpcServiceStarter.setServerPort(" ${serverPortalisk}");
return hRpcServiceStarter;

}

}

%8R : HRPC EARAYFMFIOA ZK |, #EEaTLUE— & 24, FiESoE]. W “11.163.193.240:2181"
af “11.163.193.240:2181,11.163.193.230:2181" .

7Hif TR API RS
XA TR AP IRSBHZENT 1 NS#) -
- appName : ZEAWSHHINAR , HIE,

spring A3,

EXIRL bundle 89 spring EeEX {4+ , FEAEXIFHIRSSAY spring bean :

<bean id="mockRpc"class="com.alipay.gateway.spi.mpc.test. MockRpcImpl"/>

FEXIRL bundle B9 spring ECE 4 , FEEAZREEEARSSAY starter bean,

SofaServiceStarter : ZiEASIGFIE ™A @OperationType HY bean i&Eid TR MY EELS M XEH.,

<bean id="SofaServiceStarter"class="com.alipay.gateway.spi.sofa.SofaServiceStarter" >
<property name="appName"value="${app_name}"/>
</bean>

spring-boot 5=

spring-boot [ spring AR E—#F , REIFMIASO0ERNAR | FARBCE xml X4,

BLERERISTN , e XRIBRSS I EMAL bean :

@Service

SB45T
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public class MockRpcImpl implements MockRpc{
}

LUEBIA T | EXEEIRSH starter :

@Configuration

public class TRDemo {

@Bean(name="sofaServiceStarter")

public SofaServiceStarter sofaServiceStarter(){
SofaServiceStarter sofaServiceStarter = new SofaServiceStarter();
sofaServiceStarter.setAppName("${app_name}");

return sofaServiceStarter;

SRl DASERE | B LUEIERXH T —RIIANRIE , HEXAI APl IRBXEFiRHITRE. BRNEEN i
fift API,

5.3 RIRAEENSEEFERER

AIXIRK R FERIRTERIHENZE | BIEIEEEE3E. MobileRpcHolder , LUK IKEEIRASAVEEFH TR,
SCHI=E(EETIRE
=EEER ISR TIE HTTP REURSS,

mobilegw-unify-spi-adapter.jar SChx_E 281 Java BIREGIERSS 5% | BlOperatioinType FRIEEMIGE. T
FERANIFES |, WS AT LA SPI B E N AUE=EES , NSy &,

MKHY SPI BEN T M=ELES : AbstractMobileServicelnterceptor 3HZ2Z5F] MobileServicelnterceptor [,

AbstractMobileServicelnterceptor

MobileServicelnterceptor FEIRME T I MNGL , 9 BIZE beforelnvoke, afterinvoke ( 3 RFEFN : —FIAS WSS
IR[E]AY Object ; B—Fh NS/ Object ERLAY JSON string ) . throwsInvoke 1 getOrder,
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v

A

beforelnvoke

I RS
ﬁlﬁiﬂull BETH
#2228 )
beforelnvoke |
I
ﬁlﬁjnull
BEERAE
‘ WEH RS ’
(uu%,%ﬁ/\ﬂﬁ% ﬁ\
Y

EHIEA

throwslnvoke

I

ZH 2B

throwslnvoke

EH A
afterlnvoke

AZH0bject

v
#3238
afterlnvoke

AZH0bject

!

EH A
afterlnvoke —

AZJydson String
|

= SEERHE

=238

afterlnvoke
A3 JfyJson String

o

N EERTR  EESREEEUT=MER M TR

FiEVERERD : BP beforelnvokeJ5i% |, iZEBIREE, —BiZAZANREUER AT , BBAMKIATERS
BAkIh | 1%?&;553*“%?2@%%% beforelnvoke 75i% , BIRTEKT AR SZHIGL  BEEANEEEEN
afterlnvoke /37%.

<

FiEVEARNG ¢ BD afterlnvoke J37%. afterlnvoke BFRFH , —FI NS5 Object , Bl 75IREIRINISR

T3EHIMFE © BD throwslnvoke 73i%, 1ZJTARBIREIE , FiBi=#gsrZ ZEBSmIT.
I HIREISHIER,

 ZIEREIRENE , EREEER N ZE ST | B—MAS) Object #HJ JSON
string , Z75=A LAMGEEE NRY JSON #iEFiRE]l, —BREEARAZ , BPAMKIAE=ERT | |
SRR RS,

a2
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MobileServicelnterceptor

MobileServicelnterceptor 24k7& 7 HEZRHY Ordered 1% , EkL , WS LMY= EZEIA T LUBISSEH] getOrderTi%k
EEHTINE , REREEN , FUTRILERHNS | IREAIEERX | PUTAIEREIE.

Edz ]

EIEECHIFEEEEZE |, YRR AbstractMobileServicelnterceptor 28 , B¢&SLHIMobileServicelnterceptor 3
Do

public class MyInterceptor implements MobileServicelnterceptor {

/*

SRR

method : BIEZ75H9755% ( @OperatioinType EXHITTiE )

args: —MIREA |, BIISHEEIMEANSEL , (EASENEEIETEEA LR,

FERRN LSS RIER T TSREELIR,

bean : BRNSSHHIEEOISLA,

RENEIGEA :

Object : AILAEF=EEFIREIENE | —BIREHEARAT , WNKIANAERZE | sifsBRERWLSEE
BT, BT Ehi=#ESAY beforelnvoke J5i% , HITHZEESFHY afterlnvoke 5%,

/)

@Override

public Object beforelnvoke(Method method, Object[] args, Object target) {
//Do Something

return null;

}

/'k

*SE5ER

*returnValue: IS5 5 REIFIRTSR

*He2#RELE

Wi

@Override

public void afterInvoke(Object returnValue, Method method, Object[] args, Object target) {
/ER  XBASRWSESTFIRERT Object

}

@Override

public String afterInvoke(String returnJsonValue, Method method, Object[] args, Object target) {
/ER  XBASERISESTHIRER object , d&HRMAAY JSON #&zLAY string

//AILAREFTHT JSON £

return null;

}

@Override
public void throwsInvoke(Throwable t, Method method, Object[] args, Object target) {

}

@Override
public int getOrder() {
/=R (BUER/) ) TIRER (FERK) .

return O;

P3O R B
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RILAYZE Myinterceptor , G%/J Bean,

« Spring Boot :
BERETZRINER @service,

@service
public class Mylnterceptor implements MobileServicelnterceptor{}

- Spring :
FEFECERT xml SUFBA,

<bean id="mylnterceptor"class="com.xxx.xxx.MyInterceptor"/>

MobileRpcHolder 5B

MobileRpcHolder /& mobilegw-unify-spi-adapter.jar FHRHHI— M EFSHRENSE | ZEEN T —MEKIFEFIMEX
=R REZERIENAT :

Map<String, String> session {£7Fi53kHY session
Map<String, String> header {RFBEKRAILZHEKEE
Map<String, String> context {RFMEBINETXER
String operationType {RFIRIERA] operationType

WSS SHIBRSS ( BD OperationType ) AR H , SPI fRBSIRIERM X ARUIERK MobileRpcRequest KiZE
MobileRpcHolder XEHEE., FEREAWSEHIRS 2 EXEEESBIER.

MobileRpcHolder BY4EAREIRAAEE MRS HIERITE | AREER.

WSS EALRIERERREXYER , XEERSMARUSHRSIET—EFE  mRREEPISR
SELERBIXEER. BERNRETLIBTI=#ES | 77 5EAREIER MobileRpcHolder RERIFAIE

SNo

LATIEIZ 1515888 MobileRpcHolder 2NfAIfERT.
Edz ]

XELMERFIFREN session J9ffl,

(&34 session,

BIEf=ERs | BIAIRESE LEVE=ER R0, TEUES ZEAR=E0

@Override
public Object beforelnvoke(Method method, Object[] args, Object target) {
Map <String, String> session = MobileRpcHolder.getSession();

SB49T
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session.put("key_test","value_test");
MobileRpcHolder.setSession(session);

}

XEEFRBIEM MobileRpcHolder FH session {58,

¥EEN session,

WSS EE CEXAIIRSS FRILFAE session 58,

@OperationType("com.alipay.account.query”)

public String mock2(String s) {

Map <String, String> session = MobileRpcHolder.getSession();
}

iS5 (40 header, context ) HI{EBAIEEUT AL

// 3RBX header FrE1ER

Map <String,String> headers = MobileRpcHolder.getHeaders();
/) XB ETFXERENRIBERTHNLETXER

Map <String,String> context = MobileRpcHolder.getRequestCtx();
// 3XKEX OperationType

String opt = MobileRpcHolder.getOperationType();

(EFRIEEIRTD
BHIMAXEECH—EBIRBAIGE |, 1 MXERDEA .
FEE LA BizException 6666 , IHEIREWVESHNRER , NAXSHIHNRE.

WMRBEEHIMEAEIRAT |, IREIEAEIRS , JLUBEHIE RpcException(ResultEnum resultCode) 3R#%Hl RPC
ER9tEIR | Ul resultCode = 1001 , RIREIEEEFinm “RBINRIAE" .

(=R

@Override

public String mock2(String s) throws RpcException {
try{

test();

}catch (Exception e){

throw new RpcException(IllegalArgument);

}
return"11111111";

}
BREX RS
ANRAEERBE MRS |, BBATEERLSTTERN R REEINERE.

WEHEREBHIERE | sRIREIAES 6666, ERIEFRKENIZIAES  BMANIRS HE | AoEmEmLsS
REINEGRE. ZFisRAETEZKE 1000 RSB, AoE@mREIREE.
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BIMEER | IRSinFIEFimIEF BARRERS | ARERRAWSTTIARER ( catch ) FFERIRE | KEE
MEERBEREREED. XFLSMEHSE |, WXtaiRE 1000 K. BREFREETREEE
. RN B E MIEIRAT.

6 EFEEHE

6.1 APl 5

API S34BB0 API /BRI , AILIREMMIRSSE. EREREMKRATR, ERsIRXHa eI TR
API 348 :

- HTTP : #& RESTful KUKEHY HTTP FRSS.

« MPC : NAB=HECE , mPaaS BRI RPC 1EZE , 5 VPC RIBRSSVEF.

- DUBBO : (XEB=AIHE , Apache Dubbo fg55.

- TR : (REB=AEE | 199&MR RPC 1E2E,

elEsA
1. %% APL 34 IEI-REH A APL 34H5IRA,

i Bl APl 94 2 , TERHARSEERESREER.

BIEE API 548 .
HEED: @ HTTP
* API$348: | api_group o
« BESMHE: | hitpy/example.org °
Zadatial: | sod .
8 A E

- NHEFREAIN
- YESEBY - WiE , 35 HTTP, MPC. Dubbo. TR ; Ee, Dubbo. TR {X{t
EE=FIH.
- API 534 : WE |, IRIEIRSH S RFERTIER,
- (ERIATE) : EE , REEREWSRARAVERATE , A=, BIAME : 3000
ms,
- HfthZREAIN
- BRSSHE  HTTP Wik |, AVSSESERT HTTP/HTTPS URL,
- Project Name : MPC WE , BRIABNERIFTRLERERT ProjectName,
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- A0 - Dubbo WiE | 2HF ZK SREFEEBIE,
- Bt TRIEE , BEEERK.

IHS7EE | - HBRE RIRER.

[Tii=wap':|
EEIMTRIEAR R EEEY |, TRHERIAY APL 4ERCE
- BCE HTTP H4E
- B2E MPC 948
- Bit& Dubbo 54 (XEB=THA )
- BB TROAE ((NEB=TH)

BB HTTP 54

ERESIZRT |, HEIREY HTTP 195348 |, TEEANRY #(E 5t Fi8 , B\ HTTP APL 4EIFIEIE.
mEALH X fTEESE. HTTP SEMEETINT ¢

ERES RIF B

- BRSSHahE : HTTP fRSSHY URL Bk,
- #BAIAGE) : =R , BAA 3000 ms,
- BARE | I'SEANMBWILARENSHD , i5FEZI. TS FinSaiamHes .
- INEEE | ERESBNEZE , 2B =32RF MD5 fl RSA BiE | T8 RIEIF MOBILEGW HIEEHE
i%.
- B5H Key : FinSRFERNZE Key , JLUIBEN.
- BIAREA | BInSEFERNES Value,
- HINEEXEE MDS B, FTLAEENY.
- LINEEER RSA BT, IBEIRERIAA.
- LINEEGEE MOBELGW AY |, i5AIEAMA4ER A RERIS,

EE MPC 542

ERESIZRF |, FEIREY MPC 954H |, EEANRY #B4E Fldhmds 8 , B\ MPC APl SRFERE. <
HA LA BN TEESE, MPC SENEEIINT :

- projectName : 4EFFEFEFHY projectName , BzhiEEY , Aalf&K.,
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- EAdRdE - SAfU=RD , BOA 3000 ms,

#cE Dubbo 548

A8 : FLE Dubbo HEREEE =TT,
ESEFIZET | 3BT Dubbo KIS , FEEAMIE 4 FIshSd ¥HE , 3\ Dubbo APl 4EHETE
. SRS B TERESE. Dubbo HEMEETIIT :

- SEMAs : Dubbo RS HVELE P,

- JERTEYE)  BU=RD , BOA 3000 ms,
BB TR 94

%A : BcE TR D EREEE =T,
EDBFIFRS , HEIREN TROSAH , EEAMR BE 7IhadE #18 , #H\ TRAPL SHFBERE. /T4
EBHBR AECESH, TR SENESIINT :

- EEEihE - TR IRSSAVEEMIE | B IP Flim 4R | imOASEERENAA 12200,

- EAdRdE : SAfU=RD , BOA 3000 ms,

6.2 APl ETH

6.2.1 jEff API

ZEA APL, = APLEER BRI APLSIERTA. EZREAS SIE AP | T8 HRIRIEHERZ N
API,

ERTLARINLATRERY APLIRSS . tRIEANEIZEELRT APL RS | GRS HI TR ATR(E
- HTTP API
- MPC API (X

- Dubbo API ({X
- TR API ({X

™0 HTTP API
&5 mPaaS I=H8 |, TRIATESEEM HTTP APL :
1. #EMNSIE | RE BERBERE > BaRx.

2.7t APl 18 17& ] , =i & APL,
3. 7 operationType 1= , MINE , | FHE 1232,

- operationType ZJRIFMEF] APP T API JRSSAIME—FRIA,

- operationType TEXHIN : B4R F=Rid. 7= 0. FF= @ 481E.

#=hn MPC API
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BR mPaaS =55 |, TS BERHEY MPC APL:
1 EEMSHE | Rt RRRSER > BaIRX.
2. 7£ APl €8 178 , i 8@ APL
3. 4Jik MPC |9 API 2£2Y,
4. EEXINAY APL 5H, £ APL 3EH , WIREXZIRY API FIRFIARFETMAY APL RSS.
5. M PRE 1232,

510 Dubbo API
E= mPaaS 1=#l8 , TRLATEE R0 Dubbo APL
1. #EMSHIE | RE BERZERE > Brkx.
2. 7 APl €38 178 , M Bl APL,
3. A%k Dubbo Y API 28,
4. BEEIIRNAY APL 94H, 7E APl 4EA , MIREXZIRY APL 73R RHEEMAY API RSS.
5. Mk HRRE =#32.

™0 TR API
B3R mPaaS =G | SeRATEREEMEL TR APL

1L EEMSHE | R EERSERE > Bakx.

2. 7£ APl 8 173& I , =i 8l APL

3. Ak TR AY API 32,

4. JEFEXINAT APL 534H, 7£ APL 348, MIREXZURY API FUZRPIGZEFE LMY AP IRSS.
5. R FRE 1252,

6.2.2 Ec & API

iThR AP IRSSIE | BFEEHITRRECEZ R APL IRSS | JTHRE HTTP X2 APLIRSS. RE APLIRSSIK
TN FHE AR, EFREFNFHE HTTP 3£2T APL

FFIES
APl EELA TN RBISEBCE
- EfSR : API &R, BOWA. BARSS , FAEZEN AP RESEFESFENEL.
- BREE /RS, ETag B17. BITEE,
- header iRE : WXSIFHFAEEKRIIsEMER header,
- [RIRECE . X APLEREETIRIES.,
- BEEE . B1F APLREL , RS RFEES.
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- BHIRE  BERSERE. WNIRES , WINECE )Y HTTP S840 APL IRSS4FE.

RTEFENSENAREENN , bl LREREER,
BIEPR

FFCE APL, STRLATEER ¢

1. &% mPaasS =Hle , EEMSH: | mE EERSEE > Baikx,
2. 7£ API 7R | IEFEFCER APL BFR , mER(FIe) BB , #\ APLiFIETTHE.

3. 7ELAT APL AREIRECEXEY , mE B8 THENSHNRE. BRNERETTE 2 T5H k&

=5 .
< APIffS

< Com.mpaas.

ERifER B

AP BER:  BEDETFIE mOER:  EE BB mpsss app

AEAR:  GET BXEE:  UTR8 &k Path:  /get

EREE fEE

EEES: T Fif JSONP: 5

BEEREms):

header 25 =1
fiva=4 ESiil headerKey value
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RREE e
IRRER: =& BiRE: 1/

PRIRMERE: | “result™ | "data” | "success” "true”, “message” "TEEER "data™ [1}), "tips" "ok”, "resultStatus™ 1000}

EFEES =24
BREE =

BHiRE 53

ERSM EE Path FHIEFESEE] URL Query 231, SHEHRETSE—

BHER BHTE ESis) ZAE b=

pageNo Query String ERRE/R

4. R (/7 TRECE.

BEEER

EHitER

IRIEARIZEN APLIRSS | SRIEHERIAVSENE

- HTTP API

- API BfR : E |, iZ AP BUIROBTR | H{EEELHER.
- O - BIE , EIFE APLEA,
- BANZRS  WE , APLFTERS RS,
- 18K Path : W& , URL Path , BJ{#EF ${} B2 path 244, a0 : /pets/$iid},
- ERA  ME , 3F GET, POST, PUT. DELETE #1 HEAD,
- IRSUmWES : E |, UTF-8 8 GBK 8=,

- MPC API API 7R : E , 1% API BRI 8FR , HEEEHER. O « BEH , FiFMa0 APLiE
r. ARG : APl FRERVSES. #BOSE : APLIRSHSE. BOSBK : APL RSimEO.
- Dubbo API ({XEE=TH )
- APL %R : WiE | 1% APL FEORR , FHEREHER.

- O : %18, EiFEY APL A,
- ARG : AP FRERL SRS,

- BOSX : APL RS IHSIE.

- |O\IR : APL BRSSIm#RO.

- TRAPI ([XEB=TTA)
- API BFR : 48 |, iZ AP BUIRORTR | H{EEELHER.
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DB & ]
ANT GROUP
- BOEGA : i%E |, FiFmI APL IR,
- BAZS : APl FIERS RS,
- EEOFSE : APL REIRSE,
- BEOSHR : APl IR,
BRERE

- TERE  EREAHAREERE. HHE | BNEFIHEROSZHITREL,
- HEAYAYE) : IR ERSEAIATE , BUZR (ms ) . BALER | BOBHIRE > RAEIIRE > 2
7A 3000 ms,

- API Y . i%&$% APL ANANISIEEXK , BISNFEAERRRS , AEIURE 2000 tHRED, 1Y
MNECES I APL AN .

header g8
MK AEERRINEEMBR header, 7 header iIRE XI5, , md B8 HF NI FREEXE | Blah@ET
M Add STLURIN—&AN. B5NEE 8. 28, headerKey. value 71 #(E A NEM.
header 152 FF His
=3
= sm hesderXay e P

- & : Ak request header g% response header,

- %00 request header £BzN7E request F1E4N0 header , WSS ATLAES
MobileRpcHolder 3XEXiZ header,

- 0 response header £B#ITE response AN header , ZFimATLAM response %k
BXi%Z header,

. KB ERERENN (add ) S ( delete ) .

- I0 (add) : HI0—NAY header , WNRJFIBEKEHE header , NSHFIZAY header B

Mo

- #ER ( delete ) : HlER— header, ffifk header ATLAECE value BRILAARECE. 05REC
& value , BFARBETE vulue ITEIRY A SMIFR,

- headerKey : headerKey FTLAAMFE RFC EXHYEEFFTE |, B& http thiXHAVEE header Z45t

, Bt host, content-Type & ; tHARATLAE mpaasgw F45E header , Lbil operation-Type

- value : AJLAAEE=ZRFE,
- BE : HBR=281 header #IM,

IR 725 HTTP header B, 7REREAIRLIL *_" .
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FRREESERAER. RRE. R

- BRiAEARE
- XH : PR APLIEA.

- 28 SERKEEIRAE | EEEK.
- FRARME

B SHERIREGEIRARE (B %) . [RFESEEEETIER | BRke

- BRifiEnf
BRIAFRIARINIRLS : {"resultStatus™:1002,"tips""MEAS , HEEHIE")
ANTFREFIPRANANL , (EFEI TS -

{
"result”:" ==t AEFIMNAS SES==",
"tips":"ok",
"resultStatus": 1000
}
Hr,

- result JITEHIRINEAZELE , JSON 1870, R resultStatus 79 1000 RY , P imA SEULFER

WISEN

- tips NEFIAIPRIARIER. & resultStatus 79 1002 , SEULFEIRTRFEF.

- resultStatus JPRTURERIERE , BARNIBEESN MXERD .

EFRE
%17 APLROMEN , BARWVSSREES]. BIREESI APLERF .

SHiRE

WRAE : IWEROERT HTTP 288489 APLARSS. BIIBIS AL IEER APl THEERESH.

BHIRE

RRBM iZEHPath-PREIFESHHURL QueryEHl, SHEFRFRIER-

BUBM SHUE =B HHiME i

WMIEER iBiEE IS Ry
MIESRER:  String

IBREHIRE
- BB - WEH , SHRIRTR.

P3O R B
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WA : NERA Path 24 , BRIEBFRSIEK Path FEI—E. HI40 , Bk Path 9
/pets/$(id} , LLBTSELEFRNLA id.
- SHIE : WIE , ST Path 5¢E Query String .,
- S8R B, ANERAYSEEYE String, Int. Long. Float, Double, Boolean,
- BOAME : BE , SHHENAME.
- fER - SiE , SEEA.
MmN ZERIRE

W R EEERIREL BRI AY e E B E M AVEUEREL.,

6.2.3 API £

THE APLISNRERZE. RIECHI ST , T2 APLIS. ERESAEIN , EXENAED , FHISSNm
M SZAAZE!] API,

ThEEA

APL NIRRT TE MGS EESGERY APL i alfASN

1. BN APL A HERXEIEHEE , AEELSS APL B BECEHHKEX.

2. EPimARCIS Rl SS API B HUIEKET , MGS £1R#E AP IS ECE MiZiEk Header 5 Cookie &1
BRI SR Context BIASIERISS API B KBARTIEAL APL A |, 121 API A Server EERYE
Context FRISEIHI SRS,

3. AIREEETE , MGS 2515645 Principal iiINFEIBK Header & |, &34 RIH S5 APL B, 1N%E
Z7% . MGS £EEFREGER Principal , IREIENAIIERE.

Auth Server
Context
%ncpal

E - _

2000 Deined

Allowed
— Logic Server

Cache Principal

131 RE)
ANT GROUP
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ZE—
ZRFHMI session , BERESFTESIE D, BEGIEAT :
1. AR A BKRESRED |, ERMIE | m4ES1E ID ISEEEFRFEIDHINERFT |, sessionld:
{username:A, age:18, ..} , FFE A sessionld BIE i,

2. AP A BRI EEERIFNA0ED |, MEMIBERK Header H3REX sessionld , KIXEIFINES |, 1%
WNEFIRYE sesssionld NP HXEFTIREEIFFEER | 7B (username:A, age:18,..} IR[EIZ5MK

3. MXFIRTERID | 45 {(username:A, age:18,..} iNINFE Header & |, B &AIEREIFiRAINSS Server,

=2—
R—

EFiRET HMAC RO R | ZRIEUSENT ¢

1. AR ABRERINE . TA— token EIZ i , token=hmac(username+password) ,

2. BF A BR— N EETZENEGED , WF*M Header FI3KEY token , RIELSIENESR , BNRS
RIEBE—IE HMAC , IIRFFENIREIAF{EE {(usernameA, age:18,..} £5RIK,

3. MEFIRTERALDD |, 45 {username:A, age:18,..} iMIIFEIEK Header &1 , & IEXREGuHANSS

Server,
BIELR
1. B EEHGAN
1. &5 mPaaS =&, EENSMHE | R BERIRSEE > BaikX.

i RXEE 7%, £ APLEIL 75 |, Rt QIEREUT Bl CrErRAINIC RS IR +FEE
FUFREY I | EANRSRNECE A ¢

- BB  WE , EERNEETR,
- BRO5#ERO - B, BTFRIEEREUERAYEO.
- BET | REEFENANIEER,
- BETIL . WIFERNEFFERE,
BHHYKIR : iR AT BIPRRFER | EEATENIERSE , KPBERSHINER B
AT =ERAERK, :
- (VB : SEFTUE | header B cookie,
- FB  BHER.
IR WNRIFR APLIERETRISDRIRFERIRSE | G EE,

P3O R B
ANT GROUP
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ECE A

* WIHEH:

cookie v

AROnFEBFER

2. EXEEsEN

NREIHRFHRMAANEEIZON HTTP 228! |, EEBIEN APLBLE N POST i,
IERISHEER] , WERAEERFIFTR— Auth APL, 24 APl EEIHSNEZRAT , 218 Auth APL T
ERUES, Auth APIBIRENX. (IBRFONIRL ) BIELA AR

AuthRequest

public class AuthRequest {
private Map<String,String> context;
}

AuthResponse

public class AuthResponse {

private boolean success;

private Map<String,String> principal;
}

20761
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@PostMapping("/testAuth")

public AuthResponse testAuth(@RequestBody AuthRequest authRequest) {
String sid = authRequest.getContext().get("sid");

Map<String, String> principal = new HashMap<>();

principal.put("uid", sid +"_uid");

AuthResponse authResponse = new AuthResponse();
authResponse.setSuccess(true);

authResponse.setPrincipal(principal);

return authResponse;

}

iR :
HISUHENAINE R success FERIEN true BT , MXSIRIBEFRIEER principal (B8 , REE
principal {(SEABORIEKM header F , BEEIEHRISRFP. ZEprincipaltBFHFTEENT
Map,
HEOIERABINIRI A success FER{ET false AT , RIXEIR(E] 2000 $5IRED , EFinFBERYE 2000 48
NAYRIE | BlanseHERAE,

3. RGN

LIENFHINECESS | STLATE AP BCETUE R BHRECE > AP IR FEESRASAN , J9iZ API SRS

ab
BEo

TR EEF APLIEI , FR(R1E RIXETE T |, APL AR THEEFS

1. % mPaas =Hl8. AENSH= , RE BERSEE > BakX.,
2. A MXEE 7% | IR AP EEURHFE,

1% APl FEIE KGR ARStR , SHTIRIGSIE. BEMERIEK , MABEKBHEERRS. B, BREH
1848, ERSBIEIRIN S AYERIE N,

6.2.4 API BRift
API fRIFHEXSIE— AP ROSIEIEHTTIRG |, R SIEINEEIRSHFRES.
HIERH

EEARREKE | fRiRE RXEE UmE , API R TIREHS -

1. % mPaaS i=Hl8. AENSH= , R BERSEE > BaX,
2. Ris MXEE 7% | IR API R IS,

KFIULES
fRAECEBERAELL. RIE. PRIARAL :

556210
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- BRIAEERC
- KA : PR APL B,
- BE - SRARUKBRERRE | EEIEK.

- BRARME
RIEWSHRRESEAIRREIE (B4 . FRIENAEEEBEIER , BRI,

- BRI KL
PRIRECTABINERLS :© {"resultStatus":1002,"tips":"iEAZ , TEIERIZ")

INFBEFIPRAIBAL , £ TS :

{
"result":"==ttEHEFIME AR BIES ==
"tips":"ok”",

"resultStatus": 1000

}

Hep,
- result JOEFIAINIRIEEE |, JSON 18z, RA resultStatus 79 1000 B , BFiHASEULFER
LQhIE,
- tips HEFIHIPRIAIRTR. & resultStatus 5 1002 , B =FERIRR<FAF.
- resultStatus NPRIREIRILERS , BEASNIESN MKERS .
6.2.5 API &fF

BCE APLEETF(ER , &7 APLBYIBRL , BRI SSHRSEEN.
KTFIAES

APl EFEERNEIRIBREELL , SFEWASAIBAR , FrAEREEFR APL RN L HBRASRER
. EE8l cookie EIFBFEEIE. X EFIREREGETFINTIIE.

R SRS AR ENI R SL F37¥0 Pragma: no-cache SRR K AEIFZIR IR,

BIETR
1. EF mPaaS i=#le , AEMNSH:E , R BERSEE > BaX,
2. 7 APLFlIsRrh | IREREFCER APL BFR , RER(FFIhRY BCE , HA APLiFERE

3. R BFERE XEAY B8URE |, BEENM TN

SEHRE

+ EERE 23
4

SEREF . EOARES.
- BFE - EENEENE , B B
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- EFEE  BTEFNRESRAN. AT BN EXEFRE. mREIESES | BEE
Sluly =] N S = SEL EE é/%r] SEL
EFRERE
+ HRhiEETEEE
i
BEEE
TREE
X APLEKEAMXE . MASRIERERSERBUENAIEEE , (FAEEFNRE  HiEEANT :
BE £
$ RIS, BN : $.bar
[num] HERIpA |, e num 28, 130 : $[0].bar.foos[1].name
EMEAR , Fig0 : $.bar
[ ‘'key' ] B, fiEn : $[ ‘bar’ ]
$.header APLiERLNSS , FAFIRBUERLFIFER , 440 : $.header.remote_addr
$.cookie API 53K cookie 395 , FATF3KEY cookie Hf9{E , 54N : $.cookie.session_id
$.http_body G/ HTTP KBRGERIAANISR , FATIRBUERIAFITFE , 6190 : $.http_body.name
$.http_qs B8 HTTP KBSk HS , FBTFREBUEKRESE , fI40 : $.http_gs.name
A5

LIITSEREGRE9] , MBI PIRBRISR

URL:/json.htm?tenantld=boo

Header:
Content-Type:application/json
opt:com.mobile.info.get
workspaceld:default
appld:B2D553102

cookie:JSESSIONID=abcd;traceld=trace1000
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Body:

[

{
"key":"1234",
"locations": [
"beijing",
"shagnhai”

I
"language":"zh-Hans",
"unit":"c"

b

{

"demo": {
"name":"nick”

}

}

]

T BRFETRITH -

$.header.appld = B2D553102
$.cookie.traceld = trace1000
$.http_gs.tenantld = boo
$[0].key = 1234
$[0].locations[1] = shagnhai
$[1].demo.name = nick

6.2.6 API &)

API RIUEXITE— AP FUIREIEHTIERL (Mock ) |, LIRS ERIIBALEER,

£ MXETR > DIREFFK TWEFTF API Mock FFX.
BrPR
SERA TR EEBECE API Mock :
1. 5&8E APl S8 EINK > API ZISRIE(ESIRY 825 > API Mock,

APIEE APIZE BIEHREL APISHT RXEE
sanm Eaw
peration Type #®OS REER =2 R

com.sdsda.test HTTP.

2. 7£ Mock E2& TUH , oA TSEEE :
- API Mock : FF/& API Mock FF&,

- AN : HEUSZEF Bt #N.
- FINECE | BEAAIBESEEEE |, BYEE 0 ~ 100 (&,
- Mock #3E : Mock B9 API IR EEE,

P3O R B
ANT GROUP

E(EF APLRIUTNRE , FH5TAl

#RF

ER B ES
AAAAAAA
EE BE 1o

APISDK
[ 3F s
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Mock EaEEzlaIT ¢

{
"resultStatus": 1000,

"tips":"ok”",
"result”:"==LtHb Mok S EYE, BIHES =="
}

He,
+ resultStatus ANANZERES , BEAESNIES N MXERS .
« tips NIRRT,
- result BEFIAINIREWE , JSON 1=,
3. | B,

6.2.7 [@ API

B APl Bl SRERMEHAY APl BIEEEMIRAE,

BB
- MRERGRREN , RESBIRMNERFERN AP BE.
- FEE  SEINEEEFEEE.

BELE

1. Bx mPaasS zfle , HEMNSH: | RE EERSEE > Balkx.

£ APl B 13& I |, miE E% > @S APL

< [ API LU x|

BRI API

3. £ ERlfER 1= , IEFEENLRIARES APl EcERIEH) BiRME.

4. 1555% RPRERE
- CRESIREE | IR=RIIERY APl ECERIFAZE.

- SERXA : FEER APLRSE KA.
5. 7£ Ffi&k APL 1= | IXERFERLEHI APL
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6. Mt HE REAFFEEIE AP,

&R

BLAfE  SRREESSHIRT , BRRPRIEER.

6.2.8 SHKESA API

FMETHER APL BEEN AT HEAMEEEMNA | BaXIRSSHFESRINAER APLLL txt XHFAS
. B , EBATLUS AP ECESAFHNAZISREIMG. TEZEX APl SHMSNBFREAN A,

SH API
RBEFESHN APl , SHEBFRE APL XEXRIDAH. HIRRE—HEH.

WA : (NS HTTP 38989 AP,
BEEET -

1. B® mPaasS =#le , EEMSH: , mE EERSEE > Baikix,
£ APl €1 irE W , miE B > S APL

< BHAPI LN = |

© MREEEGHANAP, REAPKBHINMA, HRAE—F Gl . (UHFSHHTTPEROAPL,
Fffis APL

Ei% 17 B EH2HI7 R

LG PR RS #OE

()
/]
hnn
/]

3. £ sk APL = | IBIREESHAY APL,
4. |t RE IREATHASH APL, SHRY APLRIFEE— txt U4,

S API

ARERGHSEN | £ RE 5 BE T, B2iER RE (FASAKE,
BEPRE -
1. &% mPaasS =#le , HEMNSH: , mE EERSEE > Baikx,

£ APl €1 irE I |, m_d B > S APL
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< ZAAPI LLat]
@ HRIZNBTYE, HEREREARE: RRLHS, BIGZERNERE.
HEER
AppID: BESC457241710
M DEFAULTY
SANRE: () REQ #HEQ

I g I, Click ta upload

3. #IA AppID FIHRIMERBIER.

4. 5% SRR | B8 NEESCHREFEIPRITATRAIRE.
- (RE | SSANEESCERETRE  HRECHEE. HFSAKE.

- B SSANEESCARETRE  BXASAEE. BRCHikE.

5. i X L& | iR ESARY APL X4,

6. mii IE RSN APL. SARINE | 2ERSANER.
6.3 API iAF
6.3.1 API iUz

£ APL UK RRTK 2450 API RITHREME R B TelF. EidtfT APLIUIR (Test) , #£ API Test ESTAAEXEE

BIFTR

3% API 18 EI£ > APl 5IZRI8(ES) 8822 > APl Test , T4 FIRME :

< APl Test: com.mpaas.getArticleList

EREHIRE WARE body
« BRI B

EREBH [

) pageNo™: “ERIE/LE IR header

1 {4

Ll 3

+ 1E70 Header

131 RE)
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£ API Test TUES , FepklA TECE !
- EKREER | NFFTEMERMIEE, FI80 , mPaaS BEIMXAIAE RIS https:/cn-
hangzhou-mgs-gw.cloud.alipay.com/mgw.htm,
R ¢ HUERTEE /mowhtm , BUEKRSKMK.
- BRESH  ASEIRSBERSESIIEEE | RIS S XFEE,
- Header : &aTLUZFHIENN Request Header,

i W =8, ANEBRERIUTAIN TS
- AR body : AVS5IREIRINEREE.
MARL header : ELFERIKLIELIR AIS5IREIRT Response Header,
- Result-Status : B{ASN RXLERE .
- Mgw-Traceld : iZiEKHY Traceld , ATLURLLHITHERR 7.

EREHSE THAT body

{

+EREEE:  https//en-hangzhou-mgs-gw.cloud.alipay.com/mgw.htm

. i convert value of type ‘java.lang.String' to requ
*ERERL | [

pageNo™ "“EFREE/LT 1

1

IARE header

+ 1800 Header

6.3.2 £pB

B KIR AR API 192 Fim SDK IhgE.
KTFIAES

RE HTTP B89 API SZRFERAMR RS AR,
BIFETR

1 BELA TR ES T T EFmtiBRER &0
- B £ API DA FERF , RERGYIFREEFITRY £ %,
- B : £ APL B ir&E T |, mE5IER E758 SRS &4,
- BR= : £ APL B i7&8TH |, mEFIREBEIITH B > £RS &, ZAXAT
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A APL{XEE (3E APL SR {YEFRTF HITP kA

EFIRABEM X

* API4T4H v
Platform: (&) Android i0s Js

FPackageMName:

o

2. £ BEF U4 B0 | TR TERERE :
- API 9348 . IRIFFESERL SDK B APL 534H,

- Platform : i%#% Android. iOS & JS :
- FHi%#E Android , £ PackageName & , EEEEZFImIBHES ; EHE , B

NI com.client.service,

- HEEE 0S| 1E Prefix b, EEM—FIER ; EAE , BUARINEIS.

3. R $23% 4R API SDK = FimiER.

6.4 RIXETE

6.4.1 PIXEEETHEENA

MXEERSUATERE

TheEFF%

e RRERN , TLMRIESEEE M EsE XA/ API 18XI08E.
e

NEFIHEBHMANEKHTRS , LIEEARESNHRIERZSE | Bl F17F.
API Rt

XHE— API FUBRIEHTIRE , BASIEHRNEERSHMES |, BOA XM,
API Mock

XIHE— API fUIR[EEH1T Mock , LURBHRERIMBAIZESR | BOA XA,
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API 817

R E Fims KBRS RSRAZR  RIIZERNEENE  WIEEBE A FLET | BOA XHE.
BREES N APL RN .

Y

=PRI EIMRANERETING | IREUEEERTRETIZEM , BOA XA | BRlsdSHNEEEE
ECCF1RSA |, ZIBERESEFIREcAEA. MREFIREENZESNSLRENSRA—E, RXBEE
R FImER,

B EES N 8RN .
CORS
SEHEIRLE | RIERNBTEELES. WRFESIFEEIBK , BEEIZNN.
BRESN BERRLEE .
EERBE

MK ERIDEBEATURTNE | BT LRIE SRR K E ISR ID IR,

e PIRETR B , RA SRBES] HAEBITIH.
APIEE APISYE mimEm APISHH RxER
[ w7 |
hiEF =
e e
1002 [SHMET: BIEAS, SERAR] v [was, poe Ty EREEH
s AL
+ Add #ATA
BMFCR
BFIER MEEARENX LREXMEHTIECRIIESR , AEHTIER.
APIEETE APIgyE HiEg APISSIR RxEE
e e v e
2w Wi E =) Bl = iR
ERBER
zeua wi e e B | I
2017-12-08 00:50:12 REFEMEFX javaniu@aliyun.com XA E BETA
.t]) 2017-12-08 00:50:03 TANERE javaniu@aliyun.com XA E
S - |
HBEIR

HERBIHT FTLARY Traceld #HTHOHT , ARATHRS M AYRIEIFOMKARSS =5,
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6.4.2 HHEINE
BHITEIENNR | ERS I  BFEBHITEXEEENEN B i, RIEFERETES | SSRENAYE
.

- RS IRECE
. BRREE
. Android Ec&

- I0S Fc&
RS E
1. &x mPaasS zfle , HEMNSH: , RE EARSEE > Balkix.
2. 1568% RXEHE B , REAMAE THEEFK 1R&ER,

3. 15 HuEmE SRS FF.

R EEBNZEE &0 | ST TEE !
. INEZEL - 3% ECC. RSA fIEZ (SM2) .

BFHRS
- FNEEEN ECC 5 E=RY | IHEMBRA.
MM ES LY T PAS =] =/\ mh—;

EENEHE X

BXRINERENERERTTZ , S0 BREMITIE .

EFiREE

131 RE)
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Android E¢E&

1E assets B F##E mpaas_netconfig.properties 34 , A FEHMNEZEXEBEcE.

mpaas_netconfig.properties X

Crypt=true
RSA/ECC/SM2=5M2
PubKey=——- BEGIN PUBLIC KEY: \NnMFKwEWYHK0Z12j0CAQYIKoEcz1UBgi@DQgAEUR+80YGaGkcEDGNR73UwIGGqM18W\ntbfZIuFhQebEMPOSDd

GWWhiteList=http://21.96.92.106:80/mgw.htm

He,
. Crypt : BEDRFEABNE |, true TonEH | false RFIABNNZZINEE,
+ RSA/ECC/SM2 : FEMFERRVAENIFRINZREL | EH{ERBEIEFT RSA 8 ECC B SM2,
- PubKey : FNEFAYAEIFRINZEI LAY H.
88 : B3 Android = properties XY value [EEBER—T , FIETAPINETE.
- GWWhitelist: EEFTINZRORX , BIYEIFMERIMHBIE, WNRIGEZ key |, NIFFBHIEK 852
hnez,
i0S W&

iOS URINZEBCERZM info.plist EBENEEN , SN FER:

¥ mPaaSCrypt £ Dictionary (4 items)
Crypt Boolean YES
v GWWhiteList Array (2 items)
ltem O String http://192.168.1.1:8080/mgw.htm
ltem 1 String http://192.168.1.1:9080/mgw.htm
PubKey String = ----- BEGIN PUBLIC KEY-----
RSA/ECC/SM2 String RSA
Hep,

« mPaaSCrypt : INZBCERIE key , value 2 Dictionary X8 , BEEEE T B WIIZFFIRENEX

%_I%\o
- Crypt : 2EHITINE |, value 2 Boolean 258! |, YES {AFEIIZE , NO RFEAINE.

- GWWhiteList: FFEHTINERIMK , BIZRIARRIMKIE, WNRIRBIZ key |, MFFBRYEK #F2
hngz,

« RSA/ECC/SM2 : IEXIFRINZELRI%EE |, value & String 288 , HEEIE RSA 8f, ECC Bf SM2,
- PubKey : IEXIFRINZELGH. value 2 String 28, SiEEAVIENIFRIIE R AR
HRER
- Crypt i€E79 NO B , RPC AN#H1TINE , RSA/ECC/SM2 1 PubKey HIR ERHE.
- Crypt i€&79 YES B , RSA/ECC/SM2 F1 PubKey MR EBEAREENTFRT , BN Debug RISFETS

SB73W
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 EFEZIRE,

« RSA/ECC/SM2 F[1 PubKey HAIE B AR—IINT
- 4% RSA E% , PubKey & RSA SIMAIAEH.

- J%&#% ECC &j% , PubKey 1 ECC XIMAINIA,
- J&#E sM2 &% , PubKey 3H sM2 XIRAIAEA.

PubKey #&Z W 4RHEHT -----BEGIN PUBLIC KEY----- J% -----END PUBLIC KEY----- , #&ZV80F :

MIIBJANBgkqhkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAOQYTFXIICxPUaDHg7WIxc
bzN1UsGfDBHOyn4JYqZq8ySIBa+FIUuykOw+Ft/8sQE8MXSnJEqQOAcUtG7Y0Js8L
IDsDi0Dd +e9Zpq+WHp4+cM8GAUjTy/hSHjuZPYbovtjTXp9iFo9Mxz3SbllvQ0d3
VOpbks986gET/rchAludL +60oLf+HsiyYSAXQfYD4GI7sjtqYoRiSA6bWwlm+uFDc
jLiHWW3HA11LsHDkQILoNgXhvKoy+H7yM6t94ZhvXdgFK2yd5wq6FKIuZmgqgiEg9
A8S3/aUMKRIIVRvfkfcM +sBxiVgr80s6VTojfq/b213xKqnJ4KZMStpJHvsxWfw7
2wIDAQAB

6.4.3 BiEERHLE

CORS
EEHaEIEER— 5B SR BEAER ( FENER. hiNais0 ) &R, AEIETUERRRES. th
Wakim,
NS T L2 RIRE T EIRRES , FREI T NBIARARESEIEK., BELGNATS , RESKEESE
. At , W3C 2T — MRERNBSIERRA R « BiE&EHLZ ( Cross-Origin Resource Sharing , CORS)
, IR NSNS RINEURER,
LTS8 CORS ERDALUTHIE -
- EERERK
- FISIER B RIFR AR A RANS RIS AN, NEE8SE AESEhRE R Z Bl A
OPTIONS J5iEAIE—NGIERK , NTFERFIRSIHES AFZEEER. IREFMARITFE 72K
ATSCRRAY HTTP 353K,

AR
WRBEATFFERE , 7 MEEK -
 ERTERITFZ—
« HEAD
« GET
« POST

- HTTP LERAREBI AT U=

« Cache-Control

P3O R B
ANT GROUP
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- Content-Language
- Content-Type
- Expires
« Last-Modified
» Pragma
« DPR
- Downlink
- Save-Data
+ Viewport-Width
+ Width
- Content-Type BUEIXR 5 LFH
- text/plain
+ multipart/form-data

- application/x-www-form-urlencoded

FugisR
FMIEEBIBRFMRIER , REEVBEZRIA— OPTIONS iEKH{TIT
TG IER BRI —EIElERIEESERS K , £26 !

- Origin : IBKIRER.
« Access-Control-Request-Method : 33 FRAVERSEEY |, 40 POST. GET &,
« Access-Control-Request-Headers : # FREVIEKTPE 2B EXiKER Header FI3E.

. XRBRATULIEK,

RSIREEIFGIERE | SRE_ DRI EEHEE ISR , B mASLRERINAYER
- Access-Control-Allow-Origin : F8IFESIHAY Origin 5K,
+ Access-Control-Allow-Methods : FSIFESIREYF AT,
+ Access-Control-Allow-Headers : F5iIFEEIHAY Header 71K,
- Access-Control-Expose-Headers : 78I F =B Header 513,
« Access-Control-Max-Age : Bx AHINISEESEFATIE] , B : 7D,
- Access-Control-Allow-Credentials : 2F&fIFA&RX Cookie,

NSRS IRIEIRER CORS [ERFIMTESMEURIEESTRIER, LI EITHERENSERE 7MY , lRSBIRRTE
ERCEHRERT CORS FN.

Rxt CORS HISTHF

KIKHRME T ECE CORS #NIRIIHAE | 1hW S5 BITREREAFFENBIHIER. 1ZHAULL appld +
workspaceld 4ERE.
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BeE CORS
ER mPaaS Z£Hl8 , "RIATEE !

1L HZEMSHE  RE EARSEE > BaixX.
2. 1EF MXEE &R , mEaMrd ThEEFR t7&R |, #1T CORS EE.

CORS
RS, BRI [ = @)
prare s Y

A GET,POST.OPTIONS,PUT

ST

DFiEk:

HHE): 600

LEEE &

EE Ccors #m X

* pEROR:

%
Access-Control-Allow-Origin, AILLMEES -, EES SV AT
¥ I AE: GET POST OPTIONS PUT DELETE HEAD
Access-Control-Allow-Methods, =] BLEZES
iRk ¢
s
Access-Control-Allow-Headers, BILUSE 2T, BS0ME, RIHERBERAE"™
ARk
%
Access-Control-Expose-Headers, FILUEE ST, [ES9RE, FaiF

ITEHA(s): 800

Access-Control-Max-Age, B{iE)

Access-Control-Allow-Credentials

FHE CORS 5 , app #£i% workspace THIFTE APL IRSZEBIGSHFFFEIA FECERSIEIEK !

- SRR © Access-Control-Allow-Origin , AILAIREZ , IS 0E , /F " BEST.
. F3E ¢ Access-Control-Allow-Methods , BTLUEIRZ AN,
. FOIFFRSk © Access-Control-Allow-Headers , AILAUREZEA , I8S0E] , AF " BEFT.

« INFFERSL ¢ Access-Control-Expose-Headers : BJLAREZ , 1859 E] , A1F " BEH.
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- BHE © Access-Control-Max-Age , R RHUNILSESEFATE) , BB : 0,

o BEFENE ¢ Access-Control-Allow-Credentials , 2R SiF&1%E Cookie,
fisia g

PE15RY AP IEKEZNIN X-CORS-${appld}-${workspaceld} {53k, HFUQIERENEMRKIT , RIKHEHT Access-
Control-Request-Headers HAY X-CORS-${appld}-${workspaceld} $KEX appld #1 workspaceld , Bi#—FE3KENT [
#9 CORS FeE., MXEIHIZKIBXRLFEGLUNTRES :

- X-CORS-\${Appld}-\${Worskapceld} : —EZHILERL , FHAEIRAI Appld #1 Workspaceld
B OUMAS |

« Operation-Type

« Workspaceld

- Appld

- Content-Type

- Version

$.ajax({

url: 'http://${mpaasgw_host}/mgw.htm',// {EES KKtk
headers: {

'X-CORS-${appld}-${workspaceld}:'l' // —EEZEXMERL
'Operation-Type":${operationType}, // i5IEE operationType
'Appld":${appld}, // i5ES appld
'Workspaceld':${worksapceld}, // 585 worksapceld
'‘Content-Type':'application/json’,

'Version":'2.0',

i
type: 'POST’,

dataType: 'json’,

data: JSON.stringify(reqData),
success: function(data){}

DK

}

485 : CORS BRE-RAY f¥FiRk BB , (RIESIRE MR ERE " .
6.5 HuEtREY

EAMS AR |, EALUG APL BRSHIBERSIMNE X B SERRE |, BSEES AR EBRISHIRE. ZI8E
FBTE X HTTP 3$BIH) APl [RSZAISEL , ELfthEEURT APL RSB AR FINEN.

KFIULAES
BRI TR R EE Y5

- AIRICEREE | BERIIEELSEL,
- BEALURRIE | N ALOREITHETERE | RS
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BIETR
FERIA T RECEEERE |
1 FERBEIRRETT | e BORIRE I F | ENEUEEESIERET,

-
2. R AINEERRE ZHEEFIRPH T 5% | IFIIERESIEREIENX
< fERUER

RESH
& S HiAE >3

+ 1EmsH

- IEBIERR | REVERR , LIFEETRIZEL , 7S, TS, 8FEHEK.
- EEER | REINREIA R,
- RESH
- B WIE , REPSHEIETR,
- SR . B, ANEIRAYSEEYE String, Int. Long. Float, Double, Boolean, List
K EE N AVEHEEE,
- ROAME : BIH |, SERIBOAME.
- A - IEE , S,
TR BRIEASEF Map K2,

3. |t IR REFEHAE.

6.6 API T

ERBENRXER |, 56 APL ST IBI-REN APL SHT5RE. AP ST RERMLATIUM APL ROSEHEUE
- APLERE : GEitE— APl DHRAVERE.
- APLIRIER : St — APl DERAUIRIEE.
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- SEERFER : FRitE— AP DHRETISVEFIFERT,

- APLIERRREILL : Gttt APL ZRIRIZIEREEMTERAIELL.

- APLREERILE : SEit APl HRIRIZIIRIBEMERITERAELL.

- APL FERIEILL : FEit API ZRIRIZIFIIFERITERIRERAYEILL.

7 MXSEHE

EREKIAIEHFE

1. EFIERINE

EFIME—AKA Charles (#£7 ) 8 Fiddler TR , BIMEB TR , AJLIER RPC IERAI—LXBEIE.
TERIR—MNERIZEA

5K Header 45 :
POST NN gs/mgw.htm HTTP/1.1
Host QU

Appld 910143 CHINRD -~ App!d
Cookie JSESSIONID=0A01E89E58541077C1710E980F07D2D974E6548800; _NRF=6CC07DC9C28B1B66AABB76
Did WSa2rRADEtoDAJgW5ZOfUBUQ el EEId
user-Agent @7 CFNetwork/893.14.2 Darwin/17.3.0
TS MIU7IGR e (S Z T iEIEE
tk SrwjbyEOmMKzICCIEke9Hb7TyjJ19Kpt2wTrREK5pC3g451210
nbappid 60000003
UniformGateway https:// GGG SNSRI /mds/mgw. htm
Content-Length 265
Workspaceld product ——=p 'Workspaceld
Sign 4c49624c8fb776ec7fa7e51c49891846 sl FEF
Platform [0S ——mp EG
Operation-Type com GEEER.qUeryOrdel ) RPCIEES
Connection keep-alive
Accept-Language zh-cn
X-mgs-encryption 1 ——————p RPCEEBINFEIRIT
Accept */*
Content-Type application/jSON =) Hpcﬁﬁﬁzju_ﬂjﬁiﬁ
Accept-Encoding br, gzip, deflate
nbversion 1.1.1.0

Headers Cookies Text Hex JavaScript JSON JSON Text Raw

MRz Header 147 :
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HTTP/1.1 200 OK
Date Thu, 21 Dec 2017 08:10:15 GMT
Server openresty/1.11.2.1
Content-Type text/plain;charset=UTF-8
Mgw-Traceld 0a017714151384381574937071794 =l MGS ‘traceld
Cache-Control no-cache
Tips %E6%93%8D%E4%BD %9 C%E6%88%20%E5%8 A%9F%E3%80%82

Expires Thu, 01 Jan 1970 00:00:00 GMT
Content-Encoding gzip
Result-Status 1000 =) Hpcﬁmg_ﬂt%E HPCTH%%%&;

X-Powered-By Servlet 2.5; JBoss-5.0/JBossWeb-2.1
X-Via 1.1 dxin41:6 (Cdn Cache Server V2.0)
X-Cdn-Src-Port 50857
Transfer-Encoding chunked
Connection Keep-alive

Headers Text Hex Compressed HTML Raw

2. 1R4E Traceld i MGS B&

1. M@z Header #%KEX Mgw-Traceld,

2. HE\ mPaaS =HIGH Balkx > MAERE > AR > oW U |, WA Traceld BJLUENT
HAMERIZIERATERY MGS ARS58% IP FILLIRATE,

APIEIE APIZ4 HiERE APIZHT MXER

RO IHEEFFR

* Traceld: | 0a017764151390461701874191949 Q LERBER]

(Time: 2017-12-22 09:03:37)(1P: 10.1.119.100 | BRIFDR

®AIAR

3. 18T SSH 2 MGS RIBRSS =5 , #RiE Traceld EIIEREXAIBE.

ssh -p2022 log@#ip# K5 : log/mpaas123456
cd /home/admin/logs/gateway
grep #traceid# *.log

4. 1RYE MXBERA 70 FXERBIRE SHTAE.

5°Bf GREP O@HE ((VERTEEZ)
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BLAR , BRIREREME MGS SSEHERENEE. XAHE , aTLMERFIRRY pssh THE,
1. F& pssh THE,

M Gamma EEEH MGS FrERSSES IP 51IZRE! mgs_host.txt X4, 20 :

log@10.2.216.33:2022
log@10.2.216.26:2022
log@10.2.216.25:2022

3. BITIATHUTAES ¢

pssh -i -h mgs_host.txt -A -P 'grep"xxxx"/home/admin/logs/gateway/xxx.log’
[ "
8 F A&

VAFASI , AMATHEES ?
20 MXFEHE .
APLIREIRSEIRBRHARR ?
S MKLEERIGEA .
WNER3|FET okhttp , F27E okio f1 mpaas HIHSEZE AR ?
T ESTRA TR R ELARRIZIRR
1. ;¥54E mpaas B wire 14,

mpaascomponents{
excludeDependencies=['com.alipay.android.phone.thirdparty:wire-build']

}

2. ERRARIRMAAT wire A1,

implementation ‘com.squareup.wire:wire-lite-runtime:1.5.3.4@jar’

JEit JSAPI A MGS RPC #ZO0FfFER&RIX POST i:KkE , TES%0#=) POST BODY i ?

MGS IEfBECEYF POST BODY RXSMWAVEIRIEELS |, 81T JSAPI RiXiEKATEER POST BODY HARBHER
_requestBody FYEE requestData 28 , &I FEIAYEESI

window.onload = function() {
ready(function() {

SB81M
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window.AlipayJSBridge.call('rpc’, {

operationType: '"MYAPT,

requestData: [

{"_requestBody":"{\"key1\":\"valuel\" \"key2\"\"value2\"}"}],
headers:{},

getResponse: true

}, function(data) {

alert(JSON.stringify(data));

i
N
}

9&%

9.1 RREEERMG AR

R XHERRIM AT P HIIAVES RIS TSRS | FSREHI TR,

RISKMUEEERES

- 1000 79 APL iEFIRTH , EtbEBREMAYEIRAS.
- 1001-5999, 7XXX FRIFHEIR,

- Hep | XXX RRTLRIERSHRERE | BfS TEREERDNE #HTHE.
- FREEERRGIL |, fRRTLAB AN Header 99 Memo 1 tips ER , AT EEZEIRER.
- EE=APIEALABIE MXARSSES EAY ~/logs/gateway/gateway-error.log HEBEEIFMIEIR

-

=y

- BREFEN , ALSHBEINXFEIEHTHE. SATRENGEE 201 NXEFEHE .

P3O R B
ANT GROUP

.

R | mz e

B

o | e % APLVBFIALIERSN.

o) | EemE FHS BRI 5 , 2 RPC HIEREA AT,

oo | EERAEES | g pmmE R SMARELSEESH.

oo | s TS APLIEL IS , AP TFBESEIRKER AT,

ol == FHSEIERIEE , FERRSLMRILTHE,

30 RPC #EZOFF 7£247/1 workspaceld YIRIAIFRET |, appld SR AT IR BECE1Z operationType AJ API iR
00 EEKA % | &z APLIRSALT FFIHURES.

0| emnn | BFSSREERY o B2, BRESFH RPCRBIN , 05 WEMILS VIR
39 | wmmaz | RecimwisRETE, SERRPTLIZERSHE gatewsy-errorlog PEEFAHEE.
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P3O R B
ANT GROUP

3| memmmsw | sommmson
20 | sy | MGS BRMSEORSEN. FRISEACMISSN  BHEERRANEIINR. SEE
01 TR BTAE , LAENER. i BONBHEER 3s.
20 | mEEmLs | MGS ERLESRARSUISE. SHRBRTLIERSHER gatewsy-erorlog HEEFHEE
2 | ma=E o
40 API 348 MGS EF HTTP W B R FRSHI UnknownHostException &, 1BI0E APl DHELENIHGZEEF
03 HOST B& .
o | s HFEER, TERAPTLUERSHER gateway-erorlog REEEAEE.
| wmmmas | APP shEHREERT appld MBI ARSI AR appld RTINS EEA,
o | BEEERR | mxmsmwirserEs.
9| wsxm RIS I FEERE,
oo | EEEEER | apimgos s eEmERSRROHTERE. BEGEEFREEREORGR,
o | EERE | arimewns s e,
0 | wsaw APLIBREDIOE sign B4, —RIER FESFRERMEAN , SHEE sign B4, BREEF
14 | signsig TR R,
o0 | EEFEEER
02 ( CORS BEEFUEERK.
preflight )
WSS MILEERED

TSR SR SRS RmAEERRIRER.

BEEEEE NSRS LR ~/logs/mobileservice/monitor.log HEFAEREERMRER.

g

= BRI HiR e

B

60 | yec. pusso O———— ;‘é?ﬁﬂ’ﬂﬁﬁ% (service ) FoxibEl , REEFHPARERE DT

800 | wmpc. pusso RPC- ERA A AE B service PETAIETSEHE,

800 | wmpc. pusso RPC-S 4 R IER FENIBEANE , SEBSEANETIRE,

goo MPC. DUBBO RPC- B AT i) Sl N2 i)

600 HTTP. MPC HTTP : & RPC S8ttt hfSis HTTP i5kS M RERE,

4 bUBBO PRC-JSON fBAF £&8 MPC/DUBBO : 5 RPC JSON EiER A= SHITRATE
.

600 I mpc. puBBO PRC-ERRIRTTARS EEHERER , SEFAE.

5 HAEE

600 1" mpc. pusgo %RC@M%EHE%W' G SPl AR B SRR O A I P S S IR e,
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666 HTTP. MPC HTTP : [FiRZESRE HTTP status code R&F200,
6 DUBBO RPC-\ISEHiH S E MPC/DUBBO : WESAHHAYRE. RPC TiELE , Zi—Allss

=38
Android ZFimg5Rg
218 714 RE
0 RAEEIR FIER | BREEER
1 EFIAZENIS | IREIRE Transport Wi | BHEEELS
2 ERIEREMNLE , MAFPXAT MEEEZ LT N ARMEER MR TTi AR
3 SSUIBSXHIR , £0#F SSL TR , SSLIFHASR SLET AR SR
4 = FiImRLEIEREERT , TCP Bi%8AT , BRBATRIE 10s RIERRAE
5 EFIGMNEEEITIE , SURIESERT , socketTimeout FYIFHS YN ES
6 = PiEKRIRSZIH TN , NoHttpResponseException LS | BHEEBIX
7 EZFiRkE 10 iR , XIA IOException WLEHE |, BEEEL
8 EFIHMEEREERR , WTEETEE ML HEE | IEHEERIX
9 EFAMEER | GIEFFMLEIR. ERMIEER. STERITIEIR MEEHE | BHEEBRL
10 ERIGHIERFIIER | REHSIREXEIR MRS | BRI
13 ERFEHEIR |, GIANZAZFUTET ME BRI R ML HEE | IEHEEBIX
B FimMEIRRGEIR
15 , HttpHostConnectException , Connection to xxx WILETo RIS
refused , ZoRIEEEE NI NI ARSS ESIELEIER:
16 DNS f#HfriEiR METTIRER: | BRER
18 gfgg%ﬁ . BERERR , SEFimERRERYEEESEIRFIM AR EREER
code >=
J008 | wre waszimy 4xx TR
500
400 >
code >=
15%% b HTTP JEAREORINERLES RETAER , BREER
code <
600

9.2 ToER{REE RIS

RN TR RABEBNER T Android % i0S #BERE S, HRIBAREIRSEE , TEHBERBD AT

=

- —ARIEIRAD
- ESEUEINRE AR
ReEREOEIRG
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WNERAGSER , Xcode Y console HL3TED “SG ERROR: xxxx” EXHVEIRIE , BRE NUFATR.

Ll B
ANT GROUP

—RRSEIRTD
R ax
101 SHRIER , FRERANSH.
102 EREAFIIRIEN,
103 BERBAEHREEIN. MR IR NS RRARIES | BRIRIHTIRE,
104 SINT R, EMNEKK. —AZEJ other linker flags FiRBRIN -all_load BY; -ObjC FTEL , HMNERILARRIR.
105 SINTXIROEM | (EIZEHRREHEERE5IN. MNMERIHTENNR RS RRARIES | ISRIRHTIRE,
106 SINT SRR | (EZIEHRRKERIR R AT EER, ARRBHTENRNSIRMKIRIINRAS | BRI TR
107 SINT YIRS | (BRI TS ER.
108 SINT RS | (EZEHHURIEIRRESIA.
109 SINTXIRHES , (AR AR R AT S ER,
121 BRI EREA, —REEME R ST bundle id FIZFIRAR bundle id 7—2,
122 REHAERXY | BREREAXHEREERT.
123 B R HEAIEE |, EERAERE R .
124 LEIE FAIRRAALE.
125 init with authcode #J#atEEIR,
199 REEER | 1BER.
201 SERIER , FRERANSH.
202 BERXHERA, —REEME R ST bundle id FIZFIRAR bundle id 7—2,
203 REHRERXY | BREREAXHEREERT.
204 B R HEXAEE |, EERERE R .
205 BRSNS ARIER | IBEERE R,
206 SHPH key FEERSUHHRIRAE | IBHIAER R XXHHEIXA key,
207 BN key 5%,
208 WERR | iBER.
209 TFEIEERSIA key.,
212 BEFHREhRARE R |, HAE0E A RINRAS AR,
299 FAER | BEI.
BSEEINRR RS
|
iR =3"4
]
301 SHALER , BRERANSH.
302 ER AR, —RREIREE R SHETRY apk EERFLEMERN apk EEA—H. BERASAIREFR apk EFRERE

5885



Ll B
ANT GROUP

V20210430/F5/%
A.
303 RBEHREIB R | BIRE R SUHE res\drawable R,
0 | R e S SEAER, A MEATRE B,
305 BRMHNNASAIER  BEREME R U,
306 SR key HEIRXAEPIRAE , BIIAB R GHEXA key,
307 EINA key JEE,
308 REARE | BEE.
309 TEFEEERSIH key,
310 (S e Y ST S R
311 (S s G s E N U
312 LRIBRARRAKRE , EARTRARNE R |, £M7FAESE mPaas it > £FTHREER .
399 RAGEIR |, BER.
401 SHEALER  BRERARNSEH,
402 WERE | FEE.
403 RERREELY , BWAREERHEE  RERRSH.
404 SRV R S RIRSARIY | AR K SRR AN S BB .
405 RENENSINE SRR , BEI.,
406 SREHEEDAA SR EEN.
407 FREHEATAREER | BMAZEERARS LRENSINE=4E,
499 FrfER , BER,
501 SHRIER | BRERARSEH,
502 REARR | iBEi.
503 IRNARBIELY , BARSBRH=E , RERRSH.
504 IRENE R XSRS | iSHAE A SRS RN S 2 B ER.
505 SKENENSINEZARM , IBEIX.,
506 (S Uy ST S R
507 FREHIREZEATE | 55,
508 B key SIRZAY value FRFTE,
599 RAEIR , BER.
REEREOERD
&
g ax
B
601 SR | BRERANSEH,
602 WERRE | iBER.
606 T seedkey B9 top BEAT , IRBHLE seedkey XIRIAY seedsecret,
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P3O R B
ANT GROUP

607 yw_1222jpg BRI BRRE, —MRiEREEME FITEY bundle id FIRAEARY bundle id ARILEL,
610 yw_1222,jpg Bl R SRR B ALER | ISRk E 3.
611 SR key TEEIFXHEHIRAZ |, BHIAE R XEHBEIXA key,
615 HRIBRARRAKRE , EARFFRANE R |, £WFAESE mPaas i > £AEREEF .
699 | sz, mER.

9.3 MxHERA

9.3.1 MXIRS B &

AXBEWFRRSBIHATORE, T8 RETERAFRAEMNREERS KA.

APLEERHE
HEE&1R : ~/logs/gateway/gateway-page-digest.log

- BESTENRTIE)

EKithiE

° 1

- MRz

- R (Y/N)

- #EAT : BRI ms
- operationType
- RipE

- appld

- workspaceld
- Z55R55
- Z i productld

- ZFig productVersion

- ZRFim trackld
. ZRiE IP

. LRI - HTTP & HTTP2

SB87H
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- EiEhMY - JSON & PB
< BEREEEARN T
- MNEHRA/N © =75

[EMHRIR
- Traceld : IBXRIIE—IRR , TLUSFIBIRERS. FHESHERFEHTHREE
. cpt iR

- BFIRRGTRE

- [ElnARGTRERT

- clientlp 288! : 4 8, 6

- RPC ¥k : 1.0 & 2.0

B

B8] - (Ektbht MRz, 255 (Y/N ) FEld, operationType, &R4t43,appld,workspaceld, Z558R18, Z Fimproductld, & i
productVersion,2Ei&,FFID,i%#&ID,UVID, & Fimtrackld, 2 FimlP, K& Y, BURINY iBREHR A/ I REHEA/ N 2B EN
Traceld EEAHMAPLERinRFEE fSin R FFER, IPHYARZA, RPCHIYARA)

A

2020-06-03 14:14:08,001 - (/mgw.htm,response,Y,61ms,alipay.mcdp.space.initSpacelnfo,-
,84EFA9A281942,default,1000,-,-,-,-
\Wz4Zak5peDgDAGRNWS5rFFGhT,Wz4Zak5peDgDAGRNW5rFFGhTN9uqCLa,Wz4Zak5peDgDAGRNWS5rFFGhTN9uqCla,2
23.104.210.136,HTTP,JSON,2,2406,F,0a1d76671591164847940829820658, T, ANDROID,61,4,2.0)

APL FEHEE
HEE&1R  ~/logs/gateway/gateway-page-detail.log
HFHESD AT
- J5KHEE : [request]
- MR H : [response]

BREE

HE$TEDASE]
- EFi IP
- Traceld
- BE%3!
- HESEE : request
- operationType
- appld

- workspaceld
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Wapz B

A

2017-12-21 15:37:10,208 [100.97.90.113][79¢731d51513841830208829314258] INFO -
[request]operationType=com.alipay.gateway.test,appld=2A9ADA1045,workspaceld=antcloud,requestData=*** sessi
onld=-,did=WjtkmWeluHsDADI7BEleyK2L,contentType=JSON,mmtp=F,async=T

2017-12-21 15:37:10,229 [][79¢731d51513841830208829314258] INFO -
[response]operationType=com.alipay.gateway.test,appld=2A9ADA1045,workspaceld=antcloud,responseData=***re
sultStatus=1000,contentType=JSON,sessionld=-,did=WjtkmWeluHsDADI7BEleyK2L, mmtp=F,async=T

- requestData

- sessionld

- did : 8% ID

- contentType

- mmtp : TEE F, 2&EA MMTP 1Y
-async: EBRRLER, THEF

- BEFTENRTIE)

- ZPig 1P

« Traceld

- BERS

- B&ZEY | response
- operationType

- appld

- workspaceld

- responseData

- resultStatus : 55243
- contentType

- sessionld

- did : g% ID

- mmtp : TEE F, 2&FEFH MMTP 9%

-async: EEFLSER, THEF

APL it B

HEE&1R : ~/logs/gateway/gateway-page-stat-s.log

- BEFTENRTIE)

- operationType

P3O R B
ANT GROUP
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- appld

- workspaceld
- R YN

- Z55R5

- EURR

- iEREE

- IEKSFERTS : ms

Bl -
B8] - operationType,appld,workspaceld, 55 (Y/N) Z55:48, [ERIR ( T/F ) iERKEE IFREHFER (ms)
(=21

2017-12-21 15:34:58,419 - com.alipay.gateway.test,2A9ADA1045,antcloud,Y,1000,F,1,3
MXEESBE
HEE&1R : ~/logs/gateway/gateway-threadpool.log
- BESTEDRTE)
- BiER
- TEENEAEEL
- HRIZARIHAIETEE
- BIEEHIRKELIENE
- RZDERFEE
- RREAEE
- (EBNFIEE
- FRBAIISE
Bt
A E) [Lef2s

,ActiveCount,PoolSize LargestPoolSize,CorePoolSize, MaximumPoolSize,QueueSize, QueueRemainingCapacity]

B

2017-12-21 16:33:32,617 [gateway-executor,0,80,80,80,400,0,1000]
MXECERE

HEE&IR : ~/logs/gateway/gateway-config.log

I AFICRM KB E LT EAIEXIER,

RIREIABE
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HERR © ~/logs/gateway/gateway-default.log
W?&EXMEU %;Efé*% IU\E’JiE)J—-_'\%BA?T IJJJ:tEIL,\o
RXFEIRAS

HEERIR : ~/logs/gateway/gateway-error.log

W AEICRIER NS E ik,

9.3.2 ®IX SPI A&

RS BERBE . RETRIEERL T mpaasgw-spi-mpc B mpaasgw-spi-dubbo FONVSSERSE,
APL FEEHE

HERR : ~/logs/mobileservice/page-digest.log

H&FTEDRTIE)
- operationType
- 2% productld
- Z i productVersion
- #EAT : BRI ms

ZR(Y/N)
ZERG
- uniqueld
Bl
B& - (operationType,productld,productVersion #8258 ( Y/N ) 455818, uniqueld)
&H

2017-09-12 11:15:57,700 -
(com.alipay.gateway.test, ANT_CLOUD_APP,3.0.0.20171214,36ms,Y,1000,79¢c731d5150518615768657974443)

SPI BahB&
HERRR © ~/logs/mobileservice/boot.log

B ABECRISERS mobileservice RGEMAMENIENR , 57T/ MHER
. Start-To-Register-Service : FFUAfEHT API BRSSO
- Start-To-Analyze-Method : FFAf#ET API BREZOSMTGE
- Analyze-Method-Parameter : f#tr75i5281
- Method-Info : FiA(EE
- Registered-OperationType : 585k 81 API operationType iE#f

SB91m
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- Register-Service-Success : SepkittizEO+FTERY API operationType i/

I AT LAEBSEIHEES operationType 2Z&FMAIN.
FEH

2017-12-20 11:25:59,746 [Start-To-Register-Service] target:

com.alibaba.mpaasgw.biz.shared.rpctest. MockRpcImpl@5b490d5e, interface: interface
com.alibaba.mpaasgw.biz.shared.rpctest.MockRpc

2017-12-20 11:25:59,771 [Start-To-Analyze-Method] method=mock

2017-12-20 11:25:59,780 [Analyze-Method-Parameter] parameters=["s"]

2017-12-20 11:25:59,839 [Method-Info] MethodInfo[paramCount=1,paramType={class
com.alibaba.mpaasgw.biz.shared.rpctest. MockRpc$Req}, paramNames={s},returnType=class
com.alibaba.mpaasgw.biz.shared.rpctest. MockRpc$Resp,target=com.alibaba.mpaasgw.biz.shared.rpctest. MockRpcl
mpl@5b490d5e,method=public abstract com.alibaba.mpaasgw.biz.shared.rpctest. MockRpc$Resp
com.alibaba.mpaasgw.biz.shared.rpctest. MockRpc.mock(com.alibaba.mpaasgw.biz.shared.rpctest. MockRpc$Req),int
erfaceClass=interface com.alibaba.mpaasgw.biz.shared.rpctest.MockRpc]

2017-12-20 11:25:59,839 [Registered-OperationType] operationType=com.alipay.sofa.mock

2017-12-20 11:25:59,840 [Register-Service-Success]

target=com.alibaba.mpaasgw.biz.shared.rpctest. MockRpcImpl@5b490d5e, interface=interface
com.alibaba.mpaasgw.biz.shared.rpctest.MockRpc

API iR

HEE&R © ~/logs/mobileservice/monitor.log

iBR APLIERRUFEMHD | 84E APLiEKAY debug BELIR HERR FTRISEHEE,
SPI RUARE

HEE&1R © ~/logs/mobileservice/common-default.log

SPI BUABRE | KiEEREATHIEREF TR BE.,

SPI #5iRAE

H&E&1R : ~/logs/mobileservice/common-error.log

IBRERR ML,
9.4 WFEEORENAGE

HBEIFHURFTAIMERIPRE (JCER I0S REt ) |, URFFHZEAEXER |, RS imEE X EsiRSZOR
. FEEfER Java IBIEIEE. BEONEXIEER=KENX :

- NERSFFEUREIAE | BxxHhY Java [RESSMBASES.

- BPEOZSINE  BPEXH interface , B2 APIERAY method &BA,

589210
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- APENERSEAGE - BFENXAISENR class (BE field FBF ) |, #EOEH method S4EGR(EE
. HERAPEX LB 5 1R,

RESZE =S
TRSTHFHESRE

- BRERATREZERE,

- List 8f Map ®/RB;ZEER,

- List 8 Map BUiZEUSEAEER array 28!

- AFEFT ( FLEYE byte [ 233589, )

- AIEEISEEA | 1BH list (K.

- BHUE AR data ] description , £5 i0S KEMIFZE,
- Map 81 key W String 268!,

- KERBERHSE,

- REURRERIROK,

BRI -

public class Req {

private Map <String,List<Person>> map; //SEXEIRRESERE.

private List<Map<Person> > list; //ZE8EBIRREZ EHRE.

private List list1; //List B} Map %/AE;ZBUSA.

private Map map1; //List & Map %REZEUER,

private List<Person[]> listArray; //List & Map RUiZEHYSEAEER Array 8,
private byte b; //FBEREFTS

private Person[] personArray; //ASTHERI5E04E |, i5H List (&

private String description; //BM4&A8E/ description

}

SRR

boolean, char, double, float, int, long, short

java.lang.Boolean

java.lang.Character

java.lang.Double

java.lang.Float

java.lang.Integer

java.lang.Long

java.lang.Short

java.lang.String

java.utilList , {8 : KR{EFAZEEISE ; TREEAEEMRTSE LITRER List
java.util.Map , 1B : WIRERIEEISEL ; FEEEREERTER | key REUWRZE String LUTERR Map
Enum

byte[]

RS :
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public class Req {

private String s ="ss";

private int i;

private double d;

private Long [;

private long I1;

private boolean b;

private List<String> stringList;
private List<Person> personlList;
private Map<String,Person> map;
private byte[] bytes;

private EnumType type;

}

public class Person {

private String name;
private int age;

BFREOE
method KIS
AALASIA -
et}
- B ESTGREIR Map, List, Set Z4MYizEY
- s
- O
- RASEEIRIEA
HLASIA :
- BARISEfRE | EKE | ARE SSORAINI SRS EURIE—E ; AnI{EFEARZES | FAREUE M FRI5R.
- UERSTIEESS, (B304H. Map, List, SetiXULESKARTILIME,

AT RHEIRTH

Map <String,String[]>

Map<String,List<Person> > (Personi— N E{RAISLIRE)
List<Map<String,Persion> >

List<Persion[]>

method KRENE
AaLASIA -
oS
- B ERFIR Map, List, Set Z4MYizHY

- SRR
- {NES

5894



V20210430 B3N potasoc i

- [REEREINIER

"LASIA :

- BIRRIEERESS | B35 | ARE SORRIRISRSSBURIE—E ; Anl{FRERZES |FHEEUEEFER (b
a0 , A<BEF Object 5|BIEAHEEIIS)

TR RREAEME | £ T EBIGEAHITRER.
- REBSTFERRNNETLEN. . Map, List, Set £EEEBIATLUIRE , S0 EXBEXRA

method BIEN

- {5 @OperationType jEf# , RINLIERERTTRSHERR TR,
- method A~AJ overloading.

BT RIS

- RIFEOXEXRIREAKRR | BEEEHBERXRER.

- RIHERIREOXPENZE

- RHERIIEORTRISAFEBIHRE.

- —NEXMMHhREEEE—MEOKRNEN  FEEAHESR (RHE. EREF) NEX.
- BOKRENASHES | BEIRISRE N BB RSB LUNTRIBIREE X

=) Ve K
field &Y
AAILASIA -
. WrEESERY
- B ESTGREIR Map, List, Set Z4M9izEY
- s
- EO
JRARARINOENE
"LAS|A :

- BRAOSCRSE | B3RS | BARBI SR SRR ; Aal{FRRES | BEEUERFETR,
NERSIFEEESE, HH. Map. List, Set EEEAARAALIRE , &0 ESEXRA,
- [BIRFRTEIE transient BB SH2HE.

final static int EXHEE ( HEAMTFEIZEKRENNEENEFHFSTEEHZE ) .
Y HETF is FELAIBRTEEN.
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RHIREX

- ATLMRBEEESLRES,
- BEEETTERR | £ T EBSEIMRIESLIRSEFERER setter/getter 757k,

{CRBEE R TEPRE

- BHERIERSR—IT
- RVHERBISAFE X SEASSSLIAYE .
- —NEMHHRREE ST AFENERENEN  FEEEEER (RERE. BERXF) HEX.

7~B

- BOKRENARBHES | BEIRIRE DN BRI EE RS LUNTRIBERIGE M.

9.5 BREMTTIE
RGNS ER , BEEMEAN L. HHEME RSA 59, ECC 58, EHm.

HIESH
BE@d OpenSSL BN F&EFF%4E OpenSSL TR ( 1.1.1 sgLAERRA ) .

4R RSA 24
1. ¥TFF OpenSSL T8 , ERLATanS1T4ER RSA FASH. ERJLAUEIERERL 1024 5 2048 RIAIFATH.

openssl genpkey -algorithm RSA -out private_key.pem -pkeyopt rsa_keygen_bits:2048

2. tR4E RSA FATHEERK RSA 1A,

openssl rsa -pubout -in private_key.pem -out public_key.pem

&Rg ECC B4R
1. ¥JFF OpenSSL TH , ERLUTHSITER ECC FUZART, Bwliki® secp256k1 HHEIRISE X,

openssl ecparam -name secp256k1 -genkey -noout -out secp256k1-key.pem

2. tR1E secp256k1-key.pem ZEAXTAERY, ECC 223%H,

openssl ec -in secp256k1-key.pem -pubout -out ecpubkey.pem

4 REEEH
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1. ¥7F7F OpenSSL T2 , (FRLTa<SITERER SM2 FA1H sm2-key.pem,

openssl ecparam -name SM2 -genkey -noout -out sm2-key.pem

2. tRIE sm2-key.pem ZEAXTERLERR SM2 2358 sm2pubkey.pem,

openssl ec -in sm2-key.pem -pubout -out sm2pubkey.pem

9.6 PIKEZH

FHRIEEFImERAMELINIE , RPCIERBERIEH , RPC RREBa)SLIINEIIRE.
BRI, KWEIRWT
1. ¥5 requestBody FREIREHIRNFIFER,
2. ERTLRERSER | BEREENEER (ELFREER ) PRNEENR | XA FrrHE
1IN,
3. BINZERERBEERPREMX.
4. MXERERLSINER  RERIMEREEHEE.
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