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BEHFRZHRL , LMKEHEIRRSZVMKEH

RS,

generateZPKCharPIN

ZPKNNEEFHRIPINE L,

transferZpkCharPin FRIPINBLOCKE AEAMNZESEINE , Ak 59
B

blocksEncrypt SEREUEINE | 75 ALAEERECBIRR N
NERFIRPROZ ERETE,

blocksDecrypt ZEREIRRE | AL EEECBER B
NEURF IR REUE.

genRandomKey FrAE—SRBEHESE | RIEAIEFRERIEEISA (
KRIES ) .

deriveSymmKey KDIESHER D EL.

disGenNewKey DEFEESE | ANERTEEAEEIEEA.

exportKeyByTranserKey EREPRPSH—REH (KH ),

exportKeyByTranserKey EMERRIPFSH—FER (KH),

importkeyByTranserKey SRR S —KEH (KH) .

encExportKeyByProKey RIPESENZSH—&ZH (BRA( SH) ).

enclmportKeyByProKey RIPESRINEZESAN—FEE (BA ) .

deleteKey TBRAIBBIEEZRSIR9ER ( KF ) .

importSymKey SANFHE—RXITRER.

disperKeyOutputComponentCipher

PEE SRR FERNE TS EX.

encExportKey

KMC ( Kdek ) IS HZEMEZESE (G2) .




API

ik

encConfidentialData

KMC ( Sdek ) INZEGUREERE (G3 ) .

encData KMC ( Senc ) IIZEEWE (G4 )
encDataMAC KMC ( Scmac ) itE#IEC-MAC (G5) .
testDataMAC KMC ( Srmac ) JUFEE#HER-MAC ( G6 ) .
externalAuthentication SMNEBAIE (G7 )
proEncKMCSessionKey (RPEANNZHSHEKMC=&41E%48 ( G8

) o
proRSAKey KMC ( Sdek ) fHFSH—XIRSAZSE ( GF ) .
proSM2Key KMC ( Sdek ) fRIPSH—XISM2258 ( GO )

tKEncPINChangeKMC

TKINEZHIPINESZEE IKMC ( Sdek ) TIIE (
GD).

eMVchackingARQC

EMV4. XISIFARQC/TC/AAC |, BSR4
ARPC (KW ),

eMVchackingPIN

EMVAXHIAZEHRII/PINER (KY ) .

pbocchackingPIN

PBOCHRHIPINMEEU/INEE ( KX ) .

numberPINBLOCKENc

#FPINBLOCK#:IN%% (D7) .

s7_numberPINBLOCKEnNc

#=FPINBLOCKE:INZE (@A (S7) ).

transferPinCipherTpk2ublicKey

BFFIPINFR R TPKINZEE A ATHINE (N5 ) .

numberPINPriEnc

BFEFPINMNMZPK N IR EIFAE BN
Z(CcB),

cipherCompositionSynKey HEN D ER— 1N (A4) .
makeOneZPK FEE—ANZPK (1A) ,

zpkSynZMKToLMK ZPKMZMKNNEEEEARILMKINES ( FA ) ,
zpkSynLMKToZMK ZPKMMLMKINZEEFEHEIZMKINE ( GC ) .
makeOneZEK FEE—/NZEK/ZAK (Fl) ,
zekSynZMKToLMK ZPKMZMKONZEEELAEALMKINE (FA ) .
zekSynLMKToZMK ZEK/ZAK LMKINZZEE3/9ZMKINZS (FM ) ,
makeOneTMK FEE—NMK , TPK, PVK (HC) ,
makeOneTAK FHE—NTAK (HA)




API fig

takSynZMKToLMK BTAKMNZMK R INZEEALMK TN (M) ,

takCountDataMAC TAKITEHIEMAC (MA) ,

checkDataMAC TAKISIFEIEMAC (MC )

zpkCalculateMAC IREXRI RS , E&D RZPKIIERSA |, B3
BIRTHFZPK,

calculateMAC ZAKITAKFZAEX9. 9FIFIX9. 19HISTRSIMAC (
MS) .

transferPinTpkToLmk BPINFETPKIIZEEHE I LMKANZS (JC ) .

transferPinTpkToZpk BPINFHTPKIIZ L9 ZPKANZ (CA )

producelbmPinOffset

7=4£1BM PIN Offset ( DE ) .

ibmGetPin

FRIBMAEZEI—PIN (EE) .

checklbmTerminalPin

RIE— N FIBMAAILEHPIN (DA ) .

checklbmExchangePin

REE— M RIBMIIZURIAZIRPIN (EA ) .

produceVisaPvv FF4EVISAPVWV (DG),
pvvCheckZpkPinBlock PVVIEZPKINZERIPINBLOCK ( EC )
produceOrCheckCsc AR EREGEENZIBAICSC (RY ),
inDataHash X— MBI TIERIZE (GM ) .

lodingRsaKeyOld

FRERSAZIRN , FRAIBMRALRE (EK) .

lodingRsaKey

LERSAZAXT (EJ)

rsaExportSymKey

RSARARIFSH—FXITREH , RACALFR
& (GK),

rsalmportSymKey

RSANFIRIPSN—EIITREEE , RACALFR
B(Gl),

encAESGCM256 AES-GCM-256/I0%%,

decAESGCM256 AES-GCM-256f#2%,

calcHMAC ITEHUEHMAC-IAX 1A,
symEncExportSM2Key (RIFZSE ( XIFR ) IS —XISM2%48 ( TT

) .

symlmportSm2KeyPair

RIPZEE ( XIFR ) IIEXTEN—ITSM2554H,




API ik

getHsmFunctionState KRB TIRE.

generateZmkLetter S ZMKEZR(EE,

generateZmkLetter EMZMKEZREE ( RIMNBEEmRISEL )

eccSignature

ECCRARERIZE.

eccVerify

EccNiHREIZE,

symmTransformCipher

RN (1BA) .

EccEciesEncrypt

Ecc NISTP256 4 INZNEE.,

EccEciesDecrypt

Ecc NISTP256 & RZIEE,

printPINDate

FTENPIN/PINIEKEUE.

generateLengthPIN

PR E KERIBETLFFTPIN,

transferLmkToZpk = PINHLMKINZ R ZPKINE,
transferZpkToLmk BFPINHZPKANZ IR ALMKINE,

printPINBolckDate

FTENLMKINZ=ZFFFPIN,

getAsymmKeyPublicKeyAndPrivateKey

IREIRSASECCEIAIEEZRS | THIFATAMIDER
LR NEN




2 ifARB

ZE TN BIIERSAPIERL .
NZIRSSAPHEOERARG X
INZERRSSAPISZHRIEIE LA T AF A =0
- BEENMHTAERREGE
hsmGeneralFinance instance = hsmGeneralFinance.getinstance("/etc/cfg.ini");
- BEEERFMHREEENT

hsmGeneralFinance instance = hsmGeneralFinance.getinstance(
"""t
"[LOGGER];" +
"logsw = error, debug, info, warn;" +
"logPath = /log/;" +
"[HOST 1];" +
"hsmModel = SJJ1310;" +
"host = 192.168.9.124;" +
"port = 8018;" +
ll}ll
);

% 2-1: EREiREA

[Rr=10 158

[LOGGER] logsw M BERIRE,
logPath HH HERIRRER,

[HOST 1] hsmModel BHEHELS : SUJ1310,
linkNum B, BESEE : 1~64,
host EREHRYIP,
port imH , ElE/98018imMH.
timeout RENEIANE.
encodetype RENIANE.
msgheadlength RENEIME.

DNEEBRSS AP SEBI (b B 3% Ol R 5 5t BR

BB :



BCESHLASIZZVEN | SUAFRTERBILDS © " /cacipher.ini”,

public static void main(String[] args)
throws ConfigurationException, TAException {
Il E—LHEEO
Il FRRA MR E St
hsmGeneralFinance hsm = hsmGeneralFinance.getinstance("./cacipher.ini");
Il FREAS (BB CEIE SRR A3 1)
intalgType =1; /| BiFER
int Key = 1; I BEAZRE | /91892458
int PadFlag =2; // IEFEL
String IV = "31323334353637383930313233343536"; // #J4RRIEIV
byte[] data = "X KX BJEHRINFEZRINIHNEHE" getBytes();
Il BV RBEO NS0
{/ L{lk@iﬁzﬁﬁ&ﬂu@iﬁ%ﬁa{ﬁu
ry
byte[] result = hsm.bigDatageneralEnc(algType, Key, PadFlag, IV, data);
/lresult IR[EIIIZELER
} catch (TAException e){
/ITAException /9 ORERI=NFRHER |
IIFRERFREREOIE TR ERNHNERER.
e.printStackTrace();

}
}



3 APIEO

3.1 getinstance ( BZRIRESEIEERERER )

LT AL St , RIRI e SEBTUERRIERSHIRE. WHEABENSE , BFE
U RGFAMEEETACFG_INTERFACE_JKISERERER.

public static hsmGeneralFinance getinstance()
throws cn.tass.exceptions. TAException

iBREH

iBE=$
IREIARSERISLA,

BEWE

s THHENHERE.

cn.tass.exceptions. TAException

3.2 getinstance ( B SHIEEREEE )
WAEESCIISLA 25 , RS EBRTIERIMERSEIRE. WHIERENSECKIEERE
XHEESEREER.

public static hsmGeneralFinance getinstance(java.lang.String conf)
throws cn.tass.exceptions. TAException

iBREH
2R i) EEWR g
conf String 2 BEER
o IR
- EBEEEFERERSE
AT E

IRBIARSEHISLA,



FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException : #ZOBENXHNERE.

3.3 updateConfigure
EENMRPHEERR.

public boolean updateConfigure(java.lang.String config)
throws cn.tass.exceptions. TAException

imRSH
B Xy BHRYM ik
conf String = FREER :
« MR
- BEEEERE
IRES4)
7c
FELE

TR HENRERE.

cn.tass.exceptions. TAException
3.4 getDeviceSerial
REUREFTIS.

public java.lang.String[] getDeviceSerial()

REFIIS.
FELE

7c



3.5 genWorkKey
ERTIFEH,

public java.lang.String[] genWorkKey(java.lang.String keyType,
char keyFlag,
int storeKeylndex,
java.lang.String storeKeyLabel)
throws cn.tass.exceptions. TAException

B xE RELR ik

keyType String 2 AT | EREARBIIRARELS | X
R R IB TN R B B RIS .
AT MRS |, GNAEE2EE
B

« 000 : ZMK/KEK

« 001:ZPK

« 002 : PVK/TPK/TMK

« 003 : TAK

.« 008 : ZAK

« 009 : BDK

« 00A : ZEK/DEK

« 00B: TEK

« 011:KMC

« 109 : MK-AC/MDK

« 10C : HMAC

« 209 : MK-SMI

« 309 : MK-SMC

« 402 :CVK

« 409 : MK-DAK

« 509 : MK-DN

keyFlag char FELMK N INZRIZRE AR

« Z: Bf{3KDES®IA
X : RYZFI<DESEH
Y : ={ZKDESEA

s R:16FT3SM4%E4E
P
L

fil

: 16=FTISM1%348
. 16 THAESESH




B S BELR g

o« M : 24=F75AESEIH
e N : 32FHAESE4H

storeKeylndex |int 2 BATEAERE| | SBES : 1~2048
1588 :
AR BHIBYERTE1~2048 , NIFRT-AF
i,
storeKeylabel | String = BRI | FITERR RN

BIRRIIREEEA , 0-16DASIIFRF,

A8 :
HEstoreKeylndexEE91~2048014

&

IREISE
« 0SE3IT : BRELMKTINERIE
- 15EK5|T  BERGE
RELE
EFRIETHHENRHERE.
cn.tass.exceptions. TAException : #HEOBEXHRE.

3.6 generateZmkLetter

R ZMKZSBEET,

public java.lang.String[] generateZmkLetter(java.lang.String SerilNo,
char keyAlg,
int hashAlgFlag)
throws cn.tass.exceptions. TAException

WEEAEHIINEE | £— N ZMKFHZRN BRI EIRES | (55 Lo 5I8EZVMKIAESG
TREEDE , —RIRIEISESerilNoEIIZMK B RENIZREZRIGINE, THEET

o BRI RZMKEHERD, BN AZMKGHERS .

s REFFISHARBENX , KERH/9128{(ASCIIZFESRT.

o EARIGENZMKEZIBINE—EENL0EERER , BUE4FT.



- RERREEMIE
1. SerilNoif@idHashizH , 18%/SeriNofJHash{&.
2. {GHash{BIE AR TR,
3. EAZMKIIZEREER , NAAFERREIGINE , ZMKINEREEERATRAPBOC 2.0 £
EINfREAER AR,

& xE REUH Hhik

SerilNo String

REFIIS , EREHSE91~128,
EHREERR

. BA{ZKDESHR4H

: YUEIKDESEH

: ={ZF<DESE4H

: 16 T5SMAER4H

: 16 T5SM1%54H

- 16=ETIAESER

. 24=FT5AESE A

. 32FTHAESESH

i

keyAlg char

fil

N

=2 I T X< X

hashAlgFlag int

i

it

bl

RGBT ERARIHASHEIETRIR.
: SHA 1

: MD5

:1SO 10118_2

: SHA 224

: SHA_256

: SHA_ 384

: SHA 512

o 20:SM3_256

L]
O N O O W N =

« 0SES5(|T : BRELMKIIZRIE L
- 1SEK5|T : BPRRE
« 25FR5|T  RENKE



FHELE

EFEfThHENRESE.

cn.tass.exceptions. TAException

3.7 genWorkKeyEnc
ERTIEER , FMHEZMK N IIZERIZ .

public java.lang.String[] genWorkKeyEnc(java.lang.String keyType,
char keyFlag,
java.lang.Object ZMKKey,
int storeKeylndex,
java.lang.String storeKeyLabel)
throws cn.tass.exceptions. TAException

& xE EEUR ik

keyType String = BEAREY | EREARBINRRRELS | X
AR IS TN R B B RIS .
AR MR |, GNlAEEZEE
B

« 000 : ZMK/KEK

« 001:ZPK

« 002 : PVK/TPK/TMK

« 003 : TAK

« 008 : ZAK

« 009 : BDK

« 00A : ZEK/DEK

« 00B: TEK

« 011:KMC

« 109 : MK-AC/MDK

« 10C : HMAC

« 209 : MK-SMI

« 309 : MK-SMC

« 402 :CVK

« 409 : MK-DAK

« 509 : MK-DN

keyFlag char BHEARR

s Z: B{ZKDESESH

il




=4 5] BRI g
« X : WYFIKDESER
« Y: =f{3IKDESEA
e R:16FSM4ZHH
e P:16FHSM1E4B
o L:16FHAESEHA

ZMKKey - -

ZMKZSHZRS |2 XX

storeKeylndex |int =2 BERTEMEZERS| , SEEJD ; 1~2048
= %8 :
AR ENBEARIE1~2048 , NFRAZF
fi&,

storeKeylabel ) String = BIHFIATE | T AERIAREEATITG

ZERRINRESEE |, 0-161NASIIZERT,

= | %A :
HAstoreKeylndexBYE /91~2048[14
.

+ 0 : LMKINZRZAEN
« 1 ZMKIDZRIZEE
o 2 FITEAERBRIRIRE

EFEfThHENRESE.

cn.tass.exceptions. TAException

3.8 genRandom
BEHNETEER.

public java.lang.String genRandom(int length)




throws cn.tass.exceptions. TAException

iTRSH

B ES3) EEUR ik

length int = FFERRETERIKE | SEEA : 1~2048
REISE]

S RHIBEHIAR.
SELE

EFREiTHPHEUMERE.
cn.tass.exceptions. TAException : Z[BENXHNFE.

3.9 generalDataEnc
1B PRI,

public byte[] generalDataEnc(int algType,
java.lang.String keyType,
java.lang.Object key,
java.lang.String disperFactor,
int sessionType,
java.lang.String sessionFactor,
int padFlag,
byte[] inData,
java.lang.String 1V)
throws cn.tass.exceptions. TAException

& ES3) EBEUH ik

INEZEEEL

: ECBI&EZUINE

: CBCHER N

: CFBIEZ I

: OFBEZ{ N

: CRTHERINE (162 HEIKELE)

i

algType int

S

L]
A W N =

FEFINZERARRERE | STEAa
RSP T i e

AR MRS | GAEE2EE
BFR

il

keyType String




B

S

g

« 000 : KEK
« 109 : MDK
« 309 : MK-SMC
« 00A : ZEK/DEK
« 00B: TEK
« 011 : KMC

key

fil

PP NSRRI ZSRMIZRS |5

o BEASHEUERELAINENRY | BIEB
H5AMAEA (ETHE : 1~2048 ) .

o EANSEEEEYStinglY , FRLMKIIZERY
BERESANE,

disperFactor

int

i

BRDHEF. nkoBEFHITEREK , B
BROEEFYH1610FTI.

sessionType

int

i

SAETSAFEIER

o 0: FF4ERNEEHR.

1 : ECBEXIIZSFHRIERARA
¥, 1S8FPRIEER.

2 : ECBEIINZ 16 F T RIEEHE
¥, B16FHRERE.

3: BN ERSF IR , 88FHRIA
A,

4 : BRI E8F HIE NSRRI,
5 : CBCHEI{IIZE 16 F L REZHEA
¥, B16FHRIERE.

sessionFactor

String

il

SIETHEF

. sessionType A 1Rt , iZiH 8=
T (16H)

 sessionType92it , iZi® 16
T (32H)

 sessionTypey5aT , il 916
T (32H)

padFlag

int

2l

PADIEFEHRIA

« 0:PBOC 2.0iE7F =
« 1:1SO/IEC 9797-19 PADDINGIEZ;2




=4 ES: BEWR i
« 2:ISO/IEC 9797-149 PADDINGHEZ{1
« 3: ANSI X9.23
e 4 :PKCS#5
» 5 : NoPaddingt&z;
« 10 : PBOC3.0
o 11 : F3EF+ISO/IEC 9797-1
inData byte[] = BNRIBASEE
WY String & YItamEE |, (XSalgTypeEUE
0. 1. 2. 3. EFEZE
o EBEIAEEN1289E |, iZIEH 16 F
T3 (32H)
. HEABIEN6ADA | ZIHH8FT5 (
16H )
iBEIS#
%z IR SEUE.
FELE
EFEfThHENHRE.

cn.tass.exceptions. TAException : ZBENXHNRE.

3.10 dataEnc
oz,

public java.lang.String dataEnc(int algType,

java.lang.String srcKeyType,

java.lang.Object srcKey,

java.lang.String disperFactor,

int sessionType,

java.lang.String sessionFactor,
int padFlag,

java.lang.String inData,
java.lang.String 1V)
throws cn.tass.exceptions. TAException

ERSH
=4 i £} EERYm ik
algType int = INZEEER




[

B S BELR i

: ECB&Ez{UINE
: CBCARZUINE
: CFBRZUINE
: OFB&Ez{UINE

L]
W N = O

IREPSRE,
.« KEK
« MDK
« MK-SMC
. ZEK/DEK
. TEK
. EDK

srcKeyType String

2l

RPN &R RRIERS [EE L.

srcKey -

i

EES AT
KEAN*16AIHEXZERFE ( n*16H , nEY
BEH0~8 , RO EEFIKE16HRI8F

-+

V)

disperFactor int

i

SNEEHTERT

© 0: FEERIEEH

1: ECBERINESF L AIEE AR
¥, B8FTRIAER

2 : ECBtE\IIE 16 F T RIEHRE
¥, B16FTRIEER

3 BRNAGSFLRE , 88 FLRIE
17

4 : RS F T EARIAER

i

sessionType int

\~

SEFSARTF © (XY sessionTypey 18528
B , &EE H2=FTHATC,

sessionFactor | String

i

PADIEZEFRIR :

« 0:PBOC 2.0iE7 &L,

: ISO/IEC 9797-18Y PADDINGH&ET;2
: ISO/IEC 9797-189 PADDINGHRT; 1
: ANSI X9.23

: PKCS#5

: NoPaddingt&=;

i

padFlag int

L]
A KN W N




=4 5] ERYR g
« 10: PBOC3.0
« 11 : AIEF+ISO/IEC 9797-1
inData byte(] = RENEZAVEE.
\Y String S YIamE | {NHalgTypeEUE
Ao, 1, 2. IWFHFEEAE
- BEAEEN1289H | %16 F
T (32H)
o ABESHEEN64DE | ZIFH8FT (
16H )
|
INEZ FRRYESTEUE.
FELE
EFIETHHENREEE.
cn.tass.exceptions. TAException : Z[BENXHNFE.
3.11 dataDec
HAEARE,
public java.lang.String dataDec(int algType,
java.lang.String srcKeyType,
java.lang.Object srcKey,
java.lang.String disperFactor,
int sessionType,
java.lang.String sessionFactor,
int padFlag,
java.lang.String cipher,
java.lang.String 1V)
throws cn.tass.exceptions. TAException
iERSH
& 5] EBWR g
algType int 2 INEBFER

* 0 : ECBIEI\INE
* 1: CBCH&EIUINE
* 2: CFBRIUINE




B

S

g

+ 3 OFBELINE

srcKeyType

String

i

FRTFEZHIRNRRERE |, FERG
&

« MK-SMC

« ZEK/DEK

« TEK

. EDK

srcKey

fil

ERRIRS B,

disperFactor

int

2l

ZHRSEEF. nFoBRTFHITHRE , B
BROSBMEFVRN16NFET,

sessionType

int

2l

SIERHEFEER

© 0: FFEERIEEH

1: ECBEIUINESF T RIAE AR

¥, B8FTIRIEERA

+ 2: ECBERANE16F T RIEERE
¥, BI6FLRIAER

« 3 BIPAEASFTIREL , 88FLRIA
=R

4 : RERNESF T ENRIEEH

sessionFactor

String

iy

SIEBAEF : (XY sessionType/y 181207
B, ZHBEFEN2FTATC,

padFlag

int

i

PADIEFATIR :

« 0:PBOC 2.0iEFE,

: ISO/IEC 9797-18Y PADDINGH&E;2
: ISO/IEC 9797-18Y PADDINGHET; 1
: ANSI X9.23

: PKCS#5

: NoPaddingt&z;

« 10: PBOC3.0

o 11 : fEF+ISO/IEC 9797-1

L]
A KA W N

cipher

String

R RVEES L.

String

o | D

lsamE |, {XHalgTypeEUE
H0. 1. 2. IMEFEZE




B S BELR g

. BESAENEN1289E | ZiF 16 F
T (

32H)
- EEATEN6ADE | ZIHH8FTI (
16H )
IREIS4
R ERIBAL,
L ]
EFEiThHENRHERE.
cn.tass.exceptions. TAException : ZBENXHNFRE.
3.12 generalDataDec
1B FREURERRE,
public byte[] generalDataDec(int algType,
java.lang.String keyType,
java.lang.Object key,
java.lang.String disperFactor,
int sessionType,
java.lang.String sessionFactor,
int padFlag,
byte[] inData,
java.lang.String 1V)
throws cn.tass.exceptions. TAException
iTRSEH
B S5 BHRYR faid
algType int = INEZEEET
« 0: ECBEI{INZ
« 1: CBCH&EIINZE
« 2: CFBRI\UINE
« 3: OFBH&EI{INZ
« 4: CRTRIUINE (167 o HEKELLE)
keyType String = BEHEE . MK-SMC, ZEK. DEK. TEK,
key - = R I EZEENZANERS 5.
disperFactor int 2 AN EIEF. n*32H ( nEYES0-8 , B4
DEEFKEAZHRIZ16FT ) .




B

S

g

sessionType

int

fil

SEFAFEE
o 0: FEESIERB
1 : ECBERINZSFHAIEZHR
F , B8FHIRIEEA
« 2: ECBEIINZE16FHRIERRE

F  B16FTRIERR
 BIANAGSF IR, , B8FHRIE
23]
: RSB ASF I ARIEESH
: CBCHEIIIZE16F P IEZHEHA
¥, B16FLRIEER

25

3
4
5

sessionFactor

String

2l

SIERERT

« sessionType B 10T , iZi® 8%
T3 (16H)

 sessionTypeu2it , iZi®916=
T3 (32H)

« sessionTypeA5HT , iZiE 916
T3 (32H)

padFlag

int

fil

PADIEFEIRIR , BUEMNT :

+ 0:PBOC 2.0i57¢1&E

. ISO/IEC 9797-1HYPADDINGHEZ;2
: ISO/IEC 9797-1HYPADDINGH&EZ{1
: ANSI X9.23

: PKCS#5

: NoPaddingt&z;

« 10: PBOC3.0

o 11 : FiEF+ISO/IEC 9797-1

L]
A KA W N

inData

byte[]

R RIETE.

Y

String

o | D

iaEE | NHalgTypeEE

0. 1. 2. SATEFEZE

o BEREEN1280E |, iZIEHA16 F
T (32H)

o EFMAEEN6ADE | ZIEHA8ET (
16H )




s THHENHERE.

cn.tass.exceptions. TAException : F2FIE{THE.

3.13 calMAC
ERREHEMAC,

public java.lang.String calMAC(int algType,
int valueType,
java.lang.String srcKeyType,
java.lang.Object srcKey,
java.lang.String disperFactor,
int sessionType,

java.lang.String sessionFactor,

int padFlag,
java.lang.String inData,
java.lang.String 1V)

throws cn.tass.exceptions. TAException

iTRSH

& xE RBEEUM

ik

i

algType int

MACEXEL, :

« 1:1S09797-1 MAC EixtEz(1

e 3:1S09797-1 MAC ExiER3 |, fREHA
FRRAXIUEEL

2l

valueType int

MACEUE SR , FRAIMHET =4I

B TIAERIEAMAC
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3.14 verifyMAC
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public boolean verifyMAC(int algType,
int valueType,
java.lang.String srcKeyType,
java.lang.Object srcKey,
java.lang.String disperFactor,
int sessionType,

java.lang.String sessionFactor,

int padFlag,
java.lang.String inData,
java.lang.String 1V,
java.lang.String MAC)

throws cn.tass.exceptions. TAException

iBREH
= 57 EEYR iR
algType int 2 MACEL L& :
o 1:1S09797-1 MAC &£ 1EZ(1
« 3:1S09797-1 MAC ELEE3 , FREA
RRAXUE X
valueType int =2 MACEUEAT :

o 1~8 : MHEXBENENFTS

« 10 : W 16=FTMAC , [REFBEIRR P/
L/R

o 11~18 : MHEXBERIANFT

o 21~28 : EARSENENFHHE

« 31~38 : £ARFENAanF L




B

S

g

o 44 . UFHRE , RERHIFD

srcKeyType

String

i

SRS | SRR RO
SHRFIRIET, SRR -

e MDK

e MK-SMI

« KEK

e KMC

« ZAK

e TAK

srcKey

i

EIRRIZRS 5.

disperFactor

int

fi

BROEETF. nkoBEFHITEREK , B
BROMEFYHI1610FT5.

sessionType

int

il

SEERAFEE

o 0: FEESIERB

1 : ECBERINZSFHAIEZHR
F , B8FHRIEEA

2 : ECBE{INZF16FHIREHER
¥, B16FLRIEER

3 BENERSFHRE , B8FHRIE
=4A

4 : BN A8FEHIEASIERH

sessionFactor

String

ol

SIEFSAREF , (N sessionType s 18207
B, ZHEFEA2FTATC,

padFlag

int

i

PADIEFIRR , BUYEIT :

« 0:PBOC 2.0iE7 &,

: ISO/IEC 9797-149PADDINGHET2
- ISO/IEC 9797-1(JPADDINGHET 1
: ANSI X9.23

: PKCS#5

: NoPaddingt&z;

. 10: PBOC3.0

« 11 : ZEHEZ+ISO/IEC 9797-1

[ ]
a AN W N

inData

String

fil

EETEMACHIEIE.




=4 5] BEWR i
\Y; String & IsamE.

128 (N9 4R ( Z$PFRR PIL/IR/MIN ) BT |, 1%
15 16 =15 ( 32H ) ; BRUZESN 8 F15 (
16H )

iR[EE
« uERKIhIR[Eltrue,
« UEKHUR[Elfalse,
FELE
EFEiThHENRHEE.

cn.tass.exceptions. TAException : #ZBENXHNERE.

3.15 generalCalMAC ( String )
BFEREEEMAC,

public java.lang.String generalCalMAC(int algType,
int valueType,
java.lang.String srcKeyType,
java.lang.Object srcKey,
java.lang.String disperFactor,
int sessionType,

java.lang.String sessionFactor,

int padFlag,
java.lang.String inData,
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3.16 generalCalMAC ( byte[] )
EFREREIEMAC,

public byte[] generalCalMAC(int algType,

int valueType,

java.lang.String srcKeyType,
java.lang.Object srcKey,
java.lang.String disperFactor,
int sessionType,
java.lang.String sessionFactor,
int padFlag,

byte[] inData,

java.lang.String V)
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3.17 generalVerifyMAC
RIEFEMAC,

public boolean generalVerifyMAC(int algType,

int valueType,

java.lang.String srcKeyType,

java.lang.Object srcKey,

java.lang.String disperFactor,

int sessionType,

java.lang.String sessionFactor,

int padFlag,

java.lang.String inData,

java.lang.String IV,
java.lang.String desMac)

throws cn.tass.exceptions. TAException
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3.18 verifyCipherAndGenARPC

PBOCIGIFARQCHF=4ARPC,

public java.lang.String[] verifyCipherAndGenARPC(
java.lang.Object MDKSrcKey,
java.lang.String serialNum,
java.lang.String ATC,
java.lang.String transactionData,
java.lang.String ARQC,
java.lang.String ARC)

throws cn.tass.exceptions. TAException
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3.19 encryptScript
PBOCHIZA NN,

public java.lang.String encryptScript(java.lang.Object MDKSrcKey,
java.lang.String serialNum,
java.lang.String ATC,
java.lang.String data)
throws cn.tass.exceptions. TAException
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3.20 calScriptMAC

TTEHIZAMAC,

public java.lang.String calScriptMAC(java.lang.Object MDKSrcKey,

java.lang.String serialNum,

java.lang.String ATC,

java.lang.String data)

throws cn.tass.exceptions. TAException
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3.21 verifyARQC

IRUFARQC,

public boolean verifyARQC(java.lang.Object MDKSrcKey,
java.lang.String serialNum,
java.lang.String ATC,
java.lang.String transactionData,
java.lang.String ARQC)



throws cn.tass.exceptions. TAException
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3.22 genARPC
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public java.lang.String genARPC(java.lang.Object MDKSrcKey,
java.lang.String serialNum,
java.lang.String ATC,
java.lang.String ARQC,
java.lang.String ARC)
throws cn.tass.exceptions. TAException
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3.23 exportWorkKey
LMK AR SAAEIRAZMK RN S,

public java.lang.String[] exportWorkKey(
java.lang.String targetKeyType,
java.lang.Object zmkKey,
java.lang.Object targetKey,
char targetKeyFlag)
throws cn.tass.exceptions. TAException
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3.24 importWorkKey
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public java.lang.String[] importWorkKey(

java.lang.String importedKeyType,




java.lang.Object zmkKey,

java.lang.String importKeyCipherByZmk,

char importedKeyAlgFlag,
int storeKeylndex,
java.lang.String storeKeyLabel)

throws cn.tass.exceptions. TAException
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3.25 loadPrintFormat
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public boolean loadPrintFormat(java.lang.String data)
throws cn.tass.exceptions. TAException
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3.26 printKeyElement
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public java.lang.String[] printKeyElement(
java.lang.String keyType,
char keyAlgFlag,
java.lang.String... printFields)
throws cn.tass.exceptions. TAException
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3.27 diverAndGenNewKey
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public java.lang.String[] diverAndGenNewKey(

java.lang.String srcKeyType,

java.lang.Object srcKey,

java.lang.String subKeyType,

char subKeyAlgFlag,
int disperAlgType,

java.lang.String disperFactor,

java.lang.String IV,
int storeKeylndex,

java.lang.String storeKeyLabel)
throws cn.tass.exceptions. TAException
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MABFTHRIEE , EEM6FT. #EX
MR ERRIE S8 FHIE TR,

= %88 :
{XPRsubKeyFlag AXa#E U,
« 5: CBCHEXMEDSHEATF , DEETFH
W16 FTRIGEE. HEUNEERNR
[FE16FBIERTESR.

= B8 :
{XPfRsubKeyFlag/JL,

disperFactor

String

i

SEHEF , KEANm* 2BHEXFRFE,

nNADEEREL , BUEN1~8.,

m2HABRSHEFKE , mEUENT :

« disperAlgType HORT , mJI8H,

« MdisperAlgType’s 1828307 , m/316H

« YdisperAlgTypeu4it , SEIEF
7In*16H,

Y

String

i

YIAMAE , ZidisperAlgTypeJ5EIHERY,

storeKeylndex

int

i

BEAFMERS| , BUESEHE : 1~2048,

= B8 :
HERTAFE.

storeKeyLabel

String

i

FIAFMEIRE | KE90~16,
storeKeyIndexEUEE 1~204835 E AT
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cn.tass.exceptions. TAException : ZBENXHNFE.

3.28 genCVV

=]
FFio

RIENTE |, VISA CVVAIF=4EFNIEIE.

public java.lang.String genCVV(java.lang.Object CVK,

java.lang.String mainAccount,
int deadTime,

int serviceCode)

throws cn.tass.exceptions. TAException

iBRSH

=4 £ EEWM ik

CVK String 2 CVKEHHZRS B LMK NINZEAIVISA CVK A
/B,

mainAccount int 2 EHEKS,

deadTime int = <A HARTE], FIan
9301%&R93F—H

serviceCode int = <HIIRSS L,

iREE
FERICVY,

SELE

FEFFzf TR RN

cn.tass.exceptions. TAException : #ZOBENXHNRE.

3.29 verifyCVV

RRIEVISA CVV,

public boolean verifyCVV(java.lang.Object CVK,

===
FFo




java.lang.String CVV,

java.lang.String mainAccount,

int validity,
int serviceCode)

throws cn.tass.exceptions. TAException

iERSH
=4 5] ERYR g
CVK - 2 CVKZSARS FLMK FINEERIVISA CVK A
/B,
CwV String = FREQRICVV,
mainAccount | String 2 THEKS,
validity int =2 <AV HART(E), A0
9301&RR9I3F—H
serviceCode int 2 ~HIBRSSHE.
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» ISUERYINIR[Eltrue,
o KFEMpR[Elfalse,
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3.30 genRandPIN
FEE—BEHIPINGG,

public java.lang.String genRandPIN(java.lang.String account,

int pinLen)
throws cn.tass.exceptions. TAException
iERSH
=4 5] =y fig
account String = FAPEWSBERAIRA 1271
pinLen int = PINKE , BUESEE94~12, SNREYENT
4B KTF12 , MECGAKE 4.
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cn.tass.exceptions. TAException : #OBENXHNRE.

3.31 encPINByLmk

LMKN2ZE—ANBESCPIN,

public java.lang.String encPINByLmk(java.lang.String pinPlainText,
java.lang.String account)
throws cn.tass.exceptions. TAException
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=4 5] BEYR i
pinPlainText String 2 PINBEX , PINBBX XSS , GiLER—
FRE(F),
account String = BREKSERARE 1270 EF.
iBEE

LMKANZAIPINE S,
FELE
EFafTHHENREES.
cn.tass.exceptions. TAException : ZEOBEEMXHNFE.

3.32 encPinByZpk
{EFAZPKINZEBAX PINSE.,

public java.lang.String encPinByZpk(java.lang.Object ZPKKey,
int PINBLOCKForm,
java.lang.String account,
java.lang.String pin)



throws cn.tass.exceptions. TAException

iBREH
B E i BEYR 3%
ZPKKey - 2 ZPKESHRS |FiZEX.
PINBLOCKFo |int 2 PINBLOCK#EZEVH.
rm
account String = FRPEKS | (E=IREREmZAL0.
pin String g2 BB PINZ/FER,
IREE

ZPKINZRIPINE S,
FELE
EFEiThHENRESE.

cn.tass.exceptions. TAException,

3.33 decPinByZpk
R ZPKIIZRIPINE SCEUE,

public java.lang.String decPinByZpk(
java.lang.Object srcZPKKey,
java.lang.String srcPINBLOCKC Cipher,
int PINBLOCKForm,
java.lang.String account)
throws cn.tass.exceptions. TAException

B kS
2 E ] =RWYMm g
srcZPKKey - B FBFEZPINRYZEIEERS |5
srcPINBLOC String 2 ZPKINZHIPINZ LR,
KCipher
PINBLOCKFo |int =) #=PINBLOCKIB B &,
rm
account String =) BRPEKS.,
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cn.tass.exceptions. TAException,

3.34 weakPinSet

REZEIIRETHEOSCESEN ( BIRENA TR ERIMEZEIRIEY ) .

public boolean weakPinSet(
java.util.ArrayList<java.lang.String> weakPinSet)

throws cn.tass.exceptions. TAException

IFRSH

& xE REWMR ik

weakPinSet ArrayList = SSOLSELEURE | NMPERRIFBOSHIE.
IR[E(E

«  pZhESiR[Eltrue,

o KW ( BERDIREIRELY ) BfiRElalse,
SELE

EFEiTPHENRHERE.,

cn.tass.exceptions. TAException,

3.35 weakPinCheck
55OSHEHE.

public boolean weakPinCheck(int keyType,
java.lang.Object key,
int pinblockType,
java.lang.String pinCipher,

java.lang.String pan,
java.util.ArrayList<java.lang.String> addWeakPinSet)




throws cn.tass.exceptions. TAException

iERSH
E=4 5] EBWmR g
keyType int = AR,
key - = EIARSIEL.
pinblockType int B2 PINBLOCKI#&=,
pinCipher String =2 PINZEXZ,
pan String 2 BFREKS.
addWeakPinSet | ArrayList = FBOSESHIE | NIMEKHEBOSHIE,

REE
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FELE

TR HENRERE.

cn.tass.exceptions. TAException,

3.36 transferPinLMK2ZPK
LMKINZZIPINEZ ST I ZPK NS,

public java.lang.String transferPinLMK2ZPK(java.lang.Object ZPKKey,
int PINBLOCKForm,
java.lang.String account,
java.lang.String PINCipher)
throws cn.tass.exceptions. TAException

iERSH
E=4 ESic] ERYR g
ZPKKey - B BRZPKERRS SHE X,
PINBLOCKForm |int 2 PINBLOCK#&=,,
account String 2 BAPEKS,
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cn.tass.exceptions. TAException : Z[BENXHNRE.
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3.37 transferPinZPK12ZPK2

FEPINEHZPK1 N4 ZPK2NINE,

public java.lang.String transferPinZPK12ZPK2(
java.lang.Object ZPK1,
java.lang.Object ZPK2,
java.lang.String srcPINBLOCKCipher,

int srcPINBLOCKForm,

int dstPINBLOCKForm,
java.lang.String account)
throws cn.tass.exceptions. TAException

iERSH
&R 5] ERYR A
ZPK1 - 2 IRZPKESAZRS |3 3,
ZPK2 - = EtRZPKESRERS |3,
srcPINBLOC | String g JEPINBLOCKZE X , JBZPKEERSENR -
KCipher . R/PIL : 32H
« H¥ : 16H
srcPINBLOC | int B JEPINBLOCK&,
KForm
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dstPINBLOC int 2 B#RPINBLOCK#ZZ(
KForm
account String = BREKS,
o dstPINBLOCKForm#04RT |, i%id
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o dstPINBLOCKForm AEfth{ERT , 1%
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FELE
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cn.tass.exceptions. TAException : Z[BENXHNFRE.

3.38 transferPinZPK2LMK

FEPINEZPKINEZAE R ILMKINZ

public java.lang.String transferPinZPK2LMK(
java.lang.Object srcZPKKey,
java.lang.String srcPINBLOCKCipher,

int PINBLOCKForm,
java.lang.String account)

throws cn.tass.exceptions. TAException

iTRSE
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srcZPKKey - = BT IIEPINRIZPKEZIAZRS |50 S,
srcPINBLOC | String = EIRZPK N INEZAIPINBLOCKE
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cn.tass.exceptions. TAException : EOBEENXHNFE.

3.39 transferPin

EPINEHTPK1/ZPK1INZ 461 A TPK2/ZPK2N%E,

public java.lang.String transferPin(java.lang.String srcKeyType,

java.lang.Object srcKey,
java.lang.String dstKeyType,
java.lang.Object dstKey,
java.lang.String srcPINBLOCKCipher,
int srcPINBLOCKForm,
java.lang.String srcAccount,
int dstPINBLOCKForm,
java.lang.String dstAccount)

throws cn.tass.exceptions. TAException
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& S EEYM fid

srcKeyType String 2 IREIAREY | BYEAT ¢
« 1:TPK
e 2:ZPK

srcKey - = AT INZEPINGRTPK/ZPKESAZRE |57
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B 1] A fEiR
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srcPINBLOC int 2 JEPINBLOCKHE=,

KForm

srcAccount String 2 BEKS , 12N/18N,

dstPINBLOC int 2 B#RPINBLOCKH&=,

KForm

dstAccount String =2 BirlkS , 12N/18N,

iZ[ElE

B#RPINBLOCKZ L,
FELE
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3.40 transferPinSm2ToZpk ( fAfAEAZES|S )

SM2 A TRNNEE AYELFPINTE S AE 9 ZPKINE.,

public java.lang.String[] transferPinSm2ToZpk(int privateKey,
int pinCipherType,
int zpk,
int pinblockType,
java.lang.String pan,
byte[] srcPinCipher)
throws cn.tass.exceptions. TAException

public java.lang.String[] transferPinSm2ToZpk(int privateKey,
int pinCipherType,
java.lang.String zpk,
int pinblockType,
java.lang.String pan,
byte[] srcPinCipher)



throws cn.tass.exceptions. TAException

iBREH
B i) P DA iR
privateKey int 2 (SEFZREH N ERZRS | TRIFASE.
pinCipherType |int 2 PNEEINEZAIPINE AR,
« 0: IDIE(2N)+IDFB+PIN
FE(2N)+PINBB3Z
« 1: PINBE3ZHE,
zpk int g2 ZPKZ5|,
String = ZPKTELMK N INZRYZESE.
pinblockType  |int 2 ZPK NINZZAIPINBLOCKIE L.
pan String = BREKES,
+ pinblockTypeBEA4AT , 1Z1F /918N,
+ pinblockTypeEUEREMIE , %1
F912N,
srcPinCipher | byte[] = BALNEINZEAIPINE SXEYE.
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RELE
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cn.tass.exceptions. TAException

3.41 transferPinSm2ToZpk ( FAfAEAEN )
SM2 A EANNZAIEFPINEE S A8 O ZPKINZ

public java.lang.String[] transferPinSm2ToZpk(byte[] privateKey,
int pinCipherType,
int zpk,
int pinblockType,
java.lang.String pan,
byte[] srcPinCipher)



throws cn.tass.exceptions. TAException

public java.lang.String[] transferPinSm2ToZpk(byte[] privateKey,
int pinCipherType,
java.lang.String zpk,
int pinblockType,
java.lang.String pan,
byte[] srcPinCipher)
throws cn.tass.exceptions. TAException

iBRESH

&R ESic] ERWM faig

privateKey bytel] = FHLMKNINZZA9AESIFRFASEEUE.

pinCipherType |int 2 ANEINZAIPINERAER.

zpk int = ZPKZ5,

String 2 ZPKELMK FINZHZ S E.

pinblockType int B2 ZPK T INZEAIPINBLOCKAE .

pan String = FRAFEKS.
« pinblockTypeB{EA4AT , 1Z1%/918N,
« pinblockTypeE{ENEMME , %1

712N,
srcPinCipher | byte]] = A NRINERIPING SR,
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o HH1S RS T HZPKTINZERIPINBLOCKESZ,

« ¥YH2SZ5|TIIDEG , {X&pinCipherType & OBITFIE,
BRLE
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cn.tass.exceptions. TAException

3.42 transferPinRsaToZpk ( fAfB{EAZ=E|S )
RSANTHIIZERIEFPINE N EE N ZPKINE,

public java.lang.String[] transferPinRsaToZpk(int privateKey,
int pinCipherType,
int padFlagAsymm,
int zpk,
int pinblockType,



java.lang.String pan,
byte[] srcPinCipher)
throws cn.tass.exceptions. TAException

public java.lang.String[] transferPinRsaToZpk(int privateKey,
int pinCipherType,
int padFlagAsymm,
java.lang.String zpk,
int pinblockType,
java.lang.String pan,
byte[] srcPinCipher)

throws cn.tass.exceptions. TAException

iBREH
B i) P A fEid
privateKey int = (FRZBAERERS | TRIFATE.
pinCipherType |int 2 NEBINEEAIPINE RIS,
padFlagAsymm |int g2 RSANANNZPINATRIIEF &L -
o 1:3KJRPKCS 1 _1.518=.
o 7 : FEFEPINEIESRAT*MOX00RY T
=X
zpk int = ZPKIEZIBHARNES],
String 2 ZPKELMK FINZHZSUE.
pinblockType int 2 PINBLOCK#&Z.
pan String = BFREKS.
« pinblockTypeB{E 4R , 1Z1% /918N,
* pinblockTypeBUENELNE , %15
7912N,
srcPinCipher | bytef] 2 BANRAINERIPING SR,

iREE
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3.43 transferPinRsaToZpk ( FA$B{ERZY )
RSANHIIZERIEFPINE X EE N ZPKINE,

public java.lang.String[] transferPinRsaToZpk(byte[] privateKey,
int pinCipherType,
int padFlagAsymm,
int zpk,
int pinblockType,
java.lang.String pan,
byte[] srcPinCipher)
throws cn.tass.exceptions. TAException

public java.lang.String[] transferPinRsaToZpk(byte[] privateKey,
int pinCipherType,
int padFlagAsymm,
java.lang.String zpk,
int pinblockType,
java.lang.String pan,
byte[] srcPinCipher)
throws cn.tass.exceptions. TAException

BRESH
=4 *H BEYR i
privateKey bytef] p FHLMKINZZRIAERIFRFASEEUE.
pinCipherType |int 2 NERNNZRIPINA RS,
padFlagAsymm |int B RSALNEINZPINETAIEFREL
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zpk int 2 ZPKIEEBAARNESI.
String 2 ZPKTELMK N INZERE B,
pinblockType  |int 2 PINBLOCK#&Z,,
pan String = BRPEKS,
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srcPinCipher | byte(] = BALNEINZEAIPINGE SCEYE.
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cn.tass.exceptions. TAException

3.44 RsaPublicKeyEnc
RSALSHNINE,

public byte[] RsaPublicKeyEnc(int padFlag,
byte[] indata,
int key)
throws cn.tass.exceptions. TAException

public byte[] RsaPublicKeyEnc(int padFlag,
byte[] indata,
byte[] key)
throws cn.tass.exceptions. TAException

iBREH
& E-S:3) ERYM faid
padFlag int B EFRIRIR
< 0: NEZR,
« 1:PKCS#1V1.5 /5% ( EMSA-
PKCS1-v1_5),
indata byte[] 2 FINERIEERE.
key int 2 RSAZSAZRS|,
byte[] 2 RSAZHZL,
iREE
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RELE
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cn.tass.exceptions. TAException : #EZBENXHNFE.




3.45 RsaPublicKeyEnc ( Z%&EHi% )
RSAZHENNZ.

public byte[] RsaPublicKeyEnc(int mgfHashAlg,
byte[] OAEPdata,
byte[] indata,
int key)
throws cn.tass.exceptions. TAException

public byte[] RsaPublicKeyEnc(int mgfHashAlg,
byte[] OAEPdata,
byte[] indata,
byte[] key)
throws cn.tass.exceptions. TAException
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mgfHashAlg int 2 FEEE
« 1 :SHA1
« 2:MD5
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« 6: SHA256
« 7 :SHA384
« 8:SHA512
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indata byte(] = FINERIEE.
key int 2 RSAZSAERSI,
byte[] 2 RSAZSAEN,
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3.46 RsaPrivateKeyDec
RSAZUEREE.

public byte[] RsaPrivateKeyDec(int padFlag,
int key,
byte[] inData)
throws cn.tass.exceptions. TAException

public byte[] RsaPrivateKeyDec(int padFlag,
byte[] key,
byte[] inData)
throws cn.tass.exceptions. TAException

iBREH
& KR EEYUM g
padFlag int = IHFIRIR
« 0: [ER,
« 1:PKCS#1V1.5 /5% ( EMSA-
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key int = FF = ERIRSAZARS .
byte[] = AT REHIRRIRSAZIRE .,
indata byte(] 2 RERIEUE.
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RELE
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cn.tass.exceptions. TAException : #ZOBENXHNRE.

3.47 RsaPrivateKeyDec ( Z4EE;% )
RSAZIEREE,

public byte[] RsaPrivateKeyDec(int MgfHashAlg,
byte[] OAEPdata,
int key,
byte[] inData)
throws cn.tass.exceptions. TAException

public byte[] RsaPrivateKeyDec(int MgfHashAlg,
byte[] OAEPdata,



bytel[] key,

byte[] inData)

throws cn.tass.exceptions. TAException

iERSH
&R E 5] EBWR g
mgfHashAlg int =2 ZuEEE
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« 5:SHA224
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« 8:SHA512
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key int = T REHIENRSARRERSI,
byte[] b= T RZHUERIRSAZIRE .
indata byte[] =z HRERIEUE,
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SELE

EFEIThHENRESEE.

cn.tass.exceptions. TAException : EOBHENXHSE.

3.48 genRsaSignature

RSAMHEES (EW) ,

public byte[] genRsaSignature(int hashFlag,

int padFlag,
byte[] indata,
int key)

public byte[] genRsaSignature(int hashFlag,

int padFlag,
byte[] indata,
byte[] key)

throws cn.tass.exceptions. TAException




throws cn.tass.exceptions. TAException
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hashFlag int 2 Hash&;XFRiR -

: SHA-1

: MD5

: 1ISO 10118-2(3B52 ARSShRASASZHF)
: SHA-224
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cn.tass.exceptions. TAException

3.49 genRsaSignature ( OAEPITHIRT )

RSAITEE®E ( EW ) OAEPITEIET,

public byte[] genRsaSignature(int hashFlag,
int mgfHashFlag,
byte[] OAEPdata,
byte[] indata,
int key)



throws cn.tass.exceptions. TAException

public byte[] genRsaSignature(int hashFlag,
int mgfHashFlag,
byte[] OAEPdata,
byte[] indata,
byte[] key)
throws cn.tass.exceptions. TAException
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hashFlag int 2 Hash&EFRR -
« 1:SHA-1
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« 5:SHA-224
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. 7:SHA-384
« 8:SHA-512
mgfHashAlg int 2 ERE
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« 2:MD5
« 5:SHA224
« 6:SHA256
« 7:SHA384
« 8:SHA512
OAEPdata byte[] 2 OAEPYmiES#L , BUESEHE : 00~99,
indata byte[] = FitEREIE.
FHIKE : 0~1984
key int = FAFITBEESZRSAEIAERS.
byte(] = BT EEEHIRSATHE,
iZEE
ITERNE R EEE.
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EFEIThHENRESE.



cn.tass.exceptions. TAException

3.50 verifyRsaSignature

RSAKIEFEE (EY) .,

public boolean verifyRsaSignature(int hashFlag,
int padFlag,
byte[] indata,
int key,
byte[] Signature)
throws cn.tass.exceptions. TAException

public boolean verifyRsaSignature(int hashFlag,
int padFlag,
byte[] indata,
byte[] key,
byte[] Signature)
throws cn.tass.exceptions. TAException
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hashFlag int 2 Hash&£fRiR -

. : SHA-1

: MD5

:1SO 10118-2
: SHA-224

: SHA-256

: SHA-384

: SHA-512

L]
O N O OO W N =

HFFRR

< 0: KNEFR (SMEBEITIER | B
BHASHEA-04 )

« 1:PKCS#1V1.5 7% ( EMSA-
PKCS1-v1_5),

i

padFlag int
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indata byte[]
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3.51 verifyRsaSignature ( OAEPi1&i{&R%\ )

RSAIGIFEE ( EY ) OAEPITEIES,

public boolean verifyRsaSignature(int hashFlag,
int MgfFlag,
byte[] OAEPdata,
byte[] indata,
byte[] key,
byte[] Signature)
throws cn.tass.exceptions. TAException

public boolean verifyRsaSignature(int hashFlag,
int MgfFlag,
byte[] OAEPdata,
byte[] indata,
int key,
byte[] Signature)
throws cn.tass.exceptions. TAException
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key int 2 RSAZAZRS,

byte[] 2 RSAZESREL,
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3.52 SM2PublicKeyEnc
SM2AEENNZE

public byte[] SM2PublicKeyEnc(byte[] inData,

public byte[] SM2PublicKeyEnc(byte[] inData,

int key)

throws cn.tass.exceptions. TAException

byte[] key)

throws cn.tass.exceptions. TAException
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key int = T INEEEISM2EZsA S|,




B S BEWMR ik
byte(] T INEZEIRAISM2EZ R,
IR[E{E
DN IR RUEER S
FELE
EFEiThHENRESEE.

cn.tass.exceptions. TAException

3.53 EccPublicKeyEnc

ECCEIZNREIRNNZIZE.

public byte[] EccPublicKeyEnc(byte[] inData,

int curveFlag,

int key)

throws cn.tass.exceptions. TAException

public byte[] EccPublicKeyEnc(byte[] inData,

int curveFlag,

byte[] key)

throws cn.tass.exceptions. TAException

iBREH

=4 B BHRYR faid

indata byte[] 2 FINEZRVEE,

FHERE 1 0~1900
curveFlag int 2 HEEIRZATR,
key int = BT InZEErSM2ESRERE |,
bytel] FBFInESIRAISM2EERE,

iBEE

DN S ROEERE S
FRELE

EFEiTPHENRHEE.

cn.tass.exceptions. TAException




3.54 SM2PrivateKeyDec
SM2FATRIRE,

public byte[] SM2PrivateKeyDec(byte[] inData,
int key)
throws cn.tass.exceptions. TAException

public byte[] SM2PrivateKeyDec(byte[] inData,
byte[] key)
throws cn.tass.exceptions. TAException

iBREH

=4 5] EBHRYR fid

indata bytel[] 2 R RVEUE,

FHRE 1 0097~1996
key int = R RESUERISM2ESARS |,
bytel[] T REEIREIISM2ETA%L,

ZEE

R FERIEUERRS,
SELE

EFRIETHHENHRE.

cn.tass.exceptions. TAException

3.55 EccPrivateKeyDec
ECCEIZNAEIEREIZE.

public byte[] EccPrivateKeyDec(byte[] inData,
int curveFlag,
int key)
throws cn.tass.exceptions. TAException

public byte[] EccPrivateKeyDec(byte[] inData,
int curveFlag,
byte[] key)



throws cn.tass.exceptions. TAException

iBREH

&R ESic] ERUM fig

indata byte(] = FRERIEERE.

FIHEKE : 0097~1996
curveFlag int 2 PEEIFLZARR,
key int =z FFREEIENECCERERS.
bytel[] FFEZEUENIECCESRE.,
R[EHE
R R REHER,

L ]

EFIETHHENHEE.

cn.tass.exceptions. TAException
3.56 genSM2Signature ( BZ$A{#EHEZES|S )
SM2itE%E (E5).

public byte[] genSM2Signature(byte[] useriD,

int flag,
byte[] indata,
int key)
throws cn.tass.exceptions. TAException
iSRS
&R 5] EBWR g
userlD bytel[] 2 FAF#RR,
FHKE : 0~0032,
flag int 2 BEMmWIOER
« 0: BREHUES (r. sFH)
« 1: DER{RESETL (r. sFRHIRAS ) |, B
LM MERTE
indata byte(] = T ERELRUE.
FHKE : 0~1984




B S BEWMR ik
key int ~ BT EERRERERSI.
BUEBE : 1~64
R[S
HHEERE.
SRLE

s THHENHRE.

cn.tass.exceptions. TAException

3.57 genSM2Signature ( Z5AERAENY )

SM2itH&E# (E5) .

public byte[] genSM2Signature(byte[] userlD,

int flag,

byte[] indata,
byte[] publicKey,
byte[] privateKey)

throws cn.tass.exceptions. TAException

BRSH
=4 i i) E=RYm g
userlD bytel] = FAF#RR,
FHEE : 0~0032,
flag int 2 BRmEE
o 0: EREZUREE (r. sFFY)
o 1:DERYREBIEIL (r. sFFFIGRAS ) , B
FUF 2894 MEFRINE
indata bytel] = FTERELEE.
FHIEE : 0~1984
publicKey byte[] 2 SM23%R , FMEBENSM2AEAZ L,
privateKey byte[] = LMK’ INZZHISM2FASBFASEZESL ,
IREIE

IHRIERE.




FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.58 genEccSignature ( Z$A{EAZ=E|S )
ECCHRIZERIZE.

public byte[] genEccSignature(byte[] userlD,
int encodeFlag,
int hashFlag,
byte[] indata,
int curveFlag,
int key)
throws cn.tass.exceptions. TAException

iBREH
B 5] BEYR 343
userlD byte[] 2 FAFRR.
FTHKE : 0~0032,
encodeFlag int 2 TRERNRSE
o 0: EREHUERE (r. sFH) .
« 1: DERJRAIASI (r. sFFHIRID ) , B
HUFF2894ME RN A,
hashFlag int 2 HERERR,
indata bytef] = T ERERIE.
FTHEKE : 0~1984
curveFlag int 2 FEEHZARR
key int £ BAFiESEENEHERE].
EUESEHE : 1~64
REE
ITEHNERE.
BELE

ERFRziThHENRERE.

cn.tass.exceptions. TAException



3.59 genEccSignature ( Z$A{ER%Y )
ECCHRIZERIZE.

public byte[] genEccSignature(byte[] userlD,
int encodeFlag,
int hashFlag,
byte[] indata,
int curveFlag,
byte[] publicKey,
byte[] privateKey)
throws cn.tass.exceptions. TAException

iBREH
& S0 BEYUM ik
userlD bytel[] = FBFIRR,
FHEKREE : 0~0032,
encodeFlag int = BREROWSER
o 0: EEEEES (r. K.
« 1: DERUAIET (r. sSFFHURED ) |
HUEF 2R MBRTNE,
hashFlag int 2 RESERR,
indata byte[] = T ERELE.
FHEKE : 0~1984
curveFlag int 2 PRI RR
publicKey byte(] = R BEUE.
privateKey byte[] = FFITEESFAREIE.
iREE
TENSEE,
RELE

EFEiTPHENHERE.
cn.tass.exceptions. TAException

3.60 verifySM2Signature ( BZ$A{#EHAZES|S )
SM2EGHFEH (E6 ) .

public boolean verifySM2Signature(byte[] userID,



int flag,
byte[] indata,
int key,

byte[] Signature)
throws cn.tass.exceptions. TAException

RS
B i) A fhid
userlD byte[] 2 BPTRR,
FHEE  0~0032,
flag int 2 BRERRBEI
o 0: EREHUER (r. sFH) .
+ 1: DER{REBIEL (r. sFEHIRAS ) |, B
HUFF289FME RN A,
indata bytel] = FirEsasuE.
FHEE  0~1984
key int = BFEIEEEN=EERS].
Signature bytel] = FRIIRA,
FHEE : 64~80
A=

« ISUERLINIR[Eltrue,
« FFEMpR[Elfalse,

L

e ey shwiz= 7!

cn.tass.exceptions. TAException

==
FF o

3.61 verifyEccSignature ( Z$A{EAZ5|S )

ECCERIZREREHE.

public boolean verifyEccSignature(byte[] userID,

int encodeFlag,

int hashFlag,
byte[] indata,
int curveFlag,
int key,

byte[] Signature)




throws cn.tass.exceptions. TAException

iBREH
B ] P DA iR
userlD byte(] 2 FAFRR.
FHEE : 0~0032,
encodeFlag int 2 FRERNRBE
o 0: EREHUER (r. sFH) .
« 1:DERYRISIET( (r. sSFEHIRID ) , B
HUE 2RI MB RN E.
hashFlag int 2 RERERR,
indata byte[] = FHESEBHIE.
FTHEKE : 0~1984
curveFlag int 2 PEEIHZRR
key int 2 BTSN HEERE].,
BYESEHE : 1~64
Signature bytel[] = FIIESE.
FHEE : 64~80
iREE

o FUERKIOIR[Eltrue,
« IGUFKMER[Efalse,

L
EFRETHHENHRE.

cn.tass.exceptions. TAException

3.62 verifySM2Signature ( Z$B{EREZX )

SM2GIEEEE (E6 ) .

public boolean verifySM2Signature(byte[] userID,

int flag,

byte[] indata,
byte[] Signature,
byte[] publicKey)




throws cn.tass.exceptions. TAException

BREE
=4 E i) BEWYR HEiR
userlD bytel] B FAF#RR,
FHEE : 0~0032,
flag int 2 BRERORIEERN
o 0: EREHUES (r. sFY).
« 1: DERRIBER (r. sFFFIRIS ) |, 2
HUFF2A9F MO R E.
indata byte[] 2 FTEEZHIR,
FHEE : 0~1984
Signature byte[] 2 FIFS R,
FHEKRE : 64~80
publicKey byte[] =] SM2NEAZET,
iREE

o ISUFRKImR[Eltrue,
- IGuFKMER[Elfalse,

FELE
ERFzfThHENRESE.

cn.tass.exceptions. TAException

3.63 verifyEccSignature ( Z$B{ERAZY )

ECCEiFINESRITH,

public boolean verifyEccSignature(byte[] useriD,

int encodeFlag,
int hashFlag,
byte[] indata,

int curveFlag,
byte[] publicKey,
byte[] Signature)




throws cn.tass.exceptions. TAException

iBREH
B ] P DA iR
userlD byte(] 2 FAFRR.
FHEE : 0~0032,
encodeFlag int 2 FRERNRBE
o 0: EREHUER (r. sFH) .
« 1:DERYRISIET( (r. sSFEHIRID ) , B
HUFF2A0FME RN A,
hashFlag int 2 RERERR,
indata byte[] = FHESEBHIE.
FTHEKE : 0~1984
curveFlag int 2 PEEIHZRR
Signature bytel[] = FIIESE,
FHEE : 64~80
publicKey bytel[] = FIFEIEEZ Y/ SEDERRIIENIE.
IBEE

« ISUEREINIR[Etrue,
« ISuFKMER[EIfalse,

FHELE

Rz TR HENH
cn.tass.exceptions. TAException

3.64 generateHASH
SRS | BARAEZSMIE A THRESE.

IHEHIEEE

=]
Frio

public byte[] generateHASH(byte[] data)




throws cn.tass.exceptions. TAException

iTRSH

B ES3) EEUR ik

data byte(] = THEEERERIEIE.
REE

IREIZITH1 233 RERH TRBIEZHAIER.
SELE
EFIETHHENHERE.

cn.tass.exceptions. TAException

3.65 generateHASH
ITEEIRGEIEIERE | XREEESM3E AH TRECEHBEABE.

public byte[] generateHASH(byte[] data,
byte[] sm2PublicKey)
throws cn.tass.exceptions. TAException

BRESH
=4 i i =RYHm ik
data byte[] = THEEEREAETE.
sm2PublicKey | byte][] 2 SM2,3$BBA3Z,

REE

IREIEITH1 233 REHEH TIRHBEIEBRIER.
FHELE

TR HENRERE.

cn.tass.exceptions. TAException

3.66 generateHASH
THREUESRIEERE | SIS hashEiA R,

public byte[] generateHASH(byte[] data,
int hashAlgFlag,



byte[] userld,
byte[] publicKey)
throws cn.tass.exceptions. TAException

B ESi EEUR ik

data byte(] THEEIEREREIE.

i

hashAlgFlag int

HashELEHTR -

: SHA-1

: MD5

: 1SO 10118-2
: SHA-224

: SHA-256

: SHA-384

: SHA-512

« 20 : SM3-256

il

L]
O N O O W N =

userlD byte][] FBRFtRRA,

i

588
LB {XEhashAlgFlagh 20885 , FE
FHIKEARGEKRTF32,

PublicKey byte[] SM22$RBESZ .

il

58P
XX hashAlgFlag/g 20R1554

iR[EE
IREIZFH1 233 REIEHI TR EEEER,
FELE
EFEiTPHENRHEE.
cn.tass.exceptions. TAException
3.67 generateHASH
MR EEREETR,

public byte[] generateHASH(int hashAlgFlag,



byte[] data,
byte[] ID,
byte[] pubKey)
throws cn.tass.exceptions. TAException

iTRSH

& 5] BEEUM ik

Hash&i&FrR :

hashAlgFlag int

2l

: SHA-1

: MD5

: 1SO 10118-2
: SHA-224

: SHA-256

: SHA-384

: SHA-512

« 20 : SM3-256

L]
O N O O W N =

data byte][] FTERELIR.

FIEKE : 0~4096

FBFID , HIDEYEnull , T
INRBEZRB LM

INID ( 1234567812345678 ) , ElpubKeyEN
Bh=.

= B8 :
{¥4hashAlgFlag /3 20AE34.

i

ID byte[]

iy

SM223HBAZ,

1588 :
XX hashAlgFlag I 20R1 558

publicKey byte[]

ol

iR[EE
HIEREE.

SRELE
EFRIETHHENHRE.

cn.tass.exceptions. TAException



3.68 genRSAKeyPair
BEHAERIRSAZEERT,

public java.util. ArrayList<byte[]> genRSAKeyPair(
int keyUseWay,
int keyLen,
int exponent,
int storelndex,
java.lang.String keyLabel)
throws cn.tass.exceptions. TAException

iBREH
B i) A fEiR
keyUseWay int B ZIARAE
. 0: BFFH
. 1 BIPEEEE
o 2R, EIERLLIN
keyLen int = BIPEK.
EUESBE1024~2048 , B8RS EL,
exponent int 2 YNt
HY/E : 3865537
storelndex int 2 BB ZRE| , BYEIAT ¢
o 1~64 : EFEINZETA,
o 0 : RIAMERE.
keyLabel String 2 ZIRAEMEIRE |, YstorelndexEYE
E1~642 85,
iREE

RIFEEE. LMKINZRIRATAZE AR,
FELE
EFEIThHENRESEE.

cn.tass.exceptions. TAException



3.69 getSM2PublicKey

FRENSM2/.3$ABB3Z,

public byte[] getSM2PublicKey(int storelndex)

throws cn.tass.exceptions. TAException

ITRSH
B2 S EEUR ik
storelndex int = sm2 N IRETFEINEAHRIZRS .
BYESEHE : 1~64
iEEE
SM222$RBAL,
FELE

==
FF o

TEFFIE TR AN

cn.tass.exceptions. TAException

3.70 generateSm2KeyPair
FEEERSM2-256 FIZAISM2RUEAYT |

AR DN,

public java.util. ArrayList<byte[]> generateSm2KeyPair(
int storelndex,

java.lang.String storelLabel)

throws cn.tass.exceptions. TAException

BREH
=4 E i =RWMm Haid
storelndex int 2 sm2 N SRETFENNZAHAIZRS .
BYESEE : 1~64
storeLabel String = ZHHEMEIRE |, RRKEA161 ASCI =2
5.
g :

HLstorelndexBYE 9 1~64.2 [AIRTAERN,




o 0: FFERISM24E.
o 1 : FFERISM2FALA.

TR HENRESE.

cn.tass.exceptions. TAException

3.71 generateEccKeyPair

FEAECCEHART,

public java.util. ArrayList<byte[]> generateEccKeyPair(
int storelndex,
int curveFlag,
java.lang.String storeLabel)
throws cn.tass.exceptions. TAException

B xE EEUR ik

storelndex int

BRERG|, BYE -

o 1~64 : RREFEINZEN A,
- HftERAMEE

i

curveFlag int

PEEIZSEITR,

.« 07 : E7%-2565 L , SM2
e 20 : prime192v1

o 21 : prime192v2

e 22 : prime192v3

o 23: Secp192K1

o 30 : NISTP256

e 31 : Brainpoolp256r1

o 32: frp256v1

e 33 : Secp256K1

o 44 : Curve25519(X25519)

fi

storeLabel String BEREZAETS | A E 161 ASCII =

.

i




2 i) =RYMm iR
588 :
HLstorelndexBYE 9 1~6427 [AIRFEERN.
IREIE

NiADERIRRSEHE. LMKINZHIFASHEUE.

SELE

s THHENHERE.

cn.tass.exceptions. TAException

3.72 getKeylnfo

SRENESRER.

public hsmGeneralFinance.SymmKeyAttribute getKeylnfo(int keylndex)
throws cn.tass.exceptions. TAException

iERSH

=4 5] ERYR g

keylndex int = T ERIRYEA.
IZEE

SymmKeyAttributeXe X R SR MEXI R,

FHELE

EFEIThHENRESE.

cn.tass.exceptions. TAException

3.73 bufferEncrypt
BRAXEIEINE , o] BFINE SRS E RS TlREdE.

public byte[] bufferEncrypt(int keylndex,

java.lang.String transformation,
byte[] initVector,
byte[] inData)




throws cn.tass.exceptions. TAException

BRSE
2 ] =RYMm iR
keylndex int 2 BEER5.
EYESBE : 1~2048,
transformation | String 2 HREIRSH , 8 h  EEERAERS
=
40 : AES/CBC/PKCS5Padding
initVector byte[] = ¥4afkEE , CBC/CFB/OFBESEEEI T
TR EE.
inData bytel[] = BNSFINEAVRASEUE.
A =]

ikl IR =N e N
FELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.74 bufferEncrypt ( #li{tMEEEHN20 )
BRAEWENE , ST S EESEAENEYE (B HRERENRE0) .

public byte[] bufferEncrypt(int keylndex,
java.lang.String transformation,
byte[] inData)
throws cn.tass.exceptions. TAException

iEREH

a2 E-S:2) BEYHR i

keylndex int 2 ZPE5.
BUESBE : 1~2048,

transformation | String = BRS8N - BREERS
.
%0 : AES/CBC/PKCS5Padding

inData byte(] = BN INZRIBE S SR,




REE

I NS IS RO SR,

RELE

s THHENHERE.

cn.tass.exceptions. TAException

3.75 bufferDecrypt

BRAEIEINE , o BT RE MRS E AR IETE.

public byte[] bufferDecrypt(int keylndex,

java.lang.String transformation,
byte[] initVector,

byte[] inData)

throws cn.tass.exceptions. TAException

i5REH
E=4 5] ERYR g
keylndex int 2 ZRE5.
EVESBE : 1~2048,
transformation | String = HEIREIESH 188 - BEMEER S
Eto
f5I4n : AES/CBC/PKCS5Padding
initVector bytel] = YItAlLEE , CBC/CFB/OFBEIZEIETFT
F=HIREE.
inData byte[] = BRI SR,
REE

T L AR FR ROBA S .

FRELE

EFETHHENHRE.

cn.tass.exceptions. TAException




3.76 bufferDecrypt ( {lIg{tEIEEEHAL0 )
BREAREIRENE , o AT RE SRS EBRSHEEE (IRt RERERE0) .

public byte[] bufferDecrypt(int keylndex,

java.lang.String transformation,
byte[] inData)
throws cn.tass.exceptions. TAException

iBREH
=4 *xB BRI fEik
keylndex int 2 ZPE5.
BESERE : 1~2048,
transformation | String 2 HERERSH , BN  EiEERET S
=
40 : AES/CBC/PKCS5Padding
inData bytel[] = BNSRERE SR,
RZEE

T R FRROBA S TR,

SRLE

EFIETHHENHRE.

cn.tass.exceptions. TAException

3.77 bigDatageneralEnc

{EFADEKEH{TRBEEINE |, EOPThEIERIFESEE.

public byte[] bigDatageneralEnc(int algType,
java.lang.Object Key,

int PadFlag,

java.lang.String 1V,

byte[] data)

throws cn.tass.exceptions. TAException
iSRS
&R 5] ERYR g
algType int = BEER
« 0:ECB

« 1:CBC




B

S

g

« 2:CFB
- 3:0FB

Key

int

String

i

BREE,
HUESEHE : 0~2048

LMK TINZRIZEAZE N

PadFlag

int

fil

HFeR

« 0:PBOC 2.0iE7 1=,

: ISO/IEC 9797-18Y PADDINGH&E;2
: ISO/IEC 9797-18Y PADDINGHET;1
: ANSI X9.23

: PKCS#5

: NoPaddingt&=;

« 10 : PBOC3.0

« 11 : EiEF+ISO/IEC 9797-1

L]
A KA W N

String

i

IaEE |, (NXalgTypeEVEA 1. 2. 36

4.

o HZEK BFFMRAZIXIUIYIT BT | %38
7916H,

o MZEK ZEFRARIPILEY | %
$932H,

data

byte(]

i

DL,

iR[EE
INELER,

FELE

EFEIThHENRESEE.

cn.tass.exceptions. TAException

3.78 bigDatageneralDnc

{EFADEKH TR EUERR , EOPThAEERIRESEE.

public byte[] bigDatageneralDnc(int algType,
java.lang.Object Key,




int PadFlag,
java.lang.String IV,
byte[] data)
throws cn.tass.exceptions. TAException

iTRSH

& 5] BEEUM ik

algType int

i

BixE
« 0:ECB
1:CBC
« 2:CFB
3: OFB

Key int BHE5.

BYESEHE : 0~2048

i

byte[] LMK TOIZR9ZSAZE L

PadFlag int EREL :

+ 0:PBOC 2.0iE7 1=

: ISO/IEC 9797-18Y PADDINGH&ET;2
: ISO/IEC 9797-18Y PADDINGHRET;1
: ANSI X9.23

: PKCS#5

: NoPaddingt&z;

« 10 : PBOC3.0

« 11 : EiEF+ISO/IEC 9797-1

i

L]
A KA W N

% String IYamEE | (XZalgTypeBUET. 2. 30

4+

o MZEK BSBARRAZIXIVIYITBY | %,
$916H,

o MZEK ZEFRARIPILET | %,
F32H,

ali

data bytel] EEREAIEEE.

ali




FHELE

EFEfThHENRESE.

cn.tass.exceptions. TAException

3.79 sm2ExportSymmkey
SM2 BRI S

—SRRIFRRY TR

public java.lang.String[] sm2ExportSymmkey(

byte[] sm2PublicKey,
java.lang.String keyType,
char keyFlag,
java.lang.Object symmKey,
java.lang.String deriveFactor)
throws java.lang.NumberFormatException,
cn.tass.exceptions. TAException

& xE 2

ik

sm2PublicKey | byte][]

i

HNERIENSM22%R

keyType String

fil

BIHRE | (BN RIRIARRE |
e i AV N S E SN i W
PAIRAMAESPEEAE |, AAZE2E
B

« 000 : KEK

« 00A : DEK

« 109 : MDK

keyFlag char

i

ZHHELMK T INZRIZERR

« Z: BB{EKDESHIH
. WEHKDESE4A
. ={ZKDESE4H
: 162 TISM4%54H
: 16FT5SM1%34H
: 16FTSAESEA
: 24 THAESERH
. 327 T5AESE SR

= T - U X< X

symmKey int

i

INEZNRERIFRMEAZRS .,
BYESEE : 1~2048




B 1] A fEiR
String HNERIENTLERE L,
deriveFactor String 2 SHMEBNSEEF.
BESEE : IKEHA3209/EEL (161N =FT )
IREIE

« 0 : HSHAIRIFRMPETERE L.

« 1 S HRRBRRE.
L

EFRETHHENHRE.

java.lang.NumberFormatException

cn.tass.exceptions. TAException

3.80 sm2importSymmkey
SM2RSBIRIPSAXIFRIBIA.

public java.lang.String[] sm2IlmportSymmkey(
java.lang.String keyType,

char keyFlag,
int storeKeylnd

ex,

java.lang.String storeKeyLabel,

java.lang.String check,

byte[] data,

java.lang.Object PrivateKey)

throws cn.tass.exceptions. TAException

BERSE

=4 e} BB R

keyType String = EEASRR | NSRBI EIAREES | 37
SRR RN BB Z TR R,
VAT EMIZZEEAURT , AMlhERiEsa
B
« 000 : KEK
« 00A : DEK
« 109 : MDK

keyFlag char B FZHHLMK FIIZRZAMRR




B

S

B
&

. BA{ZKDESE4H
: YUEIKDESEH
. ={Z{KDESE4H
: 16 T5SMAER4H
: 16 TISM1%48
: 16=ETHAESER
: 24FT5AESEA
. 32FTHAESEH

Z T - U Xm < X N

storeKeylndex

int

el

ARSI,
EVESBHE : 1~2048 , EAtB{ERNRR AT

.

storeKeyLabel

String

i

BIRFERE | BT EEEEENETATRY
WBRIRES , 0~161NASIESRT, .
il
= B8 :
{XfEstoreKeyIndexBY{E 1 1~2048014
o

check

String

i

SNTHBRIREE(E | SM2{RIP SR TRILEE
RTAYRER(E.

data

byte]

2l

SNFHBNZEY , SM2{RFSHIIFRFBEERY
R,

PrivateKey

int

byte[]

2l

REEREETNRBRERS S,
BEsEE : 1~64

RINENSM2FATH,

0 : SAMMBRIE ( LMKIIZ TEIE ) .

1 SAMBIIREL(E.




FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.81 generateSignature
SM2FATRERIZE ( MEERERIZE ) .

public byte[] generateSignature(byte[] data,
java.lang.Object eccPrivateKey,
int codeFormat)
throws cn.tass.exceptions. TAException

BREH
B 5] BEYMR fEiR
data byte[] 2 FEBREEE , FHRKEN2FT.
eccPrivateKey |int 2 SM2 RN SAEZE RS AFENERS 1S,
EUESEE : 0001~0064
byte(] HNEBEESRIEN.
codeFormat int =2 B2 IREIEL
o 0: EREHUEE (r. sFF)
« 1 : DERRIBIEL (r. sFFFIYRAD )
iZ[ElH
REFERZLE
BELE

EFEIThHENRESE.

cn.tass.exceptions. TAException

3.82 verifySignature
SM2RRENIEE ( IXIEIRRE ) .

public boolean verifySignature(int signCodeFormat,
byte[] signature,
byte[] srcData,
java.lang.Object eccPublicKey)



throws cn.tass.exceptions. TAException
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3.83 rsalmportSymmkey
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public java.lang.String[] rsalmportSymmkey(

java.lang.String keyType,

char keyFlag,
int storeKeylndex,
java.lang.String storeKeyLabel,

java.lang.String check,
byte[] data,
java.lang.Object PrivateKey)




throws cn.tass.exceptions. TAException
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3.84 rsaExportSymmkey
RSALHNNE SH—FRXIFREH,

public java.lang.Object[] rsaExportSymmkey(

java.lang.Object RsaPublicKey,
java.lang.String keyType,
java.lang.Object symmKey,
java.lang.String deriveFactor,
byte[] publickeyAuthData)

throws java.lang.NumberFormatException,

cn.tass.exceptions. TAException
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3.85 sm2ExportSymmkey
SM2 R ERERIF S —RXIFRILEA.

public java.lang.String[] sm2ExportSymmkey(

java.lang.Object sm2PublicKey,
java.lang.String keyType,
char keyFlag,
java.lang.Object symmKey,
java.lang.String deriveFactor)

throws java.lang.NumberFormatException,

cn.tass.exceptions. TAException
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3.86 getRSAPublicKey
HRIEZ THZRS BREXRSARTA,

public byte[] getRSAPublicKey(int keylndex)
throws cn.tass.exceptions. TAException
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3.87 generalCalMAC
{EFZAKITEREXPOS MAC,

public java.lang.String generalCalMAC(java.lang.Object key,

java.lang.String inData)

throws cn.tass.exceptions. TAException
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3.88 generalCalMAC
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public java.lang.String generalCalMAC(java.lang.Object key,

byte[] inData)

throws cn.tass.exceptions. TAException
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3.89 generalRSApublicKeyMAC
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public byte[] generalRSApublicKeyMAC (byte[] rsaPublicKey,

byte[] AuthenticationData)

throws cn.tass.exceptions. TAException
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3.90 generalSM2publicKkeyMAC
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public byte[] generalSM2publicKeyMAC(
byte[] sm2PublicKey,
java.lang.String AuthenticationData)
throws cn.tass.exceptions. TAException
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3.91 generalEccPublicKkeyMAC
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public byte[] generalEccPublicKeyMAC(
int curveFlag,
byte[] publicKey,
java.lang.String AuthenticationData)
throws cn.tass.exceptions. TAException
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3.92 transferPintpk2PublicKey
TPKINZPINE ALAIIE.

public byte[] transferPintpk2PublicKey(java.lang.Object tpkKey,

java.lang.String tpkPIN,
int PINBLOCK,
java.lang.String pan,

int publicKeyFlag,

byte[] publicKey,

byte[] keyCheck,

byte[] publicKkeyMAC,
int publicKeyPINBLOCK,
int publickeyPadding)

throws cn.tass.exceptions. TAException
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3.93 encExportKeyByProKey
RIFEA (08 ) IMESH—FER (I98) .

public java.lang.String[] encExportKeyByProKey(
int encAlgModel,
java.lang.String proKeyType,
java.lang.Object proKey,
java.lang.String proKeyDisperFactor,
int sessionKeyType,



java.lang.String sessionKeyFactor,

java.lang.String exportKeyType,
java.lang.Object exportKey,

java.lang.String exporKeyDisperFactor,

java.lang.String keyHead,

char extendFlag,

int PADFlag,

java.lang.String 1V)
throws cn.tass.exceptions. TAException

&

xE

ik

encAlgModel

int

MEEEEN , IR EENERSHE
PRI AR,

« 0:ECB

« 1:CBC

proKeyType

String

i

FIPERSAREY | SHFEEAEURRSINZIA
BB FRAFEC.

AT EMI9ZRREA , Al ZEiAses
B

- 000 : ZMK/KEK

. 001:KMC

« 109 : MDK

proKey

int

String

fil

INEEAAEBRIFREZRZRS .
BUESBE : 1~2048

HNERIE NEETREE L,

proKeyDisp
erFactor

String

2l

RIFEADEEF . n MO BEFHRIER
B, 81 0EEFRU161F T,

sessionKey
Type

int

i

STERIAFHE

o 00 : ANFESTEEA.

« 01 : ECB B INESFHRIEHAE
T B8FHRIEESA.

« 02 : ECB B INE16F T RIERAH
F , B16FLRERR.

« 03: BANAEASFT R , 58FTE
A,

« 04 : BB ESFHIMASIERA.




B

S

g

« 05 : CBCIEINZ16=FTH21EEHERH
F, B16FTLIERA,

sessionKey
Factor

String

i

SEEARTF |, (VY sessionKeyTypeE(E

7901/02/058F4E34.

« sessionKeyType HOTRT , iZiF 8=
5 (16H) , BERFF4PBOCHISEAIER
KESIEZR.

EYE : 6=FT50x00|[2=T5ATC,

+ sessionKeyType JO2RT , 1Z15 /916
5 (32H) , ERFF4PBOCHITEAIN
KESIERR.

BE : 657500027 T5ATC||6F T3
0x00||2=FF5ATCRYE

+ sessionKeyType HO5RT , iZi5
7916575 (32H ) , ERATFFEGPM
SBSCPO2RIRRSIAEH,

BE : 257 55 R2EEY |25 T RIT LS|
12=FT50x00

exportKeyType

String

ali

WSHEPRISEEL:

. 000 : KEK

« 109 : MK-AC/MDK
* 209 : MK-SMI

« 309 : MK-SMC

« 409 : MK-DAK

« 509 : MK-DN

« 011 :KMC

- 00A : DEK

exportKey

int

String

fil

TN ASBIITRZHE.
BYESEHE : 1~2048

HNERIENERTRE L,

exporKeyDi
sperFactor

String

ali

SHERSHET.
BB : 167 TRIBEIERE




B

S

g

keyHead

String

fil

Bk | ICRAFBILERIE R |

NESREM , BRTrEEHEEX.
BYE : 0~32=%F%

Bl

extendFlag

char

i

+ extendFlagE{EPRT , ¥
FAPADFlagiaFeiszt..

+ extendFlagBl{ERPHT , NIEK
INRAEREIL00FI— 2 H
2001V ( CBCHNZZHER, ) ,

PADFlag

int

iy

extendFlagE{E I PRITREIE,
« 0: PBOC2.0IEFRIE,

: ANSIX9.23

: PKCS#5

: NoPaddingt&z;

« 10: PBOC3.0

o 11 : F3EF+ISO/IEC9797-1

L]
A KA W N

. ISO/IEC9797-1HYPADDINGHET;2
: ISO/IEC9797-1AYPADDINGHET;1

String

ol

HextendFlagHEY
{&P , HencAlgModelJy 1B17F1E.,

. EE
H(32H).
S

—_—

6H

~

o

BNEELENGANA | eSS

HEEN1280H | ZHA165F

(

ZEHE

« 0 : EIREURREL,
< 1 HSHERSFERRIRIL(E.




FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.94 symmEncExportRSAkey

RIFERINE S HRSAZHRY.

public java.util.ArrayList<byte[]> symmEncExportRSAkey(

int encAlgModel,

java.lang.String proKeyType,
java.lang.Object proKey,

java.lang.String proKeyDisperFactor,

int keylndex,

byte[] priKeyData,

char extendFlag,
int padFlag,
int outputFormat,

java.lang.String V)

throws cn.tass.exceptions. TAException
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3.95 symmEncimportRSAkey
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public byte[] symmEncIimportRSAkey(int encAlgModel,

java.lang.String proKeyType,
java.lang.Object proKey,

java.lang.String proKeyDisperFactor,

int keylndex,

java.lang.String RSAkeyLable,

byte[] pubKeyData,

byte[] d,
byte[] P,
byte[] Q,
byte[] dP,
byte[] dQ,
byte[] glnv)
throws cn.tass.exceptions. TAException
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3.96 transferAscPinSm2ToZpk
ISR IAIIERIFRFPINE S AL N ZPKINE

public java.lang.String[] transferAscPinSm2ToZpk(

int asymmAlg,
java.lang.Object privateKey,
int pinCipherType,

int padFlagAsymm,
java.lang.Object zpk,

int pinblockType,
java.lang.String pan,

byte[] srcPinCipher,

charT,

int macType,




int macPad)

throws cn.tass.exceptions. TAException
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3.97 transferAscPinSm2ToZpk ( PINHpEEI\/9PINBE3ZIR )
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public java.lang.String transferAscPinSm2ToZpk(
int asymmAlg,
java.lang.Object privateKey,
int padFlagAsymm,
java.lang.Object zpk,
int pinblockType,
java.lang.String pan,
byte[] srcPinCipher)
throws cn.tass.exceptions. TAException
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3.98 transferAscPinSm2ToZpk
SRR ERIFRFPINE S AL N ZPK N,

public java.lang.String[] transferAscPinSm2ToZpk(
int asymmAlg,
java.lang.Object privateKey,
int pinCipherType,
int padFlagAsymm,
java.lang.Object zpk,
int pinblockType,
java.lang.String pan,
byte[] srcPinCipher)
throws cn.tass.exceptions. TAException
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3.99 genWorkKeyEnc
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public java.lang.String[] genWorkKeyEnc(java.lang.String keyType,
char LmkKeyFlag,
java.lang.Object ZMKKey,
char ZMKKeyFlag,
int storeKeylndex,
java.lang.String storeKeyLabel)



throws java.lang.Exception
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3.100 generateZPKCharPIN

ZPKINZZFRFPINZE L,

public java.lang.String generateZPKCharPIN(java.lang.Object key,

java.lang.String PIN,
int PINBLOCK,
java.lang.String PAN)

throws cn.tass.exceptions. TAException

BERESH
2 £ =RYMm iR
Key - = BT INZPINHIZPKIIEZBZRS |5 EE S,
PIN String 2 FHRIPINBEXZ,
PINBLOCK int =2 FPINBLOCKHE,
s 0: PINSIKSEDRIEXSTF , LUE
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3.101 transferZpkCharPin
FRPINBLOCKE WEMETAINE , AIFDEL.

public java.lang.String[] transferZpkCharPin(java.lang.Object zpkKey,
java.lang.String keyType,
java.lang.Object key,
java.lang.String srcPIN,
int srcPINBLOCK,
java.lang.String srcPAN,
int PINBLOCK,
java.lang.String PAN)
throws cn.tass.exceptions. TAException

iBRkSH
& £} EERYM iR
zpkKey - = BFINZPINAYRZPKRYZAZRS 2253,
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srcPIN String =1 JEPINBLOCKZ2XZ
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SELE
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cn.tass.exceptions. TAException

3.102 blocksEncrypt
SEREIEINE | I EURENECBEIINZEMA SR RTINS EREUE.

public java.util.ArrayList<byte[]> blocksEncrypt(
java.lang.String keyType,
java.lang.Object key,
java.lang.String disperFactor,
int sessionType,
java.lang.String sessionFactor,
java.util.ArrayList<byte[]> inData,
int paddingMode)



throws cn.tass.exceptions. TAException
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key
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EESEHE : 1~2048
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int
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BB,
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String
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0x00||2==T5ATCHIIE

« sessionTypeg05aY , il 916=
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12=750x00

inData

byte[]
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Ebyte[[FIBINHES.
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int
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3.103 blocksDecrypt

ZEREERE | L7 EL B ERIECBIR RN SRS IR P AR EREIE.

public java.util. ArrayList<byte[]> blocksDecrypt(
java.lang.String keyType,

java.lang.Object key,

java.lang.String disperFactor,

int sessionType,

java.lang.String sessionFactor,

java.util.ArrayList<byte[]> inData,
int paddingMode)
throws cn.tass.exceptions. TAException
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e 309 : MK-SMC
« 00A : ZEK/DEK
. 00B: TEK
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3.104 genRandomKey

FEE—RBEIER |, AGRIEFERIEETA (KRES ) .

public java.lang.String[] genRandomKey(java.lang.String keyType,

iTREH

char keyFlag,
char keyStoreFlag,
int keylndex,
java.lang.String keyTag)
throws java.lang.Exception
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KeyFlag char
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« Z:8FTDESE4H

e XIU: 16=FT53DESE4H
e YIT: 24=T53DESE4H
s P:16FTSM1Z48

« R:16=FTISM4%EH4A

o L : 16=FT5AESEH

o M : 24 T5AESEH
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keyStoreFlag

char

iy
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=.
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BIRAMREINENSF , TRELMKINE
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keylndex
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i
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keyTag

String
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java.lang.Exception

3.105 deriveSymmKey

KDIE <& R EL.

public java.lang.String[] deriveSymmKey(java.lang.String srcKeyType,

java.lang.Object srcKey,
java.lang.String tarKeyType,
char tarKeyAlg,

int deriveFlag,
java.lang.String iv,

java.lang.String deriveFactor,

char keyStoreFlag,
int tarIndex,
java.lang.String tarKeyTag)

throws cn.tass.exceptions. TAException
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tarKeyType

String
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tarKeyAlg
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« 5: CBCHERIEDEEF , DEETF
MR16ETRIEE. BEIIFERNER
BE16FTBEAF =R,

-
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HEEsrcKeyTypefitarKeyAlgsp
LRI,

String

fil
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deriveFactor

String

i

DEEFEE , nFOEEFHRE,
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keyStoreFlag

char
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tarIndex
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String
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cn.tass.exceptions. TAException

3.106 disGenNewKey
DEFERER | ENEEEIEETA.

public java.lang.String[] disGenNewKey(java.lang.String srcKeyType,

java.lang.Object srcKey,

java.lang.String subKeyType,

char subKeyFlag,
int disAlgModel,
java.lang.String IV,
int disperSeries,

java.lang.String disperFactor,

char keyStoreFlag,
int keylndex,

java.lang.String keyLabel)

throws cn.tass.exceptions. TAException
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-
= B8 :
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LRI,

String

fil
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int

i

DEERE.
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String

fil
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keyStoreFlag

char
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BIRFMERR.
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3.107 exportKeyByTranserKey
ERERRIFSHE—FEHE (KH) .,

public java.lang.S

tring[] exportKeyByTranserKey(

int encAlgModel,
int macAlgModel,
int macValueType,
int proKeyType,
java.lang.Object proKey,
java.lang.String proDisperFactor,
java.lang.String exportKeyType,
java.lang.Object exportKey,
java.lang.String exporKeyDisperFactor,
int macKeyType,
java.lang.Object macKey,
java.lang.String macKeyDisperFactor,
java.lang.String keyHead,
java.lang.String commandHead,
java.lang.String random,
java.lang.String 1V)

throws cn.tass.exceptions. TAException
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macKey int ) BFIHEZIMACHZSAZRS],
il
= A :
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B,
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3
= R
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3.108 exportKeyByTranserKey
EEZRRIFSE—FRER (KH),

public java.lang.String[] exportKeyByTranserKey(

int encAlgModel,
int macAlgModel,
int macValueType,
java.lang.String proKeyType,
java.lang.Object proKey,
java.lang.String proDisperFactor,
java.lang.String exportKeyType,
java.lang.Object exportKey,
java.lang.String exporKeyDisperFactor,
java.lang.String macKeyType,
java.lang.Object macKey,
java.lang.String macKeyDisperFactor,
java.lang.String keyHead,
java.lang.String commandHead,
java.lang.String random,
java.lang.String 1V)

throws cn.tass.exceptions. TAException
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cn.tass.exceptions. TAException

3.109 importKeyByTranserKey
EMERRIFSH—FEHE (KH) .

public java.lang.String[] importKeyByTranserKey(

int inputType,
int encAlgModel,
int macAlgModel,
int macValueType,
java.lang.String proKeyType,
java.lang.Object proKey,
java.lang.String proKeyDisperFactor,
java.lang.String imporKeyType,
char imporKeyFlag,
char imporKeyStoreFlag,
int imporKeylndex,
java.lang.String imporKeyLabel,
java.lang.String macKeyType,
java.lang.Object macKey,
java.lang.String macKeyDisperFactor,
java.lang.String keyHead,
java.lang.String commandHead,
java.lang.String random,
java.lang.String IV,
java.lang.String cipher,
java.lang.String cipherMAC)

throws cn.tass.exceptions. TAException

iBREH
B i) A fhid
inputType int EINZERY -
s 0:{XEX
o 1:ZE+MAC
encAlgModel int = e A
« 00:ECB
« 01:CBC
macAlgModel int =2 MACE & :
« 07:1S09797-1MACEEtE1 |, (F
FAMACZ$BCBCIRIINZEEIE , BN
—EREX,




B

S

g

« 03 :1S09797-1MACE; &3 |, FREFH
FRRAX/VZERTFANSIX9.19 , MACER
$816F 15 , KLXJEHEDESCBCHN
BioE , RE—RERKRDESHE
% , BKLDESHIZ , §88FTIMACL,
£,

macValueType

int

i

MACEUEST : ¥&macAlgModel =4 y%%
X{EH TIASERIEAMAC,

« 01~08 : WHEMACENANFT ( nBUE
NE2MEF )

« 11~18 : BHMACERIGNFTS

o 21~28 : EARSENENF R

« 31~38 : EAREENGnFHHH

o 44 UFHRE , &EBH4FT

o 10 : BEFRRAP/L/RITE HFER 16
TIMAC(E

proKeyType

String

il

FIPERTAREY

« 000 : KEK
« 109 : MDK

proKey

int

String

2l

AT INE RSN BRIERERSI.

AT INZ RSN ERRIERE L.

proDisperFactor

String

i

RIFERD AR F MO EETFRISE &
MOREFRRANFT. BFERR
ERERN R R RINAERER.

imporKeyType

String

il

WENERAEE
- 00A : DEK

« 011 : KMC
« 109 : MK-AC/MDK

imporKeyFlag

char

SNZHEIFR

e Z:8FTDESE4H

« X/U: 16=7T53DES®4H
e YIT: 24=+53DESZHA
e P:16FHSM1248




B
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g

s R:16FT3SM4%ESE
o L:16FTHAESEHA
o M : 24=FTHAESERH
e N:32FF5AESESH

imporKeySt
oreFlag

char

ol

SNERFEITR,
« BUEAK , RPEAEFIHSMAREZES],
« NRE , MHLMKTINZERER.

imporKeylndex

int

Iy

SANERRS| , FHEREENRERRS]
£, BUEBE : 0001~2048,

i58EB
Y XimporKeyStoreFlag/Z{ERTiZ &,

imporKeyLabel

String

iy

SAZPIRE , BTIFCHSNERIIRE
1783 , 0~16MASCIIZFERT,

iRAR -
{¥XimporKeyStoreFlag/Z{EAtig &,

macKeyType

String

i

MACZZ$HZERY -

999 : SERIFERE
« 000 : KEK
. 109 : MDK

iR :
{XZinputType/y 1HI7Z{E,

macKey

int

String

iy

FRFitEEXMACHESEES].

1588 :
{XXinputType s 17 EmacKeyTypeEl{E
/999987 , WEBHIEFTE.

BT EEXMACHIERE L.

58P
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{XLinputType s 17 rEmacKeyTypeEl{E
AR |, BHIFE.

macKeyDisp String NMOBEFRIEBEL , BN EEFHR
erFactor H8NFET,

iy

= B8 :
{XXinputType 4 17 ElmacKeyTypeEE
AH9990T , thEEFE.

keyHead String AL , KEEAN2H,

o |

commandHead | String <k, BE00~20 ( Bp0-32=15) .

= A8
{XZinputTypey 1BI7FE,

BEHEY , ICEAERAIBENEL , BTFIRIER
XMACBEH4FT , RRAEBIT32FT,

random String

iy

1588 :
{XZinputType/J 1HI7Z/E,

v String

i

BRTEEMACHITIRAE.,

o 128{mH ( BIFRRP/LR ) BY | iz
1645 (32H) .
o HttERT , 12987 (16H) .

1588 :
{XZinputType/J 1HI7Z/E,

cipher String BEAFUEIRAZSL,

oy | D

cipherMAC | String BYMAC , (LSRRI 1HIE.
SEBMACTH16H , MIZERIF R TR0

; MACHIGRT B B8 /9 0RI(L,

iR[EE
AT (LMK), ZEREE



FHELE

EFEfThHENRESE.

cn.tass.exceptions. TAException

3.110 encExportKeyByProKey
RIFESAINZSE—5FEHE (BA ( SH) ).

public java.lang.String[] encExportKeyByProKey(

int encAlgModel,

int proKeyType,

java.lang.Object proKey,
java.lang.String proKeyDisperFactor,
int sessionKeyType,
java.lang.String sessionKeyFactor,

java.lang.String exportKeyType,
java.lang.Object exportKey,

java.lang.String exporKeyDisperFactor,

java.lang.String keyHead,

char extendFlag,

int PADFlag,

java.lang.String 1V)
throws cn.tass.exceptions. TAException

iBREH
2 i) A fhid
encAlgModel int 2 NZEEEL,
« 00:ECB
« 01:CBC
proKeyType int = (RIFEREAEEY
e 000 : ZMK/KEK
« 109 : MDK
« 011 : KMC
proKey int 2 RIPESE | FAREHERS.
String (RIPEE |, (FARZHZE.
proKeyDisp String 2 RIPEIRO A F.
erFactor
sessionKey int 2 SiRESRET
Type - Tt
s . 00 : FFELESTERSA.
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« 01 : ECBEAINMNZHSFHRIERIHEEH
¥F , B8FLRIEEA,
« 02 : ECBEHINFE16FHRIERHEA
F , B16FIRIEEA,
« 03: BEREASTFHRE , 88FHe
EEH.
s 04 : BEEPNAESFHIMASIERE.
« 05 : CBCEAMF16FHTRIARAE
F , B16FTHRIEEH,
sessionKey String & SIEFSHRET
Factor ™
= BE:
XY sessionKeyType901/02/050837F
o
+ sessionKeyTypeHOTRT , iZ{BEA8=F
5 (16H) , ERFF4PBOCHISEAIE
KESIERR.
BUE : 6T50x00||2==5ATC
» sessionKeyTypeJO2RT , %I A16=
5 (32H) , ERFF4PBOCHISEAIXY
KESIEZHA.
BUE : 657 T30x00|[2FFT5ATC||6F T3
0x00||2==T5ATCHYIE
« sessionKeyType HO5HT , %35
1675 (32H ) , IERTFF=EGPH
SBSCPO2HI-RRRIEZR.
B : 25 AR |25 T RITELER|
12=2450x00
exportKeyType | String =2 SHEESER
« 000 : KEK
« 00A : DEK
« 011 : KMC

« 109 : MK-AC/MDK
« 209 : MK-SMI
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« 309 : MK-SMC
« 409 : MK-DAK
« 509 : MK-DN

exportKey int HSHERNZRES .

il

String WS HERIEREX.

exporKeyDi String
sperFactor

SHERDHEF.

i

keyHead String

i

Ak | ICRATFELLZRERL |, BE
NEREMK.

extendFlag char

7 RmR,

PADFlag int PAD#RIR,

O | D

v String e

extendFlaggPEencAlgModel 5070

B

. ERHEEN1280E | ZE 16
T (32H).,

. EESHEIEN6ADAE | %I H8FTI (
16H ) .

iREE
EIRERRE . RIaE
L
EFETHHENHRE.

cn.tass.exceptions. TAException

3.111 encimportKeyByProKey
RIFESEINZESA—FEHE (BA ) .

public java.lang.String[] encimportKeyByProKey(
int encAlgModel,
int proKeyType,
java.lang.Object proKey,
java.lang.String proKeyDisperFactor,
int sessionKeyType,
java.lang.String sessionKeyFactor,



java.lang.String imporKeyType,

char imporKeyFlag,
java.lang.String imporKeyCipher,

char imporKeyStoreFlag,

int imporKeylndex,
java.lang.String imporKeyLabel,
java.lang.String keyHead,

char extendFlag,
int PADFlag,

java.lang.String IV,
java.lang.String KEYCV)

throws cn.tass.exceptions. TAException

iTRSH

& 5] =

ik

encAlgModel int

2l

InEEAE
« 00: ECB
« 01:CBC

proKeyType int

i

IRIFERTEEEY
. 000 : KEK

« 109 : MDK
« 011 : KMC

proKey int

i

String

RIFETA , ERERERS,

PRIFEETR | (ERINEBRIERE L.

proKeyDisp
erFactor

String

i

RIFE R BT

sessionKey int
Type

fil

SIETHER

o 00 : AFEESTEEA.

« 01 : ECBRINNZESFHRIERRE
F  B8FIHRIEER.

« 02 : ECBREHNIZE16FHIEHHA
F , B16FHRIERR.

« 03: BANAEASFETREL , 88=FTE

« 04 : EARVASF I ARIEER.
« 05: CBCHERANIE16F T RIAEAR
¥, BI6F T RIEER.

sessionKey
Factor

String

ol

SIEEREF,
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B
2

1o

i58BB :
XYsessionKeyTypeJ01/02/05831F

—l_ﬁ.

o

+ sessionKeyTypeROTHT , IZ{E 98
T (16H) |, BRFF=4EPBOCHEEHIE
KEXIE
EYf& : 632750x00|[232F5ATC

» sessionKeyTypeJO2RT , 1ZiH 16=
T (32H ) ﬁﬁ%ﬁipsoo#ﬂ BRI
KESIESR
BYE : 65 730x00|[257T5ATC||6FT5
0x00||2==T5ATCHYIE

« sessionKeyTypeJO5RT , iZig,
791675 (32H ) , ERATFEGPM
SBSCPO2HIR R RIAEH,

B8 : 27 DR RRE 25 DRI 4EEs
12=7750x00

imporKeyType

String

il

SNERRE

« 000 : ZMK/KEK

« 001:ZPK

« 002 : PVKITPK/ITMK
« 003 : TAK

« 008 : ZAK

« 009 : BDK

« 00A : DEK

« 00B: TEK

« 011 : KMC

« 109 : MK-AC/MDK
« 209 : MK-SMI

« 309 : MK-SMC

o 402 : CVK

« 409 : MK-DAK

« 509 : MK-DN




=4 ES: BEWR i
imporKeyFlag | char 2 SNFHIRRA
s Z:8FTIDESEIH
* XU : 16FT53DESEIH
e YIT: 24=753DESE4H
+ P:16FTSM1E4E
* R:16FTSMAEH
e L : 16=FT5AESESH
imporKeyCipher | String 2 SNZFHEZE,
imporKeySt char B SNFHEHEINR. WREUERK , NI
oreFlag FHEZIHSMAPRZERS| |, IR TS5,
imporKeyIndex |int B SNFIRRE| , FHEEIEBRRZRERS]
%O
EYESEE : 0001~2048
-
= R
X XimporKeyStoreFlag H KBS 1F1E,
imporKeyLabel |int 2 SNFPIRE | BT ircHSAERIIRES
B8 , 0~16MASCIIZEFF,
keyHead String = ZEL |, ICEARFBEILZENZAL | B8
HEAREMY. ERERZ00 , WERBTAK
IEZSASLRYB .
extendFlag char & Y EfRR , BYERP, HSMERIASR
FEZE00ARRIER , — M2 H
£00/JIV ( CBCHNZEHET, ) , AR
IGKEYCV, )
o EZEFE  UTENYT BERFE.
o BIZEAEE  NWEENYT BiE9AE
7.
PADFlag int S PADIRIR |, tRRINZH SHEHREIRER

;)rlb)n\Uo

BYESBE : 00~05810~11
)
= BB :

M BE{YHextendFlag I PAYTFTE,
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String

X

LextendFlagsPHencAlgModel 50 1R

EZE

- EFPEERN128HE | ZEN16=F
T (32H).,

. HEIARIEN6ADA | ZIH8FT5 (
16H ) .

KEYCV String

iy

WENZHORILEKEYCV , BT
WHSANRHENGEME. NRKEER
H16H , WAESITFREHERO , RIGHTZ
IS GINA0RINL ; BN SONAHITIRUE,

1588 :
L B{XYextendFlag i PATTEIE.,

IR[E{E
SRR (LMK), E6{E
FELE
EFEiThHENRESE.

cn.tass.exceptions. TAException

3.112 deleteKey
BRAIBBFEEZS IFVER ( KF) .

public java.lang.String[] deleteKey(int keyType,
int keylndex)
throws cn.tass.exceptions. TAException

RS
& £} EERYM ik
keyType int = SRR | 1S SR SRRV EY,

e 00 : WTREF5A
« 01 : RSAZ$ART
o 02 : SM2Z4$ET
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keyIndex int = BPREIS | SHIRIVERINESIS.
BUESEE : 1~2048
REE
IREEIRS.
FELE

s THHENHRE.

cn.tass.exceptions. TAException

3.113 importSymKey
SNTFE—EXIFREH,

public java.lang.String[] importSymKey(java.lang.String keyType,

java.lang.String keyCipher,
java.lang.String keyCV,

int keylndex,

java.lang.String keyLabel)

throws cn.tass.exceptions. TAException

B xE EEBWMR

keyType String 2

« 000 : ZMK/KEK

« 001:ZPK

« 002 : PVK/ITPK/ITMK
« 003 : TAK

« 008 : ZAK

« 009 : BDK

« 00A : ZEK/DEK

« 00B: TEK

« 011 : KMC

« 109 : MK-AC/MDK
« 10C : HMAC

« 209 : MK-SMI

« 309 : MK-SMC

« 402 :CVK
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« 409 : MK-DAK
« 509 : MK-DN
keyCipher String = FEATN , LMKIIZAZEZE L,
keyCV String = FEARIGE , B SHEMEE. MR
AZONARIGIE , BEiEFiEEE.
keylndex int = BIRRSIS |, FHEEIERBTNRIERERS]
%O
EYESBHE : 1~2048
keyLabel String = BEAIRES | RSN AR TRC A
AIIRESIRE , 0~16 NASCI ZF4F,
ZEE
RIE.
FELE

EFRzfThHENRERE.

cn.tass.exceptions. TAException

3.114 disperKeyOutputComponentCipher
DR HFEZRNS N D B,

public java.lang.String[][] disperKeyOutputComponentCipher(

java.lang.String srcKeyType,
java.lang.Object srcKey,
java.lang.String subKeyType,
char subKeyFlag,
int disperAlgModel,
int disperSeries,
java.lang.String disperFactor,
int keyComponentNum)

throws cn.tass.exceptions. TAException

BREH
=4 i) =RYMm A
srcKeyType String =2 TREEASEAY -

« 000 : ZMK/KEK
« 008 : ZAK




B

S

g

« 00A : ZEK/DEK

« 011 : KMC

« 109 : MK-AC/MDK
« 10C : HMAC

« 209 : MK-SMI

« 309 : MK-SMC

o 409 : MK-DAK

« 509 : MK-DN

srcKey

int

String

el

IR, ERERERS,

IR | (ERINBFEES.

subKeyType

String

i

FEARE

« 000 : ZMK/KEK
« 008 : ZAK

« 00A : ZEK/DEK
« 011 : KMC

« 109 : MK-AC/MDK
« 10C : HMAC

e 209 : MK-SMI

« 309 : MK-SMC
« 409 : MK-DAK
« 509 : MK-DN

subKeyFlag

char

fil

FEIFRR

« XU : 16==T53DES%E4A
s P:16FTSM1Z48

« R:16FTISM4%EH4A

L : 16=FT5AESEH

N : 325 15AESHE

disperAlgModel

int

2l

SEEEER

« 0: PBOCFEHELHEERT R4
NRF#H. SFHHEEFD |, FRIR
ZEAXH16=F 75 [D|DAYAFIRFIRZSAE
IEFRRFH TECBIER N,

« 1: ECBIRIINZE16FH oA F




=4 *xE BRI g
« 2: ECBEI{NF16FEHOMET , HE
B BARFHKERR.
588 :
{YfRsubKeyFlag /AN
+ 3 : CBCIEAMEZ16FHHEE T
disperSeries int =2 SRR,
BE{ESERE : 01~08
disperFactor String 2 PEEF , Nk EIEFREX,
« YdisperAlgModel50RT , BRDEIE
FH8FT (16H) .,
« HdisperAlgModely1/2/38F , B EL
EF916=75 (32H) .
keyCompone |int 2 AR L
ntNum EYESCE : 2~8
IZEE
DEEERESR |, FHREFERNEXRZ RO T |, DTSR FEARNREATXI R AILMK
iz,
FRLE
EFEfThHENHRE.

cn.tass.exceptions. TAException

3.115 encExportKey

KMC ( Kdek ) INESHEERMAZA (G2) .

public java.lang.String[] encExportKey(int encAlgModel,

java.lang.Object proKey,

java.lang.String keyData,

java.lang.String cardCounter,

int keyHeadLength,

int disperSeries,

java.lang.String disperFactor,
java.util.List<java.util.List<java.lang.Object>> UDK)




throws cn.tass.exceptions. TAException

iERSH
E=4 S0 EBWmR g
encAlgModel int 2 INZEEEEL
« 00:ECB
« 01:CBC
proKey - b= RIPEA , BT IIERIF RS HEBINIRE
B (T KMC ) FR5|a&E X,
keyData String 2 BIRIREEIE.
cardCounter String B EFE5IHEEE ( SCP02) ,
keyHeadLength |int = BYMEIRLKE |, WSHERRBEANERL
FNNER
EUESEE : 00~20 ( BPO-32=F75 )
disperSeries int 2 DEUEREL,
EUESEHE : 01~08
disperFactor String 2 DEEF , nRDEEFEREX.
keyderivat - & ESHERNEINUM
ionnum
keyderivat - & S HERR KR
ionType1
keyderivat - B SHEHA1
ionKey1
keyHead1 - B AL
keyderivat - B SH=ENERY
ionTypen
keyderivat - & SHEAN
ionKeyn
keyHeadn - & Z4A3kn
UDK - = BESHEARE , SHEH , Bk
iIR[EHE

« String[0] : Z$BIREFL




« String[1] : FEHIRE(E
o String[n] : FEENMRIEE

RELE
EFIETHHENHERE.

cn.tass.exceptions. TAException

3.116 encConfidentialData
KMC ( Sdek ) ISR (G3 ) .

public java.lang.String encConfidentialData(
int encAlgModel,
java.lang.Object srcKey,
java.lang.String keyData,
java.lang.String cardCounter,
java.lang.String confData,
int paddingFlag)

throws cn.tass.exceptions. TAException

iERESH
=4 ES:c] ERYR faig
encAlgModel int 2 INZEREL
« 00:ECB
« 01:CBC
srcKey - 2 KMCIEZ$H , T IIZEURRYEZR (&
1TFKMC ) 3 [FEL,
keyData String 2 EIRIRELUE,
cardCounter String =2 588 ( SCP02) ,
confData String 2 B EUE,
KEEYE : 0000~03D8 ( BI0~984FF5 )
paddingFlag int = PADIRRARRINZERIEURRIEFTAN,
BYESEHE : 00~05
IBEE

R,




FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.117 encData

KMC ( Senc ) INZEE (G4 )

public java.lang.String encData(int encAlgModel,
java.lang.Object srcKey,
java.lang.String keyData,
java.lang.String cardCounter,
java.lang.String confData,
int paddingFlag)
throws cn.tass.exceptions. TAException

iERSH
=4 ESic] ERYR faig
encAlgModel int 2 INZEEEL
« 00:ECB
« 01:CBC
srcKey - 2 KMCIEZ$H , T IIZEURRYREER (&
1TEKMC ) R5|HE,
keyData String =2 EEIREEUE,
cardCounter String =2 EE5I1H#E8 ( SCP02) ,
confData String =1 B EUE,
K EEEYE : 0000~03D8 ( Bl0~984=F%Y )
paddingFlag int = PADIRIRRR NN BIEEaE TSR
EUESEHE : 00~05
ZEE

R,




FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.118 encDataMAC
KMC ( Scmac ) ITEEWEC-MAC ( G5) .

public java.lang.String encDataMAC(int macAlgModel,
java.lang.Object srcKey,
java.lang.String keyData,
java.lang.String cardCounter,
java.lang.String confData,
int paddingFlag,
int ICVFlag,
java.lang.String ICV)

throws cn.tass.exceptions. TAException

iBRSE
=4 *H BEYR i
macAlgModel |int 2 MACE; L& :
o 01:1S09797-11&
1 , BIFullTripleDESMAC
o 03:1S09797-11&
13 , BPSingleDesFinalTripleDesMAC
srcKey - = KMCIEZ$E , B TFINZEURRYEREE (&
1TFEKMC ) FR5|ZEL.
keyData String =1 BERIRERTE,
cardCounter String B EFE5IHEEE ( SCP02) ,
confData String 2 B EE.
KEHYE : 0000~03D8 ( BJ0~984=FT5 )
paddingFlag int 2 PADRIEFRRINZRIZHERETTHN
HYESEHE : 00~05
ICVFlag int =2 ICV{ERRIER, :
« 0: BEFRICVEEE5MACIZEE.
« 1: {FEASc-mac8FHNNZFICVIHES
5MACIEHE,
ICV String b VatEE |, 855,




REE
BHAIMACHE.
RELE
s THHENHERE.

cn.tass.exceptions. TAException

3.119 testDataMAC

KMC ( Srmac ) SIFEHER-MAC ( G6 ) ,

public java.lang.String[] testDataMAC(int macAlgModel,

java.lang.Object srcKey,
java.lang.String keyData,
java.lang.String cardCounter,
java.lang.String confData,

int paddingFlag,

int ICVFlag,

java.lang.String ICV,

java.lang.String testMAC)

throws cn.tass.exceptions. TAException

iBRSE
=4 5] ERYMR g
macAlgModel |int 2 MACE L& :
e 01 :1S09797-1#&
1 , BIFullTripleDESMAC
« 03:1S09797-1#&
(3 , BPSingleDesFinalTripleDesMAC
srcKey - 2 KMCIEZ$E , B TFINZEURRYEZE (&
1TEKMC ) R5|5EL,
keyData String 2 BEHIRERTE,
cardCounter String =2 EF5THELEE ( SCP02) ,
confData String 2 HZEE,
KEEYE : 0000~03D8 ( BP0~984=%75 )
paddingFlag int g2 PADTRIRFRRINZRIZHRERETTHN
HUESEHE : 00~05
ICVFlag int 2 ICVERE -
« 0: BEFRICVIEE&5MACIEE.
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e 1 :{EMHSc-mackES=INZICVEGS

5MACIEE,
ICV String 2 VIaKEE |, 855,
testMAC String 2 FHIEMAC |, IR EHR X R-MAC
RN EEL T NANS
IREHE
BHAIMACTE,
FRELE

EFEIThHENRESE.

cn.tass.exceptions. TAException

3.120 externalAuthentication
ANEBINIE ( G7 )

public java.lang.String externalAuthentication(
java.lang.Obiject srcKey,
java.lang.String keyData,
java.lang.String hostChallenge,
java.lang.String cardChallenge,
java.lang.String cardCipher)
throws cn.tass.exceptions. TAException

i5RSH

=4 5] EBWR g

srcKey - 2 KMCIRZSR , T INEEEIRES (&
17EKMC ) T35,

keyData String 2 ZEIREEUE.

hostChallenge | String 2 8FTHRUmRMENEL,

cardChallenge | String = IFSCP02 , 2715 EMEE +6 TR BB 2K

cardCipher String = RRINIEEX , 8FT5 , FBFENXRRRY
TAIE.




REE
BHAIMACHE.
RELE

s THHENHERE.

cn.tass.exceptions. TAException

3.121 proEncKMCSessionKey

FPEANNE HSHKMC=421E%%A (G8 ) .

public java.lang.String[] proEncKMCSessionKey(

int encAlgModel,
java.lang.String proKeyType,
java.lang.Object proKey,
java.lang.String prodisperFactor,
int proKeysessionType,
java.lang.String proKeysessionFactor,
java.lang.Object keyderivationKey,
java.lang.String keydata,
java.lang.String cardCounter)

throws cn.tass.exceptions. TAException

BRSH
e=4 7 E i) EEWM ik
encAlgModel int 2 NZEEEEL
« 00:ECB
« 01:CBC
proKeyType String = (RIPZEEASEAY -
« 000 : KEK
« 109 : MDK
proKey - = RIPER | BTN RIP=&S1a A%
AR5 EL.
prodisperFactor | String = DEEF , " MO BEFREREL , B DRL
EFHRAI161NFT3,
proKeysess int = (RIPEERISIERIEF-EIR, ¢
ionType - .
yP . 00 : FF=tESTERMA.
« 01 : ECBERI{IIZSFEHSIREHRA
¥, B8FEDHRIEEA.
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* 02: ECBIERIINE16F T RIAERE
T, BI6FTRIEER.

< 03: EPNEASFLEE , 88FhR
ETAER

« 04 : AR ASF I ARIEER.

« 05 : CBCHERINIE16F T RIAEAR
¥, BI6FHRIEER,

proKeysess
ionFactor

String

il

RIPESENSIE AR T
il
=| %88 :

XL proKeysessionTypeJ01/02/0581F

l—_i_\l.

+ proKeysessionType 5078 , iZig;
7985 (16H) , BEATFF4EPBOCHL
STEHBRKERIEEA.

EUE : 6T50x00||2=FT5ATC

» proKeysessionType 50207 , i%
16T (32H ) |, ERTFF™
4PBOCHEBHNUIKERIEER.

BUE : 65FT50x00|[2FTTATC||6FT5
0x00||2==T5ATCHYIE

» proKeysessionType JO5HT , i%ia

791675 (32H) | ERAFF4HGPH

SBSCPO2HI-RRRIEZR.

B8 : 2F D RRE 2 R 4EEs

12==750x00

keyderivat
ionKey

i

SHZR |, HSHKMCHESRZERS 2%
X.

keydata

String

il

TR MANZEREIEKeydata , H6ZFT
KMCIDFI4ZF 55 RS ( CSN ) 4Bpk , BX
N BN F T84 Kenc/Kmac
/Kdek,

cardCounter

String

i

TRITEER.




G
 String[0] : SencZEX
 String[1] : SenciXI&{E
 String[2] : ScmacZE
« String[3] : ScmackEH{E
+ String[4] : SdekZX
* String[5] : Sdeki®I&{E

SRELE
EFETHHENHRE.

cn.tass.exceptions. TAException

3.122 proRSAKey

KMC ( Sdek ) fRiFrSH—XIRSAZH (GF ),

public java.util.List<byte[]> proRSAKey(int encAlgModel,
java.lang.Object proKey,
java.lang.String keyData,
java.lang.String cardCounter,
char keyStoreFlag,
int tarIndex,
java.lang.String privateKey)

throws cn.tass.exceptions. TAException
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3.123 proSM2Key

KMC ( Sdek ) fRIPSH—XISM2%4H ( GO )

public java.util.List<byte[]> proSM2Key(int encAlgModel,

java.lang.Object proKey,
java.lang.String keyData,

java.lang.String cardCounter,

int tarKeyAlg,




int tarlndex,

java.lang.String SM2PublicKey,
java.lang.String SM2privateKey)
throws cn.tass.exceptions. TAException
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3.124 tKEncPINChangeKMC

TKINZZHIPINZZ S EEIKMC ( Sdek ) FHIEZ (GD ),

public java.lang.String tKEncPINChangeKMC(
java.lang.String srcKeyType,
java.lang.Object srcKey,
java.lang.Object srcKMCKey,
java.lang.String keyData,
java.lang.String cardCounter,

RS

java.lang.String srcPINBLOCKCipher,

int srcPINBLOCKFormat,

java.lang.String srcPINBLOCKId,

int tarPINBLOCKFormat,

java.lang.String tarPINBLOCKId)
throws cn.tass.exceptions. TAException
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3.125 eMVchackingARQC

EMV4.XZEIFARQC/TC/AAC , ANERIF=4EARPC (KW )

public java.lang.String[] eMVchackingARQC(

int modelAlg,
int planld,

java.lang.Object MKAC,

java.lang.String IVAC,

java.lang.String PANOrder,




java.lang.String parameteBH,
java.lang.String ATC,
java.lang.String transctionsData,
java.lang.String applicationCipher,
java.lang.String ARC,
java.lang.String CSU,
java.lang.String data)

throws cn.tass.exceptions. TAException
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3.126 eMVchackingPIN

EMVAXHIAZSHRST/PINIEE (KY ) .

public java.lang.String[] eMVchackingPIN(
int modelAlg,
int planld,
java.lang.Object mksmi,
java.lang.String ivsmi,
java.lang.String panOrder,
java.lang.String parameteBH,
java.lang.String atc,
java.lang.String ac,
java.lang.String proData,
java.lang.Object mksmc,
java.lang.String ivsmc,
java.lang.Object tk,
int offset,
java.lang.String cipherData,
int srcPINType,

java.lang.Object srcPINEncKey,

int srcPinblockAlg,
int tarPinblockAlg,
java.lang.String id,
java.lang.Object mkac)

throws cn.tass.exceptions. TAException
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3.127 pbocchackingPIN

PBOCHRHLPINMERU/INZE ( KX ) .

public java.lang.String pbocchackingPIN(

int planld,

java.lang.String appKeyType,
java.lang.Object applicationMainKey,
java.lang.String panOrder,
java.lang.String atc,

int pinblockFormat1,

int pininputAlg,

java.lang.String proPINNew,
java.lang.String proPINOId,
java.lang.Object srcPINENncKey,
int pinblockFormat2,
java.lang.String newPinCipher,
java.lang.String oldPinCipher,
java.lang.String id)

throws cn.tass.exceptions. TAException
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3.128 numberPINBLOCKEnNc

#=PINBLOCKAEHIZE (D7 ) .

public java.lang.String numberPINBLOCKEnNCc(
java.lang.Object srcKey,
int srcKeyDisperSeries,

java.lang.String srcKeyDisperFactor,

int srcKeySessionAlg,

java.lang.String srcKeySessionFactor,




java.lang.Object tarKey,
int tarKeyDisperSeries,
java.lang.String tarKeyDisperFactor,
int tarKeySessionAlg,
java.lang.String tarKeySessionFactor,
int maxPINLength,
java.lang.String srcPINBLOCKCipher,
int srcPINBLOCKFormat,
java.lang.String srcld,
int tarPINBLOCKFormat,
java.lang.String tarld)

throws cn.tass.exceptions. TAException
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3.129 s7_numberPINBLOCKENc

#=FPINBLOCKE/INZ (@A (S7) ).

public java.lang.String s7_numberPINBLOCKEnNc(

java.lang.String srcKeyType,
java.lang.Object srcKey,
int srcKeyDisperSeries,
java.lang.String srcKeyDisperFactor,
int srcKeySessionAlg,
java.lang.String srcKeySessionFactor,
java.lang.String tarKeyType,
java.lang.Object tarKey,
int tarKeyDisperSeries,
java.lang.String tarKeyDisperFactor,
int tarKeySessionAlg,
java.lang.String tarKeySessionFactor,
int maxPINLength,
java.lang.String srcPINBLOCKCipher,
int srcPINBLOCKFormat,
java.lang.String srcld,
int tarPINBLOCKFormat,
java.lang.String tarld)

throws cn.tass.exceptions. TAException
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3.130 transferPinCipherTpk2ublicKey

B HRIPINF R TPKIIZE N ATHINE (N5 ) .

public byte[] transferPinCipherTpk2ublicKey(java.lang.Object tpkKey,

java.lang.String tpkPIN,
int PINBLOCK,
java.lang.String pan,
int publicKeyFlag,

int publicindex,

byte[] publicKey,

byte[] keyCheck,

byte[] publicKeyMAC,
int PINflag,
java.lang.String ID,

int publicKeyPINBLOCK,
int publicKeyPadding)

throws cn.tass.exceptions. TAException

iERESH

E=4 5] ERWYMR g

tpkKey - = TPKZ$H , BTN PINRYTPKESHERS |5,
X,

tpkPIN String g2 FETPKESA T INZEBPINBLOCKZE S |
ExpandedHext&=,,

PINBLOCK int 2 ZFPINBLOCKIE=,

pan String 82 MKSPAN,




=4 ES: BEWR i
publicKeyFlag |int = YNSRI
publicindex int 2 YN ZECIE=N
publicKey byte[] 2 %8 , ASN.1#8={DER%®#I.
keyCheck byte[] 2 NIEEURE | B FITEASBMACHIERIMIEL
1E, TEEansS (; ) /.
publickeyMAC | byte[] = 2AMACHE , BFRIEAAINGIETE.
PINflag int 2 PNEINZZPINGRFER.
00 : IDEE(2N)+IDFEE+PINIE
FE(2N)+PINBB3Z
« 07 : PINBEXZHR
o 02 : PINEKEE(2N)+PINBEIZ+IDI<
EE(2N)+IDFg
ID String & ID#S , ExpandedHext&z,
= B8 :
{24 PINflag300/02AF1F1E,
publicKeyP int 2
INBLOCK
publicKeyP int = NIPNZEREFRRER.
adding
iZEE
FELE
EFEfThHENHRE.

cn.tass.exceptions. TAException

3.131 numberPINPriEnc

BFHFPINMMZPK N INEAEHRBIFAB EiANNE (CB ) .

public byte[] numberPINPriEnc(java.lang.Object srcKey,

java.lang.String tarKeyType,

java.lang.Object tarKey,
int maxPINLength,
java.lang.String srcPINBLOCKCipher,
int srcPINBLOCKFormat,




java.lang.String srcld,
int priPINEncAlg,
java.lang.String date)
throws cn.tass.exceptions. TAException

iERSH
=4 S0 ERWmR g
srcKey - = IRZPKESH , FIFINEPINRYIRZPKEIR R
ElE17 538
tarKeyType String = BHRPININZZFESEEY
« 001:ZPK
« 002 : PVK
tarKey - 2 BHRPINIIZEZ$H
maxPINLength |int 2 BRAPINKE
srcPINBLOC | String = JEPINBLOCKZFSZ
KCipher
srcPINBLOC int 2 JEPINBLOCKI&T,
KFormat
srcld String =2 TERKS
priPINEncAlg  |int 2 FABPINIIZEE ARR
o 01 : BBHRITRIFRDESEIL
< 02 : HTESIRITERIEMBFIAERIE
« 03 : LUFEK(SPINBLOCKINERE
« 04~99 : B , BRIRAARSIF
date String & HEA , =X Ayyyymmdd,
il
= | BB :
(X priPINEncAlg IO 1R TFAE,
IRZEE

B#RPINBLOCKZIZ,




FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.132 cipherCompositionSynKey

&SRO EMR—ER (Ad) .

public java.lang.String[] cipherCompositionSynKey(
int keyCompositionNumbenr,
java.lang.String keyType,

char keyAlg,

java.lang.String... keyComposition)
throws cn.tass.exceptions. TAException

iSRS
B ESic] BHRYMR faid
keyComposi int 2 FIARD 1L . BT INZEPINRTIRZPKEH
tionNumbenr o=,
keyType String = HHSRE
« 000 : ZMK
o 001:ZPK
« 002 : PVK/TPK/TMK
« 003 : TAK
o 008 : ZAK
« 00A : ZEK
« 109 : MDK
e 402 :CVK
keyAlg char = BFImR , LMK ISR SR
W ZIXIYIUIT,
keyComposition | String = PR ES [ KEE
JkeyCompositionNumbenr,
R[EHE

« String[0] : Z4ABESC
« String[1] : ZAREG(E




FELE
EFIafTHHENREEE.
cn.tass.exceptions. TAException
3.133 makeOneZPK
FEE—NZPK (1A)

public java.lang.String[] makeOneZPK(java.lang.Object zmkCipher,

char KeyAlgZMK,
char keyAlgLMK,
int keySynTept)
throws cn.tass.exceptions. TAException
i5RSH
&R E 5] EBWR g
zmkCipher - 2 ZMKZX , ZMKE$RZS |5kLMK006~008
TINEZRIZMKE S,
KeyAlgZMK char B ZEFRR ( ZMK )
keyAlgLMK char = ZEEFRR (LMK )
keySynTept int 2 FIAREG{ESRE (KCV)
« 0:KCV16H
« 1:KCV6H
iIZ[EHE
« String[0] : ZPKZZ3Z ( ZMK )
« String[1] : ZPKZEEIZ ( ZMK )
« String[2] : Z4PREG{E
SELE
EFEiTPHENREERE,
cn.tass.exceptions. TAException
3.134 zpkSynZMKToLMK

ZPKMZMKINZEEMALMKAINEE (FA )

public java.lang.String[] zpkSynZMKToLMK(



java.lang.Object zmkCipher,

java.lang.Object zpkCipherZMK,

char KeyAlgZMK,
char keyAlgLMK,
int keySynTept)
throws cn.tass.exceptions. TAException
iBREH
&R 5] BB faig
zmkCipher - g2 ZMKZE , ZMKE$EZR5 |5LMK006~008
TINZERIZMKE L,
zpkCipherZMK |- 2 ZPKZEX ( ZMK ) , ZMKEZ$RZ=RE,
KeyAlgZMK char 2 FEHIRR (ZMK)
keyAlgLMK char 2 FEEFRMR (LMK )
keySynTept int 2 FIRRIG(ESRE (KCV)
o 0:KCV 16H
« 1:KCV6H
iR[EHE

« String[0] : ZPKZEIZ ( LMK )

« String[1] : ZARIL(E
SELE

EREfThHENRESE,

cn.tass.exceptions. TAException

3.135 zpkSynLMKToZMK
ZPKMMLMKINZEFEIRAIZMKINEE ( GC ) .

public java.lang.String[] zpkSynLMKToZMK(
java.lang.Object zmkCipher,
java.lang.Object zpkcipherLMK,
char KeyAlgZMK,
char keyAlgLMK,
int keySynTept)




throws cn.tass.exceptions. TAException

iEREH
=4 i) BEWR fEid
zmkCipher - 2 ZMKZZ3Z (LMK ) , ZMKZ5BZ5 |8,
LMKO006~008 FINZEHIZMKEE S,
zpkcipherLMK | - 2 ZPKZZI (LMK ) , ZPKZ$AZR5 |,
LMKO09~011IIZZAYZPKZZEHZE ST,
KeyAlgZMK char 2 BEEFRMR (ZMK)
keyAlgLMK char 2 FAFRR (LMK )
keySynTept int = BIPRERESEE (KCV )
« 0:KCV 16H
« 1:KCV6H
ZEE

« String[0] : ZPKZEIZ ( ZMK )

« String[1] : ZAIKLG(E
RELE

EFEfThHENR SR,

cn.tass.exceptions. TAException

3.136 makeOneZEK

FEEE—ANZEK/ZAK (Fl)

public java.lang.String[] makeOneZEK(int keyTypeAlg,
java.lang.Object zmkCipher,
char KeyAlgZMK,
char keyAlgLMK,
int keySynTept)
throws cn.tass.exceptions. TAException

iBRSE
=4 E 3] eI ik
keyTypeAlg int 2 BRAKARE
e 0:ZEK




=4 5] ERYR g
. 1:ZAK

zmkCipher - 2 ZMKZEX , ZMKZ$BZR5 |5kLMK006~008
TINEZRZMKE S,

KeyAlgZMK char 2 ZEAMRA ( ZMK )

keyAlgLMK char g ZAFRR (LMK )

keySynTept int = EEARIS{EZRE (KCV)
« 0:KCV 16H
« 1:KCV6H

iIZEHE

* String[0] : ZEAEL ( ZMK))
« String[1] : Z$AZE (LMK )
« String[2] : Z$ARIG(E

SELE
EFIETHHENHERE.

cn.tass.exceptions. TAException

3.137 zekSynZMKToLMK
ZPKMZMKINZELIRALMKINE ( FA ) .

public java.lang.String[] zekSynZMKToLMK(
int keyTypeAlg,
java.lang.Object zmkCipher,
java.lang.Object zekCipherZMK,

char KeyAlgZMK,
char keyAlgLMK,
int keySynTept)
throws cn.tass.exceptions. TAException
iSRS
&R ES:c] ERYR g
keyTypeAlg int = BEARIUNTE
« 0:ZEK
« 1:ZAK




=4 5] ERYR g
zmkCipher - 2 ZMKZ3Z (LMK ) , ZMKZ4$RZ5 8
LMK006~008 FIIZEHIZMKE X,
zekCipherZMK |- g2 ZEK/IZAKZES ( ZMK ) , ZMKZ$AZE,
KeyAlgZMK char =2 ZEAFRR (ZMK)
keyAlgLMK char 2 FAFRR (LMK )
keySynTept int = ZIPREa{ERE (KCV)
« 0:KCV16H
« 1:KCV6H
IR EHE
« String[0] : ZPKZEI ( LMK )
« String[1] : ZHARIG(E
FRLE
EFRafTHHENREES.
cn.tass.exceptions. TAException
3.138 zekSynLMKToZMK

ZEK/IZAKMLMKIDZEEH# AZMKINZ (FM )

public java.lang.String[] zekSynLMKToZMK(
int keyTypeAlg,

java.lang.Object zmkCipher,

java.lang.Object zekcipherLMK,

char KeyAlgZMK,
char keyAlgLMK,
int keySynTept)

throws cn.tass.exceptions. TAException

BRSH
& R EEWMm iR
keyTypeAlg int = BREASSRNRE -
. 0:ZEK

o 1:ZAK




=4 *xE BRI g

zmkCipher - =) ZMKZ3Z (LMK ) , ZMKZ4$RZ5 8
LMKO006~008 FIIEHIZMKE X,

zekcipherLMK | - g2 ZEK/IZAKZES (LMK ) , ZEKZ5BZ3 |8k
LMKO009~0111ZEAIZEKESAZE L,

KeyAlgZMK char = FEHIRR (ZMK)

keyAlgLMK char 2 FEEFRMR (LMK )

keySynTept int 2 FIARIOESRE (KCV )
« 0:KCV 16H
« 1:KCV6H

IREE

« String[0] : ZPKZEX ( ZMK )

« String[1] : ZARILE
RELE

BEFEThHERERE,

cn.tass.exceptions. TAException

3.139 makeOneTMK

FE—/1TMK , TPK , PVK (HC),

public java.lang.String[] makeOneTMK(java.lang.Object tmkCipher,
char KeyAlgZMK,
char keyAlgLMK,
int keySynTept)
throws cn.tass.exceptions. TAException

iERSH
=4 5] ERYR fig
tmkCipher - 2 TMKZEX , TMKE$EZR5 |5{LMK021~023
TINEZRTMKE S,
KeyAlgZMK char = FEHIRR (ZMK)
keyAlgLMK char 2 FEEFRMR (LMK )
keySynTept int 2 FEARIOESRE (KCV )




B S BELR g

« 0:KCV 16H
« 1:KCVG6H

iREE
* String[0] : 2L ( TMK))
« String[1] : Z$AZN (LMK )
« String[2] : ZAIKLGE

FELE
EFETHRHENRERE,
cn.tass.exceptions. TAException
3.140 makeOneTAK
FE—1NTAK (HA) ,

public java.lang.String[] makeOneTAK(java.lang.Object tmkCipher,

char KeyAlgZMK,
char keyAlgLMK,
int keySynTept)
throws cn.tass.exceptions. TAException
i5RSH
=4 ESic] BRYM faik
tmkCipher - 2 TMK#EX , TMKEHZERS |8 LMK021~023
TINERNTMKESZ,
KeyAlgZMK char 2 ZEEFRR ( ZMK )
keyAlgLMK char = FEEFRMR (LMK )
keySynTept int B FIARIG(ESRE (KCV)
o« 0:KCV16H
« 1:KCV6H
R[EHE

+ String[0] : Z$AE ( TMK)
+ String[1] : Z$AZ (LMK )



« String[2] : Z4PRG{E
SRR
ERFEf TR BN

==
FFo

cn.tass.exceptions. TAException

3.141 takSynZMKToLMK

BTAKWNZMK T IIZEE ALMKTINE (MI) ,

public java.lang.String[] takSynZMKToLMK(

java.lang.Object zmkCipher,

java.lang.Object takCipherZMK,

char KeyAlgZMK,
char keyAlgLMK,
int keySynTept)
throws cn.tass.exceptions. TAException
iBREH
=4 5 R fEid
zmkCipher - 8 ZMKZES (LMK ) , ZMKZ$BZ5 |5
LMKO006~008 N INZHIZMKE S,
takCipherZMK | - = TAKEX (ZMK ) , ZMK R INZZAITAKES
X,
KeyAlgZMK char 2 FEEIRR (ZMK)
keyAlgLMK char = FHRR (LMK)
keySynTept int = FEARIN(ESRE (KCV)
« 0:KCV 16H
« 1:KCV6H
IBEE

« String[0] : TAKZZIZ ( LMK )
« String[1] : ZHRIE(E




FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.142 takCountDataMAC

TAKITEEHEMAC (MA ) .

public java.lang.String takCountDataMAC (java.lang.Object takKey,

java.lang.String data)

throws cn.tass.exceptions. TAException

RS
& KB REYR Hiig
takKey-TAK |- 2 TAKZ$RZS [BiILMK024~026 FANZEAITAK
B3,
data - = 0 | BEF-EMACHTRRVETE | xA4096
.
RElE
MAC
RRELE

EFEiThHENHERE.
cn.tass.exceptions. TAException

3.143 checkDataMAC

TAKIGUEEUEMAC (MC )

public java.lang.String checkDataMAC(java.lang.Object takKey,

java.lang.String AMC,
java.lang.String data)

throws cn.tass.exceptions. TAException

BEREH
=4 E 4] BERYMm iR
takKey-TAK - 2 TAKZZ$AZR8 |8 LMK024~026 RIIZHITAK
B,




B S BEWMR ik
data - = #E | BEFEMACHTAERYEE | &K4096
F13.
R[S
MAC
FELE

EFIETHHENHEE.

cn.tass.exceptions. TAException

3.144 zpkCalculateMAC
REAN RS , HEDRZPKIGIERE |, BIARENSTRIZPK,

public java.lang.String zpkCalculateMAC(int Flag,

java.lang.String IV,
java.lang.Object Key,
byte[] data,
int inputMacLength)
throws cn.tass.exceptions. TAException

xE BEEUM ik

IRIFRRLR,

int

oy | D

B i +EMAC/TACEIYIIAEE,

o WZAKZSRVRRAZIXIURT |, %35,
3916H,

o MZAKBMBVFMRANRIPILES |, %15
3932H,

String

A :
X XFlag/2/3a3 B g,

Key

ZPKERZSI,
HUESEHE : 0~2048

int

2l

String LMK009~011TFAIZERIZPKEE S,

data

bytel[] TTEMACHIEERE |, KE : 0~4096=1J,

fil




B S BELR g

int = BHMACKE , BILHMAC/TACERERNF
541 0x01-0x10,

inputMacLength

R[S

REIERBIMACIEH
SRLE

s THHENHRE.

cn.tass.exceptions. TAException

3.145 calculateMAC

ZAKITAKF=4EX9.9F0F0X9. 19893 IRSIMAC ( MS )

public java.lang.String calculateMAC(int Flag,
int keyType,
int keyLength,
int dataType,
java.lang.Object Key,
java.lang.String 1V,
byte[] data)
throws cn.tass.exceptions. TAException

iBRESH
=4 ES: BEYR iR
Flag int 2 HSThmRR,
keyType int = EERSLE .
« 0:TAK
e 1:ZAK
keyLength int = ZIAKE , 0~8F1 , BRIKEDESEIA,
dataType int B #HuEEay -
O
o 1R/
Key - 2 TAK/ZAKZSRZRS |SiLMK R IDZEAITAK/
ZAKZE L,
\Y String B FBTFitEMAC/TACRIIIaHE




B S BELR g

o WZAKBSBFRRANZIXIURT | 1%
7916H,

o HZAKBHBFRRARIPILET | %15
$932H,

BE :
{N24Flag/y 2/ AT I,

data bytel[] = THEMACHIEHE , 0~4096=F 13,
iR[EE
REIEREIMACIH
FELE

EFRETHHENHRE.

cn.tass.exceptions. TAException

3.146 transferPinTpkToLmk
FPINERTPKNNZEEEHALMKANE (JC ) .

public java.lang.String transferPinTpkToLmk(
java.lang.Object srcTPKKey,
java.lang.String srcPinBlockCipher,
int pinBlockAlg,
java.lang.String userld)
throws cn.tass.exceptions. TAException

iBRSE
=4 ES: 7 EEYR fHiR
srcTPKKey - 2 JRTPKEZ$A
srcPinBloc String =1 JEPINBLOCKZ;3Z
kCipher
pinBlockAlg int 2 PINBLOCKi#&={,
userld String = =3

IBEE

PINZ X



FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.147 transferPinTpkToZpk

FEPINEHTPKINEZAEHRAZPKINE ( CA ) .

public java.lang.String[] transferPinTpkToZpk(

java.lang.Object srcTPKKey,
java.lang.Object tarZPKKey,
int maxPinLength,
java.lang.String srcPinBlockCipher,
int srcPinBlockAlg,
int tarPinBlockAlg,
java.lang.String userld)

throws cn.tass.exceptions. TAException

iTRSEH
B ES:c] BHRYR faid
srcTPKKey - 2 JETPKZE4B
tarZPKKey - 2 BHRZPKZ4E
maxPinLength |int 2 BAPINKE
srcPinBloc String B JREPINBLOCKZXL
kCipher
pinBlockAlg int 2 PINBLOCK#&T
tarPinBlockAlg |int 2 B#RPINBLOCKH&T,
userld String 2 =3

iR[EHE

PINIKE , H#RPINBLOCKZX , H#RPINBLOCKI&=,



FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.148 producelbmPinOffset

F=4E1BM PIN Offset ( DE ) ,

public java.lang.String producelbmPinOffset(
java.lang.Object pvkKey,
java.lang.String pinCipher,
int pinCheckLength,
java.lang.String userld,
java.lang.String transferTable,
java.lang.String pinCheckData)

throws cn.tass.exceptions. TAException

iERSH
&R 5] BB g
pvkKey - 2 PVKZEX
pinCipher String 2 pINZEIL
pinCheckLength | int 2 PINRIGIE
userld String 2 =1
transferTable String =) B tan L
pinCheckData | String 2 PINRRIS SR

iR [EHE
pinOffset

FELE
EFIETHHENREEE.

cn.tass.exceptions. TAException

3.149 ibmGetPin
{ERIBMAEF—/\PIN ( EE ),

public java.lang.String ibmGetPin(java.lang.Object pvkKey,
java.lang.String pinOffset,
int pinCheckLength,



java.lang.String userld,

java.lang.String transferTable,

java.lang.String pinCheckData)
throws cn.tass.exceptions. TAException

iBRSH
=4 ES:c] BHRYR faid
pvkKey - ! PVKZEX
pinOffset String 2 PINOFFSET
pinCheckLength | int 2 PINRRIGIE
userld String 82 S=3
transferTable | String 2 A HERESR
pinCheckData | String 2 PINRELEHE

REE
PIN
FELE
TR HENRERE.

cn.tass.exceptions. TAException

3.150 checklbmTerminalPin
I —NFIBMARAIZERPIN (DA ) ,

public java.lang.String checklbmTerminalPin(
java.lang.Object tpkKey,
java.lang.Object pvkKey,
int maxPinLength,
java.lang.String pinCipher,
int pinBlockAlg,
int pinCheckLength,
java.lang.String userld,
java.lang.String transferTable,
java.lang.String pinCheckData,
java.lang.String pinOffset)

throws cn.tass.exceptions. TAException

iAREH

& xE BEYUM ik

tpkKey - 2 TPK




=4 5] ERYR g
pvkKey - 2 PVKZL
maxPinLength |int 2 PINRAKE , BUEHNT12
pinCipher String 2 PINZZX
pinBlockAlg int = PINBLOCK#SZ{({{A3
pinCheckLength | int 2 PINRIRIE
userld String 2 lS=;
transferTable String = i RE
pinCheckData | String 2 PINSIIGEE
pinOffset String 2 PINOFFSET

IR [EHE
result

FELE

ERFziThHENRERE.

cn.tass.exceptions. TAException

3.151 checklbmExchangePin
18— "FRIBM7SZURISSHEPIN ( EA ),

public java.lang.String checklbmExchangePin(
java.lang.Object zpkKey,
java.lang.Object pvkKey,
int maxPinLength,
java.lang.String pinCipher,
int pinBlockAlg,
int pinCheckLength,
java.lang.String userld,
java.lang.String transferTable,
java.lang.String pinCheckData,
java.lang.String pinOffset)

throws cn.tass.exceptions. TAException

IAREH

& xE BEYUM ik

zpkKey - 2 ZPK




=4 5] ERYR g
pvkKey - 2 PVKZL
maxPinLength |int 2 PINRAKE , BUEHNT12
pinCipher String 2 PINZZX
pinBlockAlg int = PINBLOCK#SZ{({{A3
pinCheckLength | int 2 PINRIRIE
userld String 2 lS=;
transferTable String = i RE
pinCheckData | String 2 PINSIIGEE
pinOffset String 2 PINOFFSET

IR [EHE
result

FELE

ERFziThHENRERE.

cn.tass.exceptions. TAException

3.152 produceVisaPvv

FTEEVISAPVV (DG),

public java.lang.String produceVisaPvv(java.lang.Object pvkKey,
java.lang.String pinCipher,
java.lang.String userld,
java.lang.String pvki)
throws cn.tass.exceptions. TAException

iERESH
&R 5] ERYR g
pvkKey - 2 PVKZZ3Z
pinCipher String 2 PINZEXL
userld String 82 S=3
pvki String 2 PVKI PVK#RiIR




G
result ( PVV )

FELE
BEFETPhHENRERE,

cn.tass.exceptions. TAException

3.153 pvvCheckZpkPinBlock

PVVREGZPKANZAIPINBLOCK ( EC ) ,

public java.lang.String pvvCheckZpkPinBlock(
java.lang.Object zpkKey,
java.lang.Object pvkKey,
java.lang.String pinBlockCipher,
int pinBlockAlg,
java.lang.String userld,
java.lang.String pvki,
java.lang.String pvv)

throws cn.tass.exceptions. TAException

i5RSH
B S5 EBHRYMR ik
zpkKey - 2 ZPKEXL
pvkKey - 2 PVKZEX
pinBlockCipher | String 2 PINBLOCKZX
pinBlockAlg int 2 PINBLOCK#&Z{({{H3
userld String 2 =3
pvki String 2 PVKI PVKiRIR
pvv String 2 VISA PVV

iR[EHE

resultx ( $H1RAD )



FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.154 produceOrCheckCsc
AR ERIGSEEIZIBAICSC (RY ) ,

public int[] produceOrCheckCsc(int model,
int flag,
java.lang.Object cvkKey,
java.lang.String userld,
java.lang.String expires,
java.lang.String fiveCsc,
java.lang.String fourCsc,
java.lang.String threeCsc)

throws cn.tass.exceptions. TAException

iTRSEH
& s BEEBA sk
model int 2 1=z
flag int = FRIR
cvkKey - 2 CVKE XX
userld String =2 =1
expires String 2 IS HARYE]
fiveCsc String & 5{7A9CSC
fourCsc String & 4:789CSC
threeCsc String & 3:A9CSC
R[EHE
resultx

o iEA3AT , 5(IAYCSC , 4AYCSC |, 3fIAICSC
o HIE94BY , SICSCHIRIELER , MUCSCAIREGLER |, 3(UCSCHIRIELER




FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.155 inDataHash
S—PNEHERIFITIRHIEZE (GM )

public byte[] inDataHash(int hashFlag,
byte[] inData,
byte[] userld,
byte[] sm2PublicKey)
throws cn.tass.exceptions. TAException

i5RSH
&R E 5] EBWR g
hashFlag int 2 IEFHHRR
inData byte(] 2 EER
userld byte]] 2 FEFID
sm2PublicKey | byte][] 2 SM2&E A

IR[E(E
hash{&

FELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.156 lodingRsaKeyOld
FERSAEAYY , FAIBRARE (EK) .,

public java.lang.String lodingRsaKeyOld(int keylndex,

byte[] privateData)




throws cn.tass.exceptions. TAException

iBREH
& KR BEYUM ik
keylndex int 2 ZHERS|
privateData byte[] = FASREURE
iREE
result
RELE

s THHENHRE.

cn.tass.exceptions. TAException

3.157 lodingRsaKey
IRERSAZEAXS (EJ ) .

public java.lang.String lodingRsaKey(char flag,
int privateFormat,
java.lang.String privatePassword,
byte[] privateData,
int keylndex,
java.lang.String keyTag)
throws cn.tass.exceptions. TAException

RS
E=4 5] ERWmR faig
flag char = T RRR
privateFormat | int 2 FASEEC
privatePas String B FASAOS
sword
privateData bytel] 2 FASEEE
keylndex int 2 o sG]
keyTag String B AR
iIR[BHE

result



FHELE
EFEfThHENRESE.

cn.tass.exceptions. TAException

3.158 rsaExportSymKey
RSARIARIPSH—&XIFRESH | RACALFRS (GK) .,

public java.lang.String[] rsaExportSymKey(int encFlag,
int paddingModelFlag,
java.lang.Integer mdf,
java.lang.Integer mgfAlg,
byte[] oaep,
java.lang.String symKeyType,
int symKeyFlag,
java.lang.String symKey,
java.lang.String chack,
byte[] mac,
byte[] publicKey,
java.lang.String proveData)

throws cn.tass.exceptions. TAException

i5RSH
&R E 5] EBWR g
encFlag int 2 DOZARIR
paddingMod int 2 EFEARR
elFlag
mgf Integer 2 MGF
mgfAlg Integer 2 MGFZUEEL
oaep byte[] =] OAEPYRIZES
symKeyType | String 2 XIFREEEHSEEY
symKeyFlag int 2 XIFREZERRC
symKey String 2 XIFREER (LMK)
chack String =1 RIGE
mac byte(] 2 MAC
publicKey byte[] y =3 ~B
proveData String 2 WFRRZEE
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3.159 rsalmportSymKey

RSARIARIFSA

—HRNITRER , RACALERE (Gl) .

public java.lang.String[] rsalmportSymKey(

int encFlag,

int paddingModelFlag,

java.lang.Integer mgf,

java.lang.Integer mgfAlg,

byte[] oaep,

java.lang.String symKeyType,

byte[] keyCipher,

int rsalndex,

byte[] privateKey,

java.lang.Character keyPlanZmk,

java.lang.Character keyPlanLmk,

java.lang.Character keyCheckType)
throws cn.tass.exceptions. TAException
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encFlag int 2 IIEARIR
paddingMod int 2 EFARHARR
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mgf Integer 2 MGF
mgfAlg Integer g2 MGFZUE&E%
oaep byte[] = OAEP/RIZS L
symKeyType | String 2 SIFREZ AT
keyCipher byte[] = NGERNIIEAINRRTE
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keyPlanLmk Character 2 ZHHHZE (LMK)
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o [2] : BIERGaE

EFEfThHENRESE.

cn.tass.exceptions. TAException

3.160 encAESGCM256

AES-GCM-256/12%,

public java.util.List<java.lang.Object> encAESGCM256(

int algType,
java.lang.String keyType,
java.lang.Object key,
java.lang.String disperFactor,
int sessionKeyType,
java.lang.String sessionKeyFactor,
byte[] data,
java.lang.String iv,
java.lang.String aad,
int taglnputLength)

throws cn.tass.exceptions. TAException
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fil
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F , B16FHREER
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Factor

String
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SEERAF , X
LsessionKeyType 502/ 058 FF(E,
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T (32H) , EBRFF4PBOCHISEAIXY
KESIEZH.
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data
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iv

String
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aad

String
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taglnputLength

int
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REE
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3.161 decAESGCM256

AES-GCM-256f#2%,

public byte[] decAESGCM256(int algType,
java.lang.String keyType,

java.lang.Object key,

java.lang.String disperFactor,

int sessionKeyType,

java.lang.String sessionKeyFactor,

byte[] data,
java.lang.String iv,
java.lang.String aad,
java.lang.String tag)

throws cn.tass.exceptions. TAException

iBREH
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algType int = BAERN | RN SRR S AE
H. BUET :
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keyType String =2 HEARE
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aad String 2 < : 0000~0256
tag int 2 TAG
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FELE
EFETHRHENRERE,
cn.tass.exceptions. TAException
3.162 calcHMAC
T EEIRHMAC-B3 A,
public byte[] calcHMAC(int hashAlg,
byte[] key,
byte[] data)
throws cn.tass.exceptions. TAException
iSRS
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hashAlg HASHEZFRR -
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FELE
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3.163 symEncExportSM2Key
RIPESA (XIFR ) IS H—XISM2EE (TT) .

public java.util.ArrayList<byte[]> symEncExportSM2Key(
int encAlgModel,
java.lang.String proKeyType,
java.lang.Object proKey,
java.lang.String proKeyDisperFactor,
int SM2Keylndex,
byte[] publicKey,
byte[] privateKey)

throws cn.tass.exceptions. TAException
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encAlgModel int 2 NZEEEL, -
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proKeyType String = (RIPEEEASEAY -
« 000 : KEK
« 109 : MDK
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privateKey byte[] B FATHTETISELY , SM2Z$AZR5 |5 /99999R17F
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SELE
EFIETHHENHEE.

cn.tass.exceptions. TAException

3.164 symimportSm2KeyPair
RIFEEA ( XIFR ) IIEXFSAN—RISM2E 1R,

public byte[] symlmportSm2KeyPair(int encAlgModel,
java.lang.String proKeyType,
java.lang.Object proKey,
java.lang.String proKeyDisperFactor,
int storelndex,
java.lang.String storelLabel,
byte[] publicKey,
byte[] privateKey)

throws cn.tass.exceptions. TAException
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String TS H SM2E2 BRI RIPZEEE L,
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publicKey byte([] = NG|
privateKey byte[] = FNBDE
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cn.tass.exceptions. TAException
3.165 getHsmFunctionState

SIRENZ RIS TR,

public java.lang.String getHsmFunctionState()
throws cn.tass.exceptions. TAException
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3.166 generateZmkLetter

R ZMKZSB(EET,

public java.lang.String[] generateZmkLetter(char keyAlg,
java.lang.String charset,
java.lang.String str1,
java.lang.String str2,
java.lang.String str3,
java.lang.String str4,
java.lang.String str5,
java.lang.String str6)
throws cn.tass.exceptions. TAException
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iIREHE
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SELE
EFREfThHENRESE.

cn.tass.exceptions. TAException

3.167 generateZmkLetter
EMZMKEREE ( BINBIEERISET ) .

public java.lang.String[] generateZmkLetter(java.lang.String charset,
java.lang.String SerilNo,
char keyAlg,
int hashAlgFlag)
throws cn.tass.exceptions. TAException
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3.168 eccSignature
ECCRASHERIZE,

public byte[] eccSignature(int hashAlg,
int curveFlag,
byte[] inData,
java.lang.Object eccPrivateKey,
int codeFormat)
throws cn.tass.exceptions. TAException
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7 : SHA-384
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3.169 eccVerify
Ecc N BREIEA.

public boolean eccVerify(int hashAlg,
int curveFlag,
byte[] srcData,
java.lang.Object eccPublicKey,
int signCodeFormat,
byte[] signature)
throws cn.tass.exceptions. TAException
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cn.tass.exceptions. TAException

3.170 symmTransformCipher

HiEEINE (B

).

public byte[] symmTransformCipher(

int srcEncFlag,
int srcKeyType,
java.lang.Object srcKey,

java.lang.String srcDeriveFactor,

int srcSessionKeyFlag,

java.lang.String srcSessionKeyFactor,

int srcPaddingFlag,
java.lang.String srclV,
int dstEncFlag,

int dstKeyType,
java.lang.Object dstKey,

java.lang.String dstDeriveFactor,

int dstSessionKeyFlag,

java.lang.String dstSessionKeyFactor,

int dstPaddingFlag,
java.lang.String dstlV,
byte[] data)




throws cn.tass.exceptions. TAException
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3.171 EccEciesEncrypt

Ecc NISTP256 & INZEE.,

public java.util. ArrayList<byte[]> EccEciesEncrypt(

java.lang.Object EccPublicKey,
int KDFHash,

int symmFlag,

byte[] Adata,
java.lang.String 1V,
byte[] SharedinfoS1,
int HmacFlag,

int Hmac,

byte[] SharedinfoS2,
int Padding,

byte[] indata)

throws cn.tass.exceptions. TAException
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3.172 EccEciesDecrypt

Ecc NISTP256 4R FIEE.,

public byte[] EccEciesDecrypt(java.lang.Object EccPublicKey,

java.lang.Object oneselfEccPrivateKey,

int KDFHash,

int symmFlag,

byte[] Adata,
java.lang.String IV,
byte[] TAG,

byte[] SharedinfoS1,
int HmacFlag,

int Hmac,

byte[] SharedinfoS2,
byte[] D,

int Padding,

byte[] cipher)




throws cn.tass.exceptions. TAException
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3.173 printPINDate

FTENPIN/PINIEREGE,

public java.lang.String[] printPINDate(java.lang.String DocumentsType,

java.lang.String id,
java.lang.String pin,
java.lang.String... args)

throws cn.tass.exceptions. TAException

BRSH
=4 i 3] =RYMm ik
DocumentsT String 2 TCHYSERY -
e . .

s - A: “two-up” HERRRIE—AMEE,
« B: "two-up” BIHIE— M.
« C: 184183,

id String = WS, KEHERRISIAVERRA 1211,

pin String 2 PIN , LMKfIIZZpin,

args String... = FJEN,

1588 :

TEEBADE () FF




FEFFzf TR HENI

cn.tass.exceptions. TAException

3.174 generateLengthPIN

FERE RKERIBETLIFFTPIN,

=]
FFBo

public java.lang.String generateLengthPIN(int pinLength,

java.lang.Object zpkKey,
int pinblockAlg,
java.lang.String id)

throws cn.tass.exceptions. TAException

iBREH
=4 -5t ERYR A
pinLength int = Er=ERIRENPINRIRKE.
EESEE : 04~16
zpkKey - 2 ZPKZZ5H , FBTFINZPINKIZPKAIZ$AZS |
HE,
pinblockAlg int 2 FHFPINBLOCKE :

00 : PINEIKS S BIZERIST , LUE
ZE0X00/ 53 FR948H ( SRFE641I%
AEGE ) 8i64H ( RA128(USHE
%) BREEEEIPINSYEL,

01 : ASCIIEBFSI[WS|PINEFEFRIIE
FIPINEHELR,

HFEAN  REESAR AR AEK

B REEEANTHEENENF
fF , GIENERADENFTS |, NBENGNFRY
6'; BmED ERKENEHNNETR.
02 : PINSIKS S RIZEXSTT , LAUR

F£0x0075=# BA32H , BREEE
ZIPINEIER,




=4 5] BRI g
pin String = RS KE,
MKSAEL : 01~24
iBZEE

PINEX , ZPKNINZRIBEHLFFFPINAYEESL
SRLE
s THHENHRE.

cn.tass.exceptions. TAException

3.175 transferLmkToZpk

K= RFPINEHLMKANZ 28 ZPK AN,

public java.lang.String transferLmkToZpk(java.lang.Object zpkKey,

int pinBlockAlg,

java.lang.String rscld,
java.lang.String pinCipher)

throws cn.tass.exceptions. TAException

RS
B i) AR fEiR
zpkKey - = ZPKESH , BFINZEPINIZPKEESAZS|
BE,
pinblockAlg int B2 FFFPINBLOCKHE :

00 : PINSIKSHBIZENITT , LUE
FR0x0075 =Y R /948H ( RA644I%
AEE ) 5k64H ( SRA1280I54HE
%) BRIEEEIPINEIER,

02 : PINSWKS S RIS , LUE
ZEOX005 Y BA32H , BREEE
EIPINZIREIR,

03 : {EREREBHIINZELLE |, IR
EPINIIEBEKKENS. 1ERSH)
#MOZE 16T 32 EA IR ; PINEE
TBBCDY ES#NE 168320 , AFH
B FEERSEINE,




=4 ES: BEWR i
rscld String = BREYEKSHEFS.
LpinblockAlIgE{E/902/030Y , iZIHAEE
B 16T (KE01~24)
pinCipher String 2 PINZEX , LMKTIIZRIPINZ X,
IBEE

B#RPINBLOCKZZ,
FELE
EFETHHEBENRHSRE.

cn.tass.exceptions. TAException

3.176 transferZpkToLmk
BFRPINBZPKIIZ R ALMKINE,

public java.lang.String transferZpkToLmk(java.lang.Object zpkKey,
java.lang.String pinCipher,
int pinBlockAlg,
java.lang.String rscld)
throws cn.tass.exceptions. TAException

iERSH
=4 5] BRI fig
zpkKey - 2 ZPKE$R , BT INEPINRZPKIYEZRERS]
HE,
pinCipher String ! EEZPK FINZHIPINBLOCKZERSZ,
pinblockAlg int 82 FEFPINBLOCKHE :

« 00 : PINSKSHRIAXTT , LUE
FE0x0075 R FE/948H ( RA641I5
HENE ) 3i64H ( RA128(UDHE
%) . BREEEEIPINSYER,

« 02 : PINEKSHRIAXTT , LUE
7E0x00/5 Y BA32H , BREES
EIPINZIRESR,

« 03 : EREREBRINNEIE , R
EPINNRAKENS, ERSH




B

S

g

*MNOE16E 32 ERNIHHIER ; PINE
FEBCDY EBfE4NOE 1681320\ , AER
B AR,

rscld

String

2l

FAREREKSHEFS.
X pinblockAlgEUE902/038 , iZIHARE
BH16M T (KE01~24) .

REHE

PINZX , LMK TINZAIPINES XL,
BELE
EFEfTHRHEUMERE.

cn.tass.exceptions. TAException

3.177 printPINBolckDate

FTEDLMKANZ=ZFFFPIN,

public java.lang.String[] printPINBolckDate(
java.lang.String DocumentsType,
java.lang.String id,
java.lang.String pin,
java.lang.String... args)

throws cn.tass.exceptions. TAException

iBREH
=4 i -] =RYHm ik
DocumentsT String 2 SR
e . .

yP . A two-upiSEt PR —MEE.
« B: two-upiEHPHIEZMSH.
o C: 18183,

id String = WS, KESHERRISMIAVERRA 1211,

pin String 2 PIN , LMKfIIZZpin,

args String... = FTEDLE,,

1588 :




B S BELR ik

FEEREDS () FHE.

iREE
FTENLMKINZZ=ZFFPIN,
L
EFRETHHENESRE.

cn.tass.exceptions. TAException

3.178 getAsymmKeyPublicKeyAndPrivateKey
IREIRSASKECCELAIREZRS | FHIRAHFIDERIRIS A,

public java.util.ArrayList<byte[]> getAsymmKeyPublicKeyAndPrivateKey(
java.lang.String keyFlag,
int keylndex)
throws cn.tass.exceptions. TAException

BRSE
= il EEYR iR
keyFlag String = IEIFRELEIRIR ¢
. RSA
. ECC
keylndex int = IEIFREERS| , BUETE91~64,
58
RSAELEMECCEIERB/64NESI,
iBEE

+ RSAELIR[A :

= 0 : ImkNZAIFAIEZE L.
= 1 : DER%®IEAA.
+ ECCEXIRM :

= 0: OID¥FR



= 1 ImKIIZRIFATEEL.
= 2 : DERBIBHIASE.

RELE
EFIETHHENHERE.

cn.tass.exceptions. TAException
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